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1 - Domain: Corp.MyCo.com

1.1 - CORP.MYCO.COM\BKRICKEY-WIN7

Windows 7 Enterprise (x86) Service Pack 1 (Build 7601) 10.0.7.74
System Risk Score System Issue Score
Low Risk High Risk
Current 320
36 T2 108 144 1580 216 252 2588 324 360
Issues
e Operating System in Extended Support

System Profile

(o Windows 7 Enterprise (x86) Service Pack 1 (Build 7601)

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB

Manufacturer Dell Inc./Vostro 230

Service Tag/Serial Number 830TRL1

Processor Pentium(R) Dual-Core CPU E5400 @ 2.70GHz

64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date 6/6/2012 12:14:51 PM
Last Active Directory Checkin 4/1/2014 7:35:21 PM

System Memory

Total Memory 3072 MB
Memory Bank: Memory BankO (In Use) 2048 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 1024 MB, 1333 MHz

PROPRIETARY & CONFIDENTIAL PAGE 4 of 287



HillSouth i

Asset Detail Report

— NETWORK ASSESSMENT
Disk Space Utilization
[0
Cr:
5.00 10.00 1500 2000 2500 3000 5500 4000 4500 S0.00
Percent Used
Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: C Drive 288.05 GB 45.51 GB 15.80% 242.54GB 84.20%
D: RECOVERY 10 GB 4.69 GB 46.90% 5.31GB 53.10%
Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :
Description
Physical Address
IPv4 Address
Default Gateway

Endpoint Security
Security Center

Antivirus

W GFi software VIPRE
Enabled
Up-to-date

Antispyware
W GFI Software VIPRE
Enabled

Up-to-date

LV Windows Defender
Enabled
Up-to-date

Firewall

LV Windows Firewall
Enabled

PROPRIETARY & CONFIDENTIAL
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Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

©ar Languard
Enabled Yes

Antispyware
©Gr Languard
Enabled Yes

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

(from WMI)
IP Address Printer Name Accessed From Location Comment
10.0.7.74 Brother MFC-9320CW
Printer
Shares
(V] \'[¢ PATH Remark
\\BKRICKEY-WIN7\ADMINS C:\Windows
\\BKRICKEY-WIN7\CS C:\
\\BKRICKEY-WIN7\D$ D:\
\\BKRICKEY-WIN7\IPC$
\\BKRICKEY-WIN7\Temp C:\Temp
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Installed Applications

Asset Detail Report

NETWORK ASSESSMENT

Application Name Version

Adobe Flash Player 12 ActiveX

Adobe Flash Player 12 Plugin

Adobe Reader X (10.1.9)

CCleaner

Citrix Online Launcher

GFI Business Agent

Microsoft .NET Framework 4.5.1

Microsoft Office Professional Plus 2013

Microsoft Online Services Sign-in Assistant

Microsoft Silverlight

Microsoft SQL Server 2005 Compact Edition [ENU]

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
MSXML 4.0 SP2 Parser and SDK

QuickBooks File Doctor

QuickBooks Premier: Professional Services Edition 2012
ScreenConnect Client (2872323bbe412f4c)

TreeSize Free V2.4

VirtualCloneDrive

Windows Live Essentials

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.74  BKRICKEY-WIN7 /

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL

12.0
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10.1
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1.0
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1.2 - CORP.MYCO.COM\COSTEN-SG

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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10.0.7.24

1485

170

340

510

680

§50

1020

1180

1360 1530 1700
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.3 - CORP.MYCO.COM\DAVIS-XP

Windows XP Professional (x64) unknown (Build 9200) 10.0.7.10
System Risk Score System Issue Score
Low Risk High Risk
l Current 2455
280 560 840 1120 1400 1680 1960 2240 2520 2500
97
Issues

e Unsupported Operating Systems
e Inactive Computers

System Profile

(o Windows XP Professional (x64) unknown (Build 9200)
Manufacturer Gateway/DX4870
Processor Intel(R) Core(TM) i3-2130 CPU @ 3.40GHz
64-bit ready
Multi-core (2 total)
Not hyper-threaded
OS Install Date 2/18/2014 5:51:03 AM
Last Active Directory Checkin 9/23/2013 11:36:56 AM

System Memory

Total Memory 6144 MB
Memory Bank: Memory BankO (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 2048 MB, 1333 MHz

Disk Space Utilization

c:—

3.00 6.00 2.00 12.00 15.00 13.00 2100  24.00 27.00  30.00

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 127 GB 33.14 GB 26.09% 93.86GB 73.91%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Intel(R) 82579V Gigabit Network Connection
Physical Address 4C:72:B9:8A:AC:85

IPv4 Address 10.0.7.10;fe80::f4f2:7d07:6fb1:1b96

Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled Yes
Up-to-date Yes
Antispyware
® Windows Defender
Enabled Yes
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\DAVIS-XP\ADMINS C:\Windows
\\DAVIS-XP\CS c:\

\\DAVIS-XP\IPCS

Installed Applications

Application Name Version
Apple Application Support 2.3
Apple Software Update 2.1

Bueno Chrome Toolbar

buenosearch toolbar 1.8
Camtasia Studio 7 7.1
Debut Video Capture Software 1.88
fst_us_14

Google Chrome 33.0
Intel(R) Processor Graphics 9.17
Microsoft Office Professional Plus 2013 15.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0
QuickTime 7 7.75
Search Protect 2.11
Settings Manager 5.0
VideoPad Video Editor 3.29
VLC media player 2.1.3 2.1
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iT solutions.

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.10  QBO02 /

Local

Unable to collect remotely
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1.4 - CORP.MYCO.COM\DCO1

Windows Server 2012 Standard (x64) unknown (Build 172.20.1.3,10.0.1.3
9200)
System Risk Score System Issue Score
Low Risk

High Risk

‘ Current 4982
550 1100 1850 2200 2750 3300 3850 4400 4850 5500
9%
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 Standard (x64) unknown (Build 9200)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 2313-7957-2802-9397-1511-6773-75
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 6/24/2013 12:28:10 AM
Last Active Directory Checkin 4/1/2014 8:37:40 PM

System Memory

Total Memory 512 MB
Memory Bank: Memory BankO (In Use) 512 MB, unknown MHz
1 Memory Bank Available

Disk Space Utilization

c:—

3.00 6.00 2.00 12.00 15.00 1300 2100  24.00 27.00  30.00

Percent Used
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Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.66 GB 37.47 GB 29.58% 89.19GB 70.42%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter

Physical Address 00:15:5D:07:37:0C

IPv4 Address 172.20.1.3;10.0.1.3;fe80::c479:f74:16d0:1a95
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan
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NETWORK ASSESSMENT
Local Account Password Strength Assessment
None Detected
Connected Printers
None Detected
Shares
UNC PATH Remark
\\DCO1\ADMINS C:\Windows
\\DCO01\C$ C:\
\\DC01\IPCS
\\DCO1\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.MyCo.com\SCRIPTS
\\DCO1\SYSVOL C:\Windows\SYSVOL\sysvol

Installed Applications

Application Name Version

Microsoft Baseline Security Analyzer 2.2 2.2
ScreenConnect Client (2872323bbe412f4c) 4.1
WMI Tools 1.50

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.5 - CORP.MYCO.COM\DCO02

Windows Server 2012 R2 Datacenter (x64) unknown 172.20.0.4,10.0.1.4
(Build 9600)
System Risk Score System Issue Score
Low Risk High Risk

Current 4982

550 1100 1650 2200 2750 3300 3850 4400 4850 5500

94
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 8044-2319-1276-6454-1247-3509-49
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

0S Install Date 1/24/2014 3:36:13 PM
Last Active Directory Checkin 3/25/2014 5:23:08 PM

System Memory

Total Memory 1024 MB

Memory Bank: Memory BankO (In Use) 1024 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 0 MB, unknown MHz
Memory Bank: Memory Bank2 (In Use) 0 MB, unknown MHz
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Disk Space Utilization

nga  1.e0 240 320 400 480 560 640 Y20 F.00

Percent Used

Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.48 GB 9.25 GB 7.31% 117.23GB 92.69%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter

Physical Address 00:15:5D:07:37:09

IPv4 Address 172.20.0.4;10.0.1.4;fe80::ed31:¢c216:4b35:3c5e
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center
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Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares
UNC PATH N ET
\\DC02\ADMINS C:\Windows
\\DC02\C$ C:\
\\DC02\IPCS
\\DCO2\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.MyCo.com\SCRIPTS
\\DC02\SYSVOL C:\Windows\SYSVOL\sysvol

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.6 - CORP.MYCO.COM\DCO3

Windows Server 2012 R2 Datacenter (x64) unknown 172.20.0.23
(Build 9600)
System Risk Score System Issue Score
Low Risk High Risk

Current 4982

550 1100 1650 2200 2750 3300 3850 4400 4850 5500

94
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 9445-4395-2879-5746-0168-9165-21
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 1/30/2014 12:16:06 AM
Last Active Directory Checkin 3/31/2014 2:20:05 AM

System Memory

Total Memory 1024 MB

Memory Bank: Memory BankO (In Use) 1024 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 0 MB, unknown MHz
Memory Bank: Memory Bank2 (In Use) 0 MB, unknown MHz
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Disk Space Utilization

c:—

1.50 3.00 4.50 6.00 7.50 2.00 10.50  1z.00 13.50 15.00

Percent Used

Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.48 GB 15.22 GB 12.03% 111.26GB 87.97%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:07:37:0A

IPv4 Address 172.20.0.23;fe80::54da:30ff:b6d6:12d1
Default Gateway 172.20.0.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center
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Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares
UNC PATH N ET
\\DCO3\ADMINS C:\Windows
\\DCO03\C$ C:\
\\DC03\IPCS
\\DCO3\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.MyCo.com\SCRIPTS
\\DC03\SYSVOL C:\Windows\SYSVOL\sysvol

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.7 - CORP.MYCO.COM\DELL120720

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.8 - CORP.MYCO.COM\DEV_2012-CORE

Hyper-V Server 2012 (x64) unknown (Build 9200) 10.0.7.53

System Risk Score System Issue Score
Low Risk High Risk
‘ Current 4982
550 1100 1650 2200 2750 3300 3550 4400 4850 5500
94
Issues

e Anti-virus not installed
e Anti-spyware not installed

System Profile

(o Hyper-V Server 2012 (x64) unknown (Build 9200)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 3993-7820-9629-6494-5219-0600-71
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready
Single-core
Not hyper-threaded
OS Install Date 11/4/2013 3:30:06 PM
Last Active Directory Checkin 4/1/2014 12:31:24 AM

System Memory

Total Memory 512 MB
Memory Bank: Memory BankO (In Use) 512 MB, unknown MHz
1 Memory Bank Available

Disk Space Utilization

c;—

o040 o080 1.20 led 200 240 280 320 360 400

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.66 GB 4.86 GB 3.84% 121.8GB 96.16%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Intel 21140-Based PCl Fast Ethernet Adapter (Emulated)
Physical Address 00:15:5D:01:E0:19

IPv4 Address 10.0.7.53;fe80::e85d:5c5e:360:5030

Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA
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Issue

Local Account Password Strength Assessment

Assessment: Strong Security
Guest - Weak, Disabled

Connected Printers
None Detected
Shares

UNC
\\DEV_2012-CORE\ADMIN$
\\DEV_2012-CORE\C$
\\DEV_2012-CORE\IPC$

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.53  JAMIE-PC /

Local

Unable to collect remotely
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1.9 - CORP.MYCO.COM\DEVTFS

Windows Server 2012 Standard (x64) unknown (Build 10.0.7.69
9200)
System Risk Score System Issue Score
Low Risk

High Risk

‘ Current 4982
550 1100 1850 2200 2750 3300 3850 4400 4850 5500
9%
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 Standard (x64) unknown (Build 9200)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 0934-4413-3928-5790-7124-7782-07
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 11/21/2013 10:29:42 AM
Last Active Directory Checkin 3/31/2014 9:36:15 AM

System Memory

Total Memory 10240 MB
Memory Bank: Memory BankO (In Use) 3968 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 6272 MB, unknown MHz

Disk Space Utilization

c:—

3.00 6.00 2.00 12.00 15.00 1300 2100  24.00 27.00  30.00

Percent Used
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Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.66 GB 34.57 GB 27.29% 92.09GB 72.71%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:07:1C:00

IPv4 Address 10.0.7.69

Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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MBSA

Issue Score Assessment

Local Account Password Strength Assessment

Assessment: Strong Security
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\DEVTFS\ADMINS C:\Windows
\\DEVTFS\CS C:\

\\DEVTFS\IPC$

Installed Applications

Application Name Version
Active Directory Rights Management Services Client 2.0 1.0
AppFabric 1.1 for Windows Server 1.1
Microsoft .NET Framework 4 Multi-Targeting Pack 4.0
Microsoft CCR and DSS Runtime 2008 R3 2.2
Microsoft Help Viewer 1.1 1.1
Microsoft Identity Extensions 2.0
Microsoft Report Viewer 2012 Runtime 11.0
Microsoft SharePoint Foundation 2013 15.0
Microsoft SQL Server 2008 R2 Management Objects 10.51
Microsoft SQL Server 2008 R2 Native Client 10.51
Microsoft SQL Server 2008 Setup Support Files 10.1
Microsoft SQL Server 2012 (64-bit)

Microsoft SQL Server 2012 Data-Tier App Framework 11.1
Microsoft SQL Server 2012 Management Objects 11.0
Microsoft SQL Server 2012 Management Objects (x64) 11.0
Microsoft SQL Server 2012 Native Client 11.1
Microsoft SQL Server 2012 Policies 11.0
Microsoft SQL Server 2012 RS Add-in for SharePoint 11.1
Microsoft SQL Server 2012 Setup (English) 11.1
Microsoft SQL Server 2012 Transact-SQL Compiler Service 11.1
Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1
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Microsoft SQL Server 2012 T-SQL Language Service 11.0
Microsoft SQL Server Data Tools — Database Projects — Web installer entry point 10.3
Microsoft SQL Server System CLR Types 10.51
Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0
Microsoft System CLR Types for SQL Server 2012 11.0
Microsoft System CLR Types for SQL Server 2012 (x64) 11.1
Microsoft Team Foundation Server 2013 12.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0
Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219 10.0
Microsoft Visual Studio 2010 Shell (Integrated) - ENU 10.0
Microsoft Visual Studio 2010 Shell (Isolated) - ENU 10.0
Microsoft Visual Studio Tools for Applications Design-Time 3.0 10.0
Microsoft Visual Studio Tools for Applications x64 Runtime 3.0 10.0
Microsoft Visual Studio Tools for Applications x86 Runtime 3.0 10.0
Microsoft VSS Writer for SQL Server 2012 11.1
Prerequisites for SSDT 11.0
SQL Server Browser for SQL Server 2012 11.1
Visual Studio 2010 Prerequisites - English 10.0
WCF Data Services 5.0 (OData v3) 5.0
Windows Server AppFabric v1.1 CU1[KB 2671763]LDR 1.1

License Keys

None Detected
Common Listening Ports
Remote

IP Address Computer Name HTTP SQLServer HTTP
(80/TCP) (1433/TCP) (8080/TCP)

10.0.7.69  DEVTFS v v v

Local

Unable to collect remotely
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1.10 - CORP.MYCO.COM\DEVWIKI

Windows Server 2003 Service Pack 2 (Build 3790) 10.0.7.62
System Risk Score System Issue Score
Low Risk High Risk
Current 6312
700 1400 2100 2500 3500 4200 4900 5600 6300 i)
97
Issues

Unsupported Operating Systems

Anti-virus not installed

Anti-spyware not installed

LOTS of Security patches missing on computers

System Profile

0s Windows Server 2003 Service Pack 2 (Build 3790)
Windows Key HTT48-2D2W3-6YMRW-HYDMF-JK8YB
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 6522-4888-4703-2233-6437-6416-39
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
Not 64-bit ready
Single-core
Not hyper-threaded
OS Install Date 2/14/2006 10:08:47 AM
Last Active Directory Checkin 4/1/2014 6:33:01 AM

System Memory

Total Memory 1534 MB
Memory Bank: Memory BankO (In Use) 1534 MB, unknown MHz
1 Memory Bank Available

PROPRIETARY & CONFIDENTIAL PAGE 32 of 287



illSouth @ Asset Detail Report
HillSouth "= NETWORK ASSESSMENT

Disk Space Utilization

[0
Cr:
3.00 6.00 2.00 1200 1500 1§00 2100 2400 2700 3000
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 21.87 GB 5.53 GB 25.29% 16.34GB 74.71%
D: APPS 9.09 GB 0.31GB 3.41% 8.78GB 96.59%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Intel 21140-Based PCl Fast Ethernet Adapter (Generic)
Physical Address 00:15:5D:01:E0:10

IPv4 Address 10.0.7.75

Default Gateway 10.0.1.1

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:01:E0:0F
IPv4 Address 10.0.7.62

Endpoint Security

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
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Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA
Issue Score Assessment
Windows Security Updates Failed (critical) 130 security updates are

missing. 5 service packs or
update rollups are missing.

Local Account Password Strength Assessment
Assessment: Strong Security

Guest - Weak, Disabled
SUPPORT_388945a0 - Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\DEVWIKI\C$ c:\
\\DEVWIKI\IPCS
\\DEVWIKI\ADMINS$ C:\WINDOWS
\\DEVWIKI\D$ D:\
\\DEVWIKI\dev E:\Development

Installed Applications

Application Name Version
Apache HTTP Server 2.0.55 2.0
Dell OpenManage 3.6

Dell OpenManage Array Manager
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Application Name Version
Hyper-V Integration Services (version 6.2.9200.16384) 3.9200
Intel(R) LAN Adapters SNMP Agent 1.00

Intel(R) PRO Network Connections Drivers

MiniTool Partition Wizard Enterprise Edition 6.0

MySQL Administrator 1.1 1.1

MySQL Query Browser 1.1 1.1

MysSQL Server 5.0 5.0

PHP 5.1.2

Excelsior Agent 2.1

Symantec Backup Exec Remote Agent for Windows Servers 10.1

TreeSize Free V2.4 2.4

Windows Server 2003 Service Pack 2 20070217.021455

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name HTTP MySQL RDP
(80/TCP) (3306/TCP) (3389/TCP)

10.0.7.62  DEVWIKI / / /

Local

Unable to collect remotely
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1.11 - CORP.MYCO.COM\DHAROLD-PC

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
20
Issues
e Operating System in Extended Support
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

PROPRIETARY & CONFIDENTIAL
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System Issue Score
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10.0.7.1
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180
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252

2588 324 360
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.12 - CORP.MYCO.COM\ENGINEERS

Windows 2000 Server

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
0s Windows 2000 Server

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.13 - CORP.MYCO.COM\ENTCERTS

Windows Server 2012 R2 Datacenter

System Risk Score

Low Risk High Risk

13

Issues

e Inactive Computers

System Profile

oS Windows Server 2012 R2 Datacenter

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

PROPRIETARY & CONFIDENTIAL

Current

2/12/2014 8:38:33 PM

System Issue Score

Asset Detail Report
NETWORK ASSESSMENT

10.0.1.43

1485

170

340

510

680

§50

1020

1180

1360 1530 1700

PAGE 40 of 287



HillSouth 5

iT solutions.

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.14 - CORP.MYCO.COM\EXCHANGE2013

Windows Server 2008 R2 Standard

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(o} Windows Server 2008 R2 Standard

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.53  JAMIE-PC /

Local

Unable to collect remotely
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1.15 - CORP.MYCO.COM\FILE2012-1

Windows Server 2012 R2 Standard (x64) unknown (Build 10.0.1.41
9600)
System Risk Score System Issue Score
Low Risk High Risk

Current 4982

550 1100 1650 2200 2750 3300 3850 4400 4850 5500

94
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 R2 Standard (x64) unknown (Build 9600)
Manufacturer Dell Inc./PowerEdge 1900
Service Tag/Serial Number CMHX5D1
Processor Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

0S Install Date 3/28/2014 4:46:39 PM
Last Active Directory Checkin 4/1/2014 6:27:20 AM

System Memory

Total Memory 8192 MB
Memory Bank: Memory BankO (In Use) 4096 MB, 667 MHz
Memory Bank: Memory Bank1 (In Use) 4096 MB, 667 MHz
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Disk Space Utilization

[0
Cr:
1.00 2.00 3.00 4.00 5.00 G.00 7.00 g.00 2.00 10.00
Percent Used
Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 127.65 GB 11.63 GB 9.11% 116.02GB 90.89%
D: File2012-1 Data 12907.81 64.54 GB 0.50% 12843.27GB 99.50%
GB
Physical Drives
Model Serial Number Type Size Volumes
Windows IP Configuration
Unknown Type adapter :
Description Microsoft Network Adapter Multiplexor Driver
Physical Address 90:E2:BA:01:37:EE
IPv4 Address 10.0.1.41;fe80::28eb:a4d9:d7be:3de
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On
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Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares
UNC PATH Remark
\\FILE2012-1\ADMINS C:\Windows
\\FILE2012-1\CS C:\
\\FILE2012-1\D$ D:\

\\FILE2012-1\IPCS$

Installed Applications

Application Name Version

CrystalDiskMark 3.0.3a 3.0

License Keys

None Detected

Common Listening Ports
Remote

None Detected
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Local

Unable to collect remotely
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1.16 - CORP.MYCO.COM\FTDELLLAPTOP

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.17 - CORP.MYCO.COM\FT-LENOVO

Windows 8 Enterprise

System Risk Score

Asset Detail Report
NETWORK ASSESSMENT

10.0.7.21

System Issue Score

Low Risk High Risk
Current [0
1
Issues
No issues detected
System Profile
(o} Windows 8 Enterprise

Processor

Last Active Directory Checkin 4/1/2014 5:38:18 PM

System Memory

None Detected

Disk Space Utilization

None Detected

Windows IP Configuration
None Detected
Endpoint Security

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center
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Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.18 - CORP.MYCO.COM\GHAMMOND-LT

Windows 8 Enterprise 10.0.7.15
System Risk Score System Issue Score
Low Risk High Risk
Current [0
1 2 3 4 5 6 7 g 9 10
1
Issues

No issues detected

System Profile

(o} Windows 8 Enterprise
Processor
Last Active Directory Checkin 3/29/2014 6:30:18 AM

System Memory

None Detected

Disk Space Utilization

None Detected

Windows IP Configuration
None Detected
Endpoint Security

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center
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Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.19 - CORP.MYCO.COM\HJOEL-VM-WIN764

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.20 - CORP.MYCO.COM\HJOEL-WIN764

Windows 7 Enterprise

System Risk Score
Low Risk High Risk

Asset Detail Report

NETWORK ASSESSMENT

System Issue Score

10.0.7.66

D o -
170 340 510 680 §50 1020 1180 1360 1530 1700

Issues

e Inactive Computers

System Profile

0os Windows 7 Enterprise
Processor
Last Active Directory Checkin 6/15/2013 1:27:01 PM

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

IP Address Computer Name HTTP SQLServer RDP
(80/TCP) (1433/TCP) (3389/TCP)

10.0.7.66  HJoel-WIN764 / / /

Local

Unable to collect remotely
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1.21 - CORP.MYCO.COM\HPVO00

Windows Server 2008 R2 Enterprise

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(0]3 Windows Server 2008 R2 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL

Asset Detail Report
NETWORK ASSESSMENT

PAGE 59 of 287



HillSouth 3

iT solutions.

1.22 - CORP.MYCO.COM\HVO01

Windows Server 2012 R2 Standard (x64) unknown (Build

9600)

Low Risk

System Risk Score
High Risk

Issues

Current

94

e Anti-virus not installed
e Anti-spyware not installed

System Profile

0os

Manufacturer

Service Tag/Serial Number

Processor

OS Install Date

Last Active Directory Checkin

System Issue Score

Asset Detail Report
NETWORK ASSESSMENT

10.0.1.111

4982

550

1100 1650

2200

2750

3300

Windows Server 2012 R2 Standard (x64) unknown (Build 9600)

Dell Inc./PowerEdge R710
HPVDVL1

Intel(R) Xeon(R) CPU L563
64-bit ready

Multi-core (6 total)

Not hyper-threaded

12/5/2013 3:46:43 PM
4/1/2014 10:12:40 AM

System Memory

Total Memory
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:

Memory Bank:

Memory BankO (In Use)
Memory Bank1 (In Use)
Memory Bank10 (In Use)
Memory Bank11 (In Use)
Memory Bank12 (In Use)
Memory Bank13 (In Use)
Memory Bank14 (In Use)
Memory Bank15 (In Use)
Memory Bank2 (In Use)
Memory Bank3 (In Use)
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Memory Bank: Memory Bank4 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank5 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank6 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank7 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank8 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank9 (In Use) 4096 MB, 1333 MHz

Disk Space Utilization

C:
H:
450 9.00 1350 18.00 2250 2700 3150 36.00 4050 4500
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 127.66 GB 19.33 GB 15.14% 108.33GB 84.86%
H: HVO1H 3595.87 GB  1522.61 GB 42.34%  2073.26GB 57.66%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:26:B9:5B:72:67

IPv4 Address 10.0.1.111;fe80::18e4:ba5c:a01c:32fe
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
LV Windows Firewall
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Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares
UNC PATH Remark
\\HVO1\ADMINS C:\Windows
\\HVO1\C$ c:\
\\HVO1\HS H:\

\\HVO1\IPCS

Installed Applications

Application Name Version

Dell OpenManage Systems Management Software (64-Bit) 7.3
ScreenConnect Client (2872323bbe412f4c) 4.1

License Keys

None Detected

Common Listening Ports
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Remote

None Detected

Local

Unable to collect remotely
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1.23 - CORP.MYCO.COM\HV02

Windows Server 2012 R2 Standard (x64) unknown (Build 10.0.7.27
9600)
System Risk Score System Issue Score
Low Risk High Risk

Current 5342

580 1180 1770 2360 2950 3540 4130 4720 5310 5900

94

Issues

e Anti-virus not installed
e Anti-spyware not installed
e LOTS of Security patches missing on computers

System Profile

0s Windows Server 2012 R2 Standard (x64) unknown (Build 9600)
Manufacturer Dell Inc./PowerEdge R710
Service Tag/Serial Number GDCDVL1
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (6 total)
Not hyper-threaded

0S Install Date 12/5/2013 3:55:52 PM
Last Active Directory Checkin 4/1/2014 9:42:53 PM

System Memory

Total Memory 65536 MB

Memory Bank: Memory BankO (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank10 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank11 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank12 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank13 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank14 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank15 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank2 (In Use) 4096 MB, 1333 MHz
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Memory Bank: Memory Bank3 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank4 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank5 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank6 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank7 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank$8 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank9 (In Use) 4096 MB, 1333 MHz

Disk Space Utilization

[0
H:
3.50 7.0o 1050 1400 1750 2100 2450 2800 3150 35.00
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 127.66 GB 18.87 GB 14.78% 108.79GB 85.22%
H: HV02 H 3595.87 GB  1204.60 GB 33.50% 2391.27GB 66.50%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:26:B9:5C:2A:DE

IPv4 Address 10.0.1.121;fe80::4942:d202:d8e7:bf74
Default Gateway 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:26:B9:5C:2A:DC

IPv4 Address 10.0.7.27;fe80::3969:4359:3d2c:a005
Default Gateway 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:07:37:04
IPv4 Address 192.168.1.12;fe80::57a:aa42:5166:2945
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Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA
Issue Score
SQL Server Security Updates Passed
Windows Security Updates Failed (critical)

Local Account Password Strength Assessment

Assessment: Strong Security
Guest - Weak, Disabled

Connected Printers

None Detected

Shares

PROPRIETARY & CONFIDENTIAL
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Assessment

No security updates are
missing.

9 security updates are
missing. 2 service packs or
update rollups are missing.
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UNC PATH Remark
\\HV02\ADMINS C:\Windows

\\HV02\C$ c:\

\\HVO02\HS H:\

\\HVO2\IPCS

Installed Applications

Application Name Version

Dell OpenManage Systems Management Software (64-Bit) 7.3
ScreenConnect Client (2872323bbe412f4c) 4.1

License Keys

None Detected

Common Listening Ports
Remote

IP Address Computer Name HTTP RDP
(80/TCP) (3389/TCP)

10.0.7.27 HVO02 / /

Local

Unable to collect remotely
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1.24 - CORP.MYCO.COM\HVO03

Windows Server 2012 Standard (x64) unknown (Build

9200)

Low Risk

System Risk Score
High Risk

Issues

Current

94

e Anti-virus not installed
e Anti-spyware not installed

System Profile

0os

Manufacturer

Service Tag/Serial Number

Processor

OS Install Date

Last Active Directory Checkin

Windows Server 2012 Standard (x64) unknown (Build 9200)

Dell Inc./PowerEdge R710
7V8DVL1

Intel(R) Xeon(R) CPU L563
64-bit ready

Multi-core (6 total)

Not hyper-threaded

8/6/2013 2:01:04 PM
4/1/2014 9:42:45 PM

System Memory

Total Memory
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:

Memory Bank:

Memory BankO (In Use)
Memory Bank1 (In Use)
Memory Bank10 (In Use)
Memory Bank11 (In Use)
Memory Bank12 (In Use)
Memory Bank13 (In Use)
Memory Bank14 (In Use)
Memory Bank15 (In Use)
Memory Bank2 (In Use)
Memory Bank3 (In Use)

PROPRIETARY & CONFIDENTIAL

Asset Detail Report

NETWORK ASSESSMENT

10.0.1.139, 10.0.1.131, 10.0.1.135, 10.0.1.132

System Issue Score

4982

550

1100 1650

9 @ 2.13GHz

65536 MB

4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz

2200

2750

3300

3550

4400 4850 5500
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Memory Bank: Memory Bank4 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank5 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank6 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank7 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank8 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank9 (In Use) 4096 MB, 1333 MHz

Disk Space Utilization

C:
H:
3.00 &.00 0.00 12.00 1500 1800 2100 2400 2700 3000
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 127.66 GB 34.98 GB 27.40% 92.68GB 72.60%
H: HVO1H 3595.87 GB  1020.44 GB 28.38%  2575.43GB 71.62%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Broadcom BCM5709C NetXtreme Il GigkE (NDIS VBD Client)
Physical Address 00:26:B9:5B:86:C4

IPv4 Address 10.0.1.139;fe80::edf2:c762:e346:98f2

Default Gateway 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:DF:05

IPv4 Address 10.0.1.131;fe80::7586:7631:35d2:d111
Default Gateway 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:DF:06

IPv4 Address 10.0.1.132;fe80::d488:ab86:21dc:f17b
Default Gateway 10.0.1.1

Unknown Type adapter :
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Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:DF:07
IPv4 Address 10.0.1.133;fe80::35ef:a38¢:532b:2032

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:DF:08
IPv4 Address 10.0.1.134;fe80::8cea:1f32:¢38c:c777

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:DF:09

IPv4 Address 10.0.1.135;fe80::9815:3b88:3231:92ed
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected
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Connected Printers

None Detected
Shares
UNC PATH Remark
\\HVO03\ADMINS C:\Windows
\\HV03\C$ C:\
\\HVO03\HS H:\

\\HVO3\IPCS

Installed Applications

Application Name Version

Broadcom NetXtreme Il Driver Installer 15.6
Dell OpenManage Systems Management Software (64-Bit) 7.3
foghorn Agent 2.0
Excelsior Agent 2.1
ScreenConnect Client (2872323bbe412f4c) 4.1

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.25 - CORP.MYCO.COM\HVO04

Windows Server 2012 Standard (x64) unknown (Build

9200)

Low Risk

System Risk Score
High Risk

Issues

Current

94

e Anti-virus not installed
e Anti-spyware not installed

System Profile

0os

Manufacturer

Service Tag/Serial Number

Processor

OS Install Date

Last Active Directory Checkin

Windows Server 2012 Standard (x64) unknown (Build 9200)

Dell Inc./PowerEdge R710
6V8DVL1

Intel(R) Xeon(R) CPU L563
64-bit ready

Multi-core (6 total)

Not hyper-threaded

8/6/2013 2:00:11 PM
4/1/2014 9:43:09 PM

System Memory

Total Memory
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:
Memory Bank:

Memory Bank:

Memory BankO (In Use)
Memory Bank1 (In Use)
Memory Bank10 (In Use)
Memory Bank11 (In Use)
Memory Bank12 (In Use)
Memory Bank13 (In Use)
Memory Bank14 (In Use)
Memory Bank15 (In Use)
Memory Bank2 (In Use)
Memory Bank3 (In Use)
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10.0.1.141, 10.0.1.149, 10.0.1.142, 10.0.1.145

System Issue Score

4982

550

1100 1650

9 @ 2.13GHz

65536 MB

4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz
4096 MB, 1333 MHz

2200

2750

3300

3550

4400 4850 5500

PAGE 72 of 287



@ Asset Detail Report
HillSouth 0

— NETWORK ASSESSMENT
Memory Bank: Memory Bank4 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank5 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank6 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank7 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank8 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank9 (In Use) 4096 MB, 1333 MHz

Disk Space Utilization

C:
H:
450 9.00 1350 18.00 2250 2700 3150 36.00 4050 4500
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 127.66 GB 26.23 GB 20.55% 101.43GB 79.45%
H: HVO4 H 3595.87 GB  1440.60 GB 40.06%  2155.27GB 59.94%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Broadcom BCM5709C NetXtreme Il GigkE (NDIS VBD Client)
Physical Address 00:26:B9:5B:BF:0C

IPv4 Address 10.0.1.149;fe80::8c6d:ddal:13ad:fd

Default Gateway 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:E0:00

IPv4 Address 10.0.1.141;fe80::€919:af5c:af75:293b
Default Gateway 10.0.1.1

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:E0:01

IPv4 Address 10.0.1.142;fe80::2525:e075:9d4f: 7bf
Default Gateway 10.0.1.1

Unknown Type adapter :
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Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:E0:02
IPv4 Address 10.0.1.143;fe80::f5¢3:9297:8c17:ee9

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:E0:03
IPv4 Address 10.0.1.144;fe80::9c07:7aca:72d0:fda0

Unknown Type adapter :

Description Hyper-V Virtual Ethernet Adapter
Physical Address 00:15:5D:01:E0:04

IPv4 Address 10.0.1.145;fe80::34ad:b600:194a:1206
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected
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Connected Printers

None Detected
Shares
UNC PATH Remark
\\HVO04\ADMINS C:\Windows
\\HV04\C$ C:\
\\HV04\HS H:\
\\HV04\IPCS
\\HVO04\Temp H:\Temp

Installed Applications

Application Name Version

Broadcom NetXtreme Il Driver Installer 15.6
Dell OpenManage Systems Management Software (64-Bit) 7.3
foghorn Agent 2.0
ExcelsiorGateway 2.1
ScreenConnect Client (2872323bbe412f4c) 4.1

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.26 - CORP.MYCO.COM\HVO05

Windows Server 2012 R2 Standard (x64) unknown (Build 10.0.7.61
9600)
System Risk Score System Issue Score
Low Risk High Risk

Current 4982

550 1100 1650 2200 2750 3300 3850 4400 4850 5500

94
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 R2 Standard (x64) unknown (Build 9600)
Manufacturer Dell Inc./PowerEdge R710
Service Tag/Serial Number 4DCDVL1
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (6 total)
Not hyper-threaded

0S Install Date 12/5/2013 6:15:08 PM
Last Active Directory Checkin 4/1/2014 8:17:37 PM

System Memory

Total Memory 65536 MB

Memory Bank: Memory BankO (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank10 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank11 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank12 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank13 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank14 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank15 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank2 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank3 (In Use) 4096 MB, 1333 MHz
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Memory Bank: Memory Bank4 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank5 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank6 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank7 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank8 (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank9 (In Use) 4096 MB, 1333 MHz

Disk Space Utilization

C:
H:
2.00 4.00 &.00 a.00 1000 1200 1400 1600 1800 2000
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 127.66 GB 19.46 GB 15.24% 108.2GB 84.76%
H: HVO5 H 3595.87 GB 100.28 GB 2.79%  3495.59GB 97.21%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Broadcom BCM5709C NetXtreme Il GigkE (NDIS VBD Client)
Physical Address 00:26:B9:5C:0D:64

IPv4 Address 10.0.7.61;fe80::e8d0:4753:3951:e84a

Default Gateway 10.0.1.1

Unknown Type adapter :

Description Microsoft Network Adapter Multiplexor Driver
Physical Address 00:26:B9:5C:0D:66

IPv4 Address 10.0.1.151;fe80::5dc0:2289:4c28:b4cl

Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center
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Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA

Issue Score Assessment

Local Account Password Strength Assessment

Assessment: Strong Security
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\HVO5\ADMINS C:\Windows
\\HV05\C$ c:\
\\HVO5\HS$ H:\

\\HVO5\IPCS

Installed Applications

Application Name Version
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Application Name Version
Dell OpenManage Systems Management Software (64-Bit) 7.3
ScreenConnect Client (2872323bbe412f4c) 4.1

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.61 MYCODEMO /

Local

Unable to collect remotely
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1.27 - CORP.MYCO.COM\HV2012-1

Windows Server 2012 Standard

System Risk Score

Low Risk High Risk

13

Issues

e Inactive Computers

System Profile

Current

System Issue Score

Asset Detail Report
NETWORK ASSESSMENT

10.0.1.62

1485

170

0s Windows Server 2012 Standard

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.28 - CORP.MYCO.COM\HYPERV-02

Windows Server 2008 R2 Enterprise

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(0]3 Windows Server 2008 R2 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.29 - CORP.MYCO.COM\HYPERV-03

Windows Server 2008 R2 Enterprise

System Risk Score

Low Risk High Risk

13

Issues

e Inactive Computers

System Profile

(0]3 Windows Server 2008 R2 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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Windows Server 2003

System Risk Score
Low Risk High Risk

Current

Asset Detail Report
NETWORK ASSESSMENT

System Issue Score

10.0.1.6

970

110 220

97

Issues

e Unsupported Operating Systems

System Profile

(o} Windows Server 2003
Windows Key M8266-7XP62-VVHTD-DQ8R7-QK6RY
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz

Last Active Directory Checkin 3/23/2014 5:56:23 AM

System Memory

None Detected

Disk Space Utilization
None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

Application Name Version

Adam Instance ISASTGCTRL

Hyper-V Integration Services (version 6.2.9200.16384) 3.9200
Microsoft .NET Framework 2.0 Service Pack 2 2.2
Microsoft .NET Framework 3.0 Service Pack 2 3.2

Microsoft .NET Framework 3.5 SP1

Microsoft ISA Server 2006 5.0
Microsoft SQL Server Desktop Engine (Microsoft ISA Server 2006 instance) 8.00
MiniTool Partition Wizard Enterprise Edition 6.0

Windows Imaging Component 3.0

Windows Internet Explorer 8 20090308.140743

License Keys

None Detected
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Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.31 - CORP.MYCO.COM\JAGA

Windows Server 2003 Service Pack 2 (Build 3790) 10.0.7.67
System Risk Score System Issue Score
Low Risk High Risk
Current 5952
660 1320 1580 2640 3300 3960 4620 5280 5540 6600
97
Issues

e Unsupported Operating Systems
e Anti-virus not installed
e Anti-spyware not installed

System Profile

0s Windows Server 2003 Service Pack 2 (Build 3790)
Windows Key HTT48-2D2W3-6YMRW-HYDMF-JK8YB
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 0714-8774-9997-4993-9929-5585-66
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
Not 64-bit ready
Single-core
Not hyper-threaded
OS Install Date 2/11/2006 4:15:52 PM
Last Active Directory Checkin 4/1/2014 9:36:53 PM

System Memory

Total Memory 1024 MB
Memory Bank: Memory BankO (In Use) 1024 MB, unknown MHz
1 Memory Bank Available
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iT solutions.

Disk Space Utilization

[0

E:
10.00 20.00 30.00 40.00 50.00 60.00 70.00 g0.00 20.00 100.00

Fercent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 10 GB 10.00 GB 100.00% 0GB 0.00%
E: Data 23.89 GB 12.78 GB 53.50% 11.11GB 46.50%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:01:E0:2A

IPv4 Address 10.0.7.67

Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off
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Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot load security CAB file.

Local Account Password Strength Assessment
Assessment: Strong Security

Guest - Weak, Disabled
SUPPORT_388945a0 - Disabled

Connected Printers

None Detected

Shares

(V] \'[¢ PATH Remark
\VJAGA\JAGA.LOG C:\Program Files\Exchsrvr\JAGA.log
\\VAGA\TemplatesBackups E:\SNARFs Templates Backups
\\JAGA\CS c:\

\\JAGA\Share C:\Share

\\JAGA\Pandora C:\Program Files\MyCo\Pandora
\\JAGA\DbBackups E:\SNARFs Database Backups
\\JAGA\vbscript C:\vbscript

\\JAGA\IPCS

\\JAGA\Resources$ C:\Program Files\Exchsrvr\res
\\JAGA\ADMINS C:\WINDOWS

\\JAGA\ES E:\

\JAGA\Address C:\Program Files\Exchsrvr\address

Installed Applications
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BCM V.92 56K Modem

Broadcom Management Programs

CCleaner (remove only)

Dell OpenManage 3.6
Dell OpenManage Array Manager

foghorn Agent 2.0
foghorn Server 1.00
Hyper-V Integration Services (version 6.2.9200.16384) 3.9200
J2SE Development Kit 5.0 Update 13 1.5
J2SE Runtime Environment 5.0 Update 13 1.5
Microsoft .NET Framework 2.0 Service Pack 2 2.2
Microsoft .NET Framework 3.0 Service Pack 2 3.2

Microsoft .NET Framework 3.5 SP1

Microsoft Exchange

Network Console 8.00

PowerGUI MobileShell 2.0 BETA 2.0

Excelsior Agent 2.1

Excelsior Explorer 2.1
ScreenConnect Client (2872323bbe412f4c) 4.1

UltraVNC 1.0.8.2 1.0

Windows Imaging Component 3.0

Windows Internet Explorer 8 20090308.140743
Windows Management Framework Core

Windows Search 4.0 04.00

Windows Server 2003 Service Pack 2 20070217.021455
Windows Support Tools 5.2

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name HTTP RDP HTTP

(80/TCP) (3389/TCP) (8080/TCP)
10.0.7.67 MYCODEMO v v v

Local

Unable to collect remotely
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1.32 - CORP.MYCO.COM\JAMIE-PC

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

PROPRIETARY & CONFIDENTIAL
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10.0.7.53

1485

170

340

510

680

§50
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.53  JAMIE-PC /

Local

Unable to collect remotely
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1.33 - CORP.MYCO.COM\JIM-WIN?7

Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.63
System Risk Score System Issue Score
Low Risk High Risk
‘ Current 3140
350 700 1050 1400 1750 2100 2450 2800 3150 3500
94
Issues

e Anti-virus not installed
e Operating System in Extended Support

System Profile

(o Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 7242-6114-4960-1418-0345-9017-97
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date 8/12/2013 8:57:44 AM
Last Active Directory Checkin 4/1/2014 12:15:27 PM

System Memory

Total Memory 6144 MB
Memory Bank: Memory BankO (In Use) 3968 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 2176 MB, unknown MHz

Disk Space Utilization

c:—

2.50 5.00 7.50 10.00 1250 1500 1750  z20.00 2250 25.00

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.9 GB 25.90 GB 20.41% 101GB 79.59%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:01:E0:13

IPv4 Address 10.0.7.63

Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware

® Windows Defender
Enabled Yes
Up-to-date No

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment

Assessment: Potential Risk
Administrator - Weak, Disabled
Guest - Weak, Disabled
jim - Does not meet account policy

Connected Printers

None Detected

Shares
UNC PATH Remark
\\JIM-WIN7\ADMINS C:\Windows
\\IM-WIN7\CS c:\

\\JIM-WIN7\IPC$S

Installed Applications

Application Name Version
Ipswitch Dashboard 1.0.2 1.02
Ipswitch TFTP Server 1.0
Ipswitch WhatsUp Gold v16.2.1 16.2
Microsoft .NET Framework 4 Client Profile 4.0
Microsoft .NET Framework 4 Extended 4.0
Microsoft Office Professional Plus 2010 14.0
Microsoft SQL Server 2008 R2

Microsoft SQL Server 2008 R2 Native Client 10.52
Microsoft SQL Server 2008 R2 Setup (English) 10.52
Microsoft SQL Server 2008 Setup Support Files 10.1
Microsoft SQL Server Browser 10.52
Microsoft SQL Server VSS Writer 10.52
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319 10.0

License Keys
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None Detected

Common Listening Ports
Remote

IP Address Computer Name HTTP RDP

(80/TCP) (3389/TCP)
10.0.7.63  JIM-WIN7 v v

Local

Unable to collect remotely
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1.34 - CORP.MYCO.COM\JIM-WINS8

Windows 8.1 Enterprise (x64) unknown (Build 9600) 10.0.7.44

System Risk Score System Issue Score
Low Risk High Risk
1 2 3 4 5 6 7 g 9 10
1
Issues

No issues detected

System Profile

0s Windows 8.1 Enterprise (x64) unknown (Build 9600)
Manufacturer Hewlett-Packard/700-027¢c
Processor Intel(R) Core(TM) i5-3330S CPU @ 2.70GHz
64-bit ready
Multi-core (4 total)
Not hyper-threaded
OS Install Date 11/21/2013 10:07:40 AM
Last Active Directory Checkin 4/1/2014 7:12:43 PM

System Memory

Total Memory 12288 MB
Memory Bank: Memory BankO (In Use) 4096 MB, 1600 MHz
Memory Bank: Memory Bank1 (In Use) 8192 MB, 1600 MHz

Disk Space Utilization

c:—

1.50 3.00 4.50 6.00 7.50 2.00 10.50  1z.00 13.50

Percent Used

PROPRIETARY & CONFIDENTIAL

15.00

PAGE 100 of 287



ill h @ Asset Detail Report
HillSouth == NETWORK ASSESSMENT

Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 931 GB 98.30 GB 10.56% 832.7GB 89.44%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address 74:46:A0:96:9D:27

IPv4 Address 10.0.7.44;fe80::c18b:1a25:db41:7e4c
Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled Yes
Up-to-date Yes
Antispyware
® Windows Defender
Enabled Yes
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Disabled
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\JIM-WINS\ADMINS C:\WINDOWS
\\IM-WINS\CS c:\

\\JIM-WIN8\IPCS
\\JIM-WIN8\print$ C:\WINDOWS\system32\spool\drivers

Installed Applications

Application Name Version
7-Zip 9.20 (x64 edition) 9.20
Adobe AIR 15
Adobe Community Help 3.0
Adobe Creative Suite 5 Master Collection 5.0
Adobe Flash Player 10 ActiveX 10.1
Adobe Flash Player 10 Plugin 10.1
Adobe Media Player 1.8
Adobe Reader X1 (11.0.06) 11.0

Bomgar Representative Client [nsremote.WESTridge.com]

Cisco WebEx Meetings

Citrix Online Launcher 1.0
ConnectWise Internet Client 64-bit 134
ExamDiff 1.9 (Build 1.9.0.2) 1.9
FileZilla Client 3.7.4.1 3.7
foghorn Agent 2.0
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Google Chrome 33.0
Intel(R) Processor Graphics 10.18
Java 7 Update 45 7.0
Juniper Networks Setup Client Activex Control 2.0
Microsoft Baseline Security Analyzer 2.3 2.3
Microsoft Lync 2010 4.0
Microsoft Office 365 ProPlus - en-us 15.0
Microsoft Office Professional Plus 2010 14.0
Microsoft Online Services Sign-in Assistant 7.250
Microsoft Silverlight 5.1
Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0
Mozilla Firefox 25.0.1 (x86 en-US) 25.0
Mozilla Maintenance Service 25.0
Notepad++ 6.5
PHP 5.3.27 5.3
PowerlSO 5.7
Excelsior Agent 2.1
Excelsior Explorer 3.0
Quick Screen Capture 3.0 3.0
Terminals 33
Windows Azure Active Directory Module for Windows PowerShell 1.0
XAMPP 1.8

License Keys

None Detected

Common Listening Ports
Remote

IP Address Computer Name HTTP HTTPS RDP
(80/TCP) (443/TCP) (3389/TCP)

10.0.7.44  JIM-WIN8 / / /

Local

Unable to collect remotely
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1.35 - CORP.MYCO.COM\JOES-PC

Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.90

System Risk Score System Issue Score
Low Risk High Risk

1

Issues

No issues detected

System Profile

0s Windows 8 Enterprise (x64) unknown (Build 9200)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 9859-9839-0346-4617-4349-8561-42
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 7/8/2013 11:33:50 AM
Last Active Directory Checkin 3/31/2014 7:37:07 PM

System Memory

Total Memory 512 MB
Memory Bank: Memory BankO (In Use) 512 MB, unknown MHz
1 Memory Bank Available

Disk Space Utilization

C:—

3.00 &.00 2.00 12.00  15.00 1s.00 2100  24.00 27.00  30.00

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.66 GB 37.22 GB 29.39% 89.44GB 70.61%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:01:DF:01

IPv4 Address 10.0.7.90;fe80::45cd:40f4:ed10:f421
Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled Yes
Up-to-date Yes
Antispyware
® Windows Defender
Enabled Yes
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\JOES-PC\ADMINS C:\Windows
\\JOES-PC\C$ c:\

\\JOES-PC\IPCS

Installed Applications

Application Name Version

Google Chrome 33.0
Microsoft Office 365 ProPlus - en-us 15.0
Visual CertExam Suite

WinRAR 5.00 (64-bit) 5.00

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.90  JOES-PC /
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Local

Unable to collect remotely
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1.36 - CORP.MYCO.COM\MARKETING-1

Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.29
System Risk Score System Issue Score
Low Risk High Risk
‘ Current 3140
350 700 1050 1400 1750 2100 2450 2800 3150 3500
94
Issues

e Anti-virus not installed
e Operating System in Extended Support

System Profile

(o Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)
Manufacturer HP-Pavilion/BQ466AA-ABA s5510f
Service Tag/Serial Number DMO0001
Processor AMD Athlon(tm) Il X2 240 Processor
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date 1/29/2013 7:36:14 PM
Last Active Directory Checkin 4/1/2014 5:25:18 PM

System Memory

Total Memory 3072 MB
Memory Bank: Memory BankO (In Use) 1024 MB, 800 MHz
Memory Bank: Memory Bank1 (In Use) 2048 MB, 800 MHz

Disk Space Utilization

c:—

9.50 12.00 2850 38300 4750 57.00 6650 7&.00 g§5.50  985.00

Percent Used
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NETWORK ASSESSMENT

Drive Volume Label

Physical Drives

Model

Windows IP Configuration

Unknown Type adapter :
Description
Physical Address
IPv4 Address
Default Gateway

Endpoint Security
Security Center

Antivirus

Filesystem Capacity Used
63.9 GB 58.77 GB

Serial Number Type

NVIDIA nForce 10/100 Mbps Ethernet
70:71:BC:17:1A:04
10.0.7.29;fe80::71c2:34a9:3a51:831e
10.0.1.1

No antivirus reported by Security Center

Antispyware
LV Windows Defender
Enabled

Up-to-date

Firewall

® Windows Firewall
Enabled
Domain Setting
Private Setting
Public Setting

Detected by Services

Antivirus

Yes
Yes

No antivirus services found that were not already in Security Center

Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status
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% Used
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MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

(from WMI)
IP Address Printer Name Accessed From Location Comment
10.0.7.29 HP Officejet Pro K8600
Series (Copy 1)
10.0.7.29 HP Officejet Pro K8600
Series
10.0.7.29 HP Officejet Pro 8600
Plus
10.0.7.29 Brother-MFC9320 CW
10.0.7.29 Brother MFC-9320CW
Shares
UNC PATH Remark
\\MARKETING-1\ADMINS C:\Windows
\\MARKETING-1\C$ C:\

\\MARKETING-1\IPCS

Installed Applications

Application Name Version

Adobe Flash Player 12 ActiveX 12.0
Adobe Flash Player 12 Plugin 12.0
Adobe Reader XI (11.0.05) 11.0
Citrix Online Launcher 1.0

Crystal Reports Basic for Visual Studio 2008 10.5
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5
DAEMON Tools Lite 4.48
Google Chrome 33.0
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Malwarebytes Anti-Malware version 1.75.0.1300 1.75
Microsoft .NET Compact Framework 2.0 SP2 2.0
Microsoft .NET Compact Framework 3.5 3.5
Microsoft .NET Framework 4.5.1 4.5
Microsoft Device Emulator (64 bit) version 3.0 - ENU 9.0

Microsoft Document Explorer 2008

Microsoft Lync 2010 4.0
Microsoft Mouse and Keyboard Center 2.0
Microsoft Office Professional Plus 2010 14.0
Microsoft Online Services Sign-in Assistant 7.250
Microsoft Silverlight 5.1

Microsoft SQL Server 2005

Microsoft SQL Server 2008 Management Objects 10.0
Microsoft SQL Server Compact 3.5 for Devices ENU 3.5
Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5
Microsoft SQL Server Compact 3.5 SP1 English 3.5
Microsoft SQL Server Database Publishing Wizard 1.3 10.0
Microsoft SQL Server Native Client 9.00
Microsoft SQL Server Setup Support Files (English) 9.00
Microsoft SQL Server VSS Writer 9.00
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0

Microsoft Visual Studio 2008 Professional Edition - ENU
Microsoft Visual Studio 2008 Remote Debugger - ENU

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio Web Authoring Component 12.0
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1
Mozilla Firefox 25.0.1 (x86 en-US) 25.0
Mozilla Maintenance Service 25.0
MySQL Connector Net 6.4.3 6.4
NVIDIA Drivers 1.6
NVIDIA Graphics Driver 307.83 307.83
NVIDIA Update 1.10.8 1.10
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Open XML SDK 2.0 for Microsoft Office 2.0
PicPick 3.2
Realtek High Definition Audio Driver 6.0
SQL Server System CLR Types 10.0
TeamViewer 8 8.0
Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0
Visual Studio .NET Prerequisites - English 9.0

Visual Studio 2005 Tools for Office Second Edition Runtime

Visual Studio Tools for the Office system 3.0 Runtime

Windows Mobile 5.0 SDK R2 for Pocket PC 5.00
Windows Mobile 5.0 SDK R2 for Smartphone 5.00
WinRAR 5.00 (32-bit) 5.00
WIinRAR 5.00 (64-bit) 5.00

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.29 MARKETING-1 v

Local

Unable to collect remotely
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1.37 - CORP.MYCO.COM\MELKINS-HP

Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.26

System Risk Score System Issue Score
Low Risk High Risk

1

Issues

No issues detected

System Profile

0s Windows 8 Enterprise (x64) unknown (Build 9200)
Manufacturer Hewlett-Packard/p7-1047c
Service Tag/Serial Number 3CR1251F51
Processor Intel(R) Core(TM) i5-2400S CPU @ 2.50GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 2/4/2014 10:54:20 AM
Last Active Directory Checkin 3/31/2014 10:14:08 PM

System Memory

Total Memory 6144 MB
Memory Bank: Memory BankO (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 2048 MB, 1333 MHz

Disk Space Utilization

C:—

6.50 13.00 12.50 2600 3250 39.00 4550 5Z.00 58.50 65.00

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 74.5 GB 45.34 GB 60.86% 29.16GB 39.14%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address E0:69:95:E3:15:B6

IPv4 Address 10.0.7.26;fe80::28c4:9632:1b7a:de2a
Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled Yes
Up-to-date Yes
Antispyware
® Windows Defender
Enabled Yes
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\MELKINS-HP\ADMINS C:\Windows
\\MELKINS-HP\C$ c:\

\\MELKINS-HP\IPC$

Installed Applications

Application Name Version

Brother MFL-Pro Suite MFC-9320CW 2.0
Citrix Online Launcher 1.0
Foxit Reader 6.1
Free Script Editor 3.0
Microsoft Office Professional Plus 2013 15.0
Excelsior Explorer 3.0
Realtek High Definition Audio Driver 6.0
Terminals 34

License Keys

None Detected

Common Listening Ports
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Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.26  MELKINS-HP /

Local

Unable to collect remotely
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1.38 - CORP.MYCO.COM\MIGTEST

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.39 - CORP.MYCO.COM\MMAYHEMON1

Windows Vista Business (x86) Service Pack 2 (Build 6002) 10.0.7.31
System Risk Score System Issue Score
Low Risk High Risk
Current 3500
380 780 1170 1560 1950 2340 2730 3120 3510 3900
94
Issues

e Anti-virus not installed
e LOTS of Security patches missing on computers
e Operating System in Extended Support

System Profile

0s Windows Vista Business (x86) Service Pack 2 (Build 6002)
Windows Key 2KHQH-FXVKW-XHQH2-F7WMY-YXPRH
Manufacturer HP-Pavilion/FQ568AA-ABA s3700f
Processor AMD Athlon(tm) 64 X2 Dual Core Processor 5000+
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date 4/12/2009 7:14:15 PM
Last Active Directory Checkin 4/1/2014 5:51:41 PM

System Memory

Total Memory 3072 MB
Memory Bank: Memory BankO (In Use) 1024 MB, 800 MHz
Memory Bank: Memory Bank1 (In Use) 2048 MB, 800 MHz
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Disk Space Utilization

[0
Cr:
.50 1200 2550 3300 4750 5700 6650 7600 5550 9500
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: HP 286.43GB  270.18 GB 94.33% 16.25GB 5.67%
D: FACTORY_IMAGE 11.66 GB 10.07 GB 86.36% 1.59GB 13.64%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description NVIDIA nForce 10/100 Mbps Ethernet
Physical Address 00:24:8C:4A:53:83

IPv4 Address 10.0.7.31;fe80::983b:94ca:da95:a5a2
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
LV Windows Defender
Enabled No
Up-to-date Yes
Firewall

No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center
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Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA

Issue Score Assessment

Bing Security Updates Passed No security updates are
missing.

Developer Tools, Runtimes, and Redistributables Security Failed (critical) 1 security updates are

Updates missing.

Microsoft Lync Server and Microsoft Lync Security Updates Failed (critical) 1 security updates are
missing. 1 service packs or
update rollups are missing.

Office Communications Server And Office Communicator Passed No security updates are

Security Updates missing.

Office Security Updates Failed (critical) 15 security updates are
missing.

Silverlight Security Updates Failed (critical) 1 security updates are
missing.

SQL Server Security Updates Passed No security updates are
missing.

Windows Security Updates Failed (critical) 67 security updates are

missing. 2 service packs or
update rollups are missing.

Local Account Password Strength Assessment

Assessment: Strong Security
Guest - Weak, Disabled

Connected Printers

(from WMI)
IP Address Printer Name Accessed From Location Comment
10.0.7.31 hp LaserJet 1320 PCL 5

Shares
UNC PATH Remark
\\MmayhemON1\ADMINS C:\Windows
\\MmayhemON1\C$ c:\
\\MmayhemON1\D$ D:\
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UNC PATH Remark

\\MmayhemON1\IPCS

Installed Applications

Application Name Version

Acrobat.com

Adobe Acrobat XI Pro

Adobe AIR

Adobe Dreamweaver CS5.5

Adobe Dreamweaver CS6

Adobe Flash Player 11 ActiveX

Adobe Help Manager

Adobe Photoshop 5.0 Limited Edition
Adobe Reader 9.1

Adobe Widget Browser

Apple Application Support

Apple Mobile Device Support

Apple Software Update

Bing Bar

Bonjour

Chaver-ware 4

Chaver-ware 5

Cisco WebEx Meetings

FileZilla Client 3.3.0.1

First Backup

foghorn Agent

Google Chrome

HSR Toolkit

iCloud

InReView eDiscovery

iTunes

Java(TM) 6 Update 23

Macromedia Dreamweaver MX 2004
Macromedia Extension Manager
Microsoft .NET Framework 3.5 SP1
Microsoft .NET Framework 4 Client Profile
Microsoft .NET Framework 4 Extended
Microsoft Lync 2010

Microsoft Office 2007 Primary Interop Assemblies
Microsoft Office 2007 Service Pack 3 (SP3)
Microsoft Office File Validation Add-In
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Microsoft Office Live Meeting 2007 8.0
Microsoft Office Professional 2007 12.0
Microsoft Online Services Sign In 1.0
Microsoft Online Services Sign-in Assistant 7.250
Microsoft Silverlight 5.1
Microsoft Visual C++ 2005 Redistributable 8.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0
MSN Toolbar 1.0
MSXML 4.0 SP2 Parser and SDK 4.20

NVIDIA Drivers

QB Network Diagnostic Tool 1.0
QBFC2.1 2.1
Quest PowerGUI 1.9.5 1.9
QuickBooks Premier Edition 2012 22.0
QuickTime 7.74
Realtek High Definition Audio Driver 6.0
Salesforce Outlook Edition 3.2 3.2
Snagit 11 11.0
Snaglt 8 8.2
Soft Data Fax Modem with SmartCP 7.74
StreetSmart Pro 4.22
SupportSoft Assisted Service 15

Visual Studio 2005 Tools for Office Second Edition Runtime

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.31  MmayhemON1 v

Local

Unable to collect remotely
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1.40 - CORP.MYCO.COM\MMAYHEMON-HP

Windows 8.1 Enterprise

System Risk Score
Low Risk High Risk

Current [0

Asset Detail Report

NETWORK ASSESSMENT

System Issue Score

10.0.7.93

Issues

No issues detected

System Profile

(o} Windows 8.1 Enterprise

Processor

Last Active Directory Checkin 4/1/2014 9:21:44 PM

System Memory

None Detected

Disk Space Utilization

None Detected

Windows IP Configuration
None Detected
Endpoint Security

Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center
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Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.41 - CORP.MYCO.COM\MSUMMER-LT

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
20
Issues
e Operating System in Extended Support
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.42 - CORP.MYCO.COM\MWEST-WIN864

Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.11

System Risk Score System Issue Score
Low Risk High Risk

1

Issues

No issues detected

System Profile

0s Windows 8 Enterprise (x64) unknown (Build 9200)
Manufacturer MSI/MS-7850
Service Tag/Serial Number To Be Filled By O.E.M.
Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 11/28/2012 8:17:17 AM
Last Active Directory Checkin 4/1/2014 4:56:35 PM

System Memory

Total Memory 8192 MB
Memory Bank: Memory BankO (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 4096 MB, 1333 MHz

Disk Space Utilization

c:—

1.00 2.00 3.00 4.00 5.00 6.00 F.00 g.00 2.00 10.00

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: Gateway 910.7 GB 86.04 GB 9.45% 824.66GB 90.55%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address D4:3D:7E:F7:33:12

IPv4 Address 10.0.7.11;fe80::7977:c113:9a24:40al
Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled Yes
Up-to-date Yes
Antispyware
® Windows Defender
Enabled Yes
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\MWEST-WIN864\ADMINS C:\Windows
\\MWEST-WIN864\CS C:\
\\MWEST-WIN864\IPCS
\\MWEST-WIN864\print$S C:\Windows\system32\spool\drivers
\\MWEST-WIN864\Share C:\Share
\\MWEST-WIN864\xdrive C:\xdrive

Installed Applications

Application Name Version
7-Zip 9.20 (x64 edition) 9.20
Bomgar Representative Client [nsremote.WESTridge.com]

Citrix Online Launcher 1.0
Crystal Reports Basic for Visual Studio 2008 10.5
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5
GIMP 2.8.2 2.8
Google Chrome 33.0
Intel(R) Processor Graphics 9.17
LogMeln 4.1
Microsoft .NET Compact Framework 2.0 SP2 2.0
Microsoft .NET Compact Framework 3.5 3.5
Microsoft .NET Framework 4 Multi-Targeting Pack 4.0
Microsoft ASP.NET 2.0 AJAX Extensions 1.0 1.0
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Application Name Version

Microsoft ASP.NET 2.0 AJAX Templates for Visual Studio 2008
Microsoft ASP.NET MVC 2

Microsoft Device Emulator (64 bit) version 3.0 - ENU
Microsoft Document Explorer 2005

Microsoft Document Explorer 2008

Microsoft Help Viewer 1.0

Microsoft Lync 2010

Microsoft Office 365 ProPlus - en-us

Microsoft Online Services Module for Windows PowerShell
Microsoft Online Services Sign-in Assistant

Microsoft Silverlight

Microsoft Silverlight 3 SDK

Microsoft SQL Server 2005

Microsoft SQL Server 2008 (64-bit)

Microsoft SQL Server 2008 Browser

Microsoft SQL Server 2008 Native Client

Microsoft SQL Server 2008 R2 Data-Tier Application Framework
Microsoft SQL Server 2008 R2 Data-Tier Application Project
Microsoft SQL Server 2008 R2 Management Objects
Microsoft SQL Server 2008 R2 Management Objects (x64)
Microsoft SQL Server 2008 R2 Transact-SQL Language Service
Microsoft SQL Server 2008 Setup Support Files

Microsoft SQL Server Compact 3.5 for Devices ENU

Microsoft SQL Server Compact 3.5 SP1 Design Tools English
Microsoft SQL Server Compact 3.5 SP2 ENU

Microsoft SQL Server Compact 3.5 SP2 x64 ENU

Microsoft SQL Server Database Publishing Wizard 1.3
Microsoft SQL Server Database Publishing Wizard 1.4
Microsoft SQL Server Native Client

Microsoft SQL Server Setup Support Files (English)

Microsoft SQL Server System CLR Types

Microsoft SQL Server System CLR Types (x64)

Microsoft SQL Server VSS Writer

Microsoft Sync Framework Runtime v1.0 SP1 (x64)

Microsoft Sync Framework SDK v1.0 SP1

Microsoft Sync Framework Services v1.0 SP1 (x64)

Microsoft Sync Services for ADO.NET v2.0 SP1 (x64)
Microsoft Team Foundation Server 2010 Object Model - ENU
Microsoft Visual Basic Power Packs 3.0

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
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Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0

Microsoft Visual C++ 2010 x64 Designtime - 10.0.30319 10.0
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0
Microsoft Visual C++ 2010 x64 Runtime - 10.0.30319 10.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0
Microsoft Visual C++ 2010 x86 Runtime - 10.0.30319 10.0
Microsoft Visual F# 2.0 Runtime 10.0

Microsoft Visual SourceSafe 2005 - ENU
Microsoft Visual Studio 2008 Professional Edition - ENU
Microsoft Visual Studio 2008 Remote Debugger - ENU

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio 2010 ADO.NET Entity Framework Tools 10.0
Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0
Microsoft Visual Studio Macro Tools 9.0
Microsoft Visual Studio Web Authoring Component 12.0
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1
Mozilla Firefox 22.0 (x86 en-US) 22.0
Mozilla Maintenance Service 22.0
MySQL Connector Net 6.4.3 6.4
Open XML SDK 2.0 for Microsoft Office 2.0
OpenOffice.org 3.4.1 3.41
Quick Screen Capture 3.0 3.0
Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0
Visual Studio .NET Prerequisites - English 9.0

Visual Studio 2005 Tools for Office Second Edition Runtime

Visual Studio 2010 Prerequisites - English 10.0
Visual Studio 2010 Tools for SQL Server Compact 3.5 SP2 ENU 4.0
Visual Studio Tools for the Office system 3.0 Runtime

Web Deployment Tool 1.1
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Application Name Version
Windows Mobile 5.0 SDK R2 for Pocket PC 5.00
Windows Mobile 5.0 SDK R2 for Smartphone 5.00

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.11  MWEST-WIN864 /

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 133 of 287



HillSouth E

iT solutions.

1.43 - CORP.MYCO.COM\MYCO

Windows Server 2008 R2 Standard

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(o} Windows Server 2008 R2 Standard

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

IP Address Computer Name HTTP RDP
(80/TCP) (3389/TCP)

10.0.7.77  myco v v

Local

Unable to collect remotely
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1.44 - CORP.MYCO.COM\MYCO30DEV

Windows 2000 Server 10.0.7.65
System Risk Score System Issue Score
Low Risk High Risk
Current 5952
660 1320 1580 2640 3300 3960 4620 5280 5540 6600
97
Issues

e Unsupported Operating Systems
e Anti-virus not installed
e Anti-spyware not installed

System Profile

oS Windows 2000 Server
Windows Key QCQD7-4QCKH-JRGD9-WBY4H-COHQW
Manufacturer Dell Computer Corporation/PowerEdge 1650
Service Tag/Serial Number 1VKR331
Processor Intel(R) Pentium(R) Il CPU - S 1400MHz

Not 64-bit ready

Single-core

Not hyper-threaded
Last Active Directory Checkin 3/31/2014 6:42:59 PM

System Memory

Total Memory 2304 MB

Memory Bank: Memory BankO (In Use) 1024 MB, 133 MHz
Memory Bank: Memory Bank1 (In Use) 1024 MB, 133 MHz
Memory Bank: Memory Bank2 (In Use) 128 MB, 133 MHz
Memory Bank: Memory Bank3 (In Use) 128 MB, 133 MHz
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Disk Space Utilization

C;—

F.00 14.00 21.00 2300  35.00 42.00 4500  56.00 63.00  7F0.00

Percent Used

Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: Dell Server 33.87 GB 22.28 GB 65.78% 11.59GB 34.22%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Intel(R) 82544E| Based Network Connection
Physical Address 00:0B:DB:91:24:B4

IPv4 Address 10.0.7.65

Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center
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Patch Status

MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot load security CAB file.

Local Account Password Strength Assessment
Assessment: Potential Risk

Guest - Weak, Disabled
TsInternetUser - Access denied.

Connected Printers

None Detected
Shares
UNC PATH Remark
\\MYCO30DEV\c drive C:\
\\MYCO30DEV\IPCS
\\MYCO30DEV\ADMINS C:\WINNT
\\MYCO30DEV\SourceSafe C:\SourceSafe
\\MYCO30DEV\CS C:\

Installed Applications

Application Name Version
Adobe Flash Player 10 ActiveX 10.0

Apache Tomcat 4.1 (remove only)
ATI Display Driver
BCM V.92 56K Modem

DAEMON Tools 3.47
Debugging Tools for Windows 6.6
Getif 2.3.1

GFI Micro Installer 6.0

Intel(R) PRO Ethernet Adapter and Software

Java 2 Runtime Environment, SE v1.4.2_06 1.4
Java 2 SDK, SE v1.4.2_06 1.4
LiveUpdate 1.80 (Symantec Corporation) 1.80

Microsoft .NET Framework 1.1
Microsoft .NET Framework 2.0 Service Pack 1 2.1
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Application Name Version

Microsoft Document Explorer 2005

Microsoft Office 2003 Web Components 11.0
Microsoft SQL Server 2005

Microsoft SQL Server 2005 Backward compatibility 8.05
Microsoft SQL Server 2005 Books Online (English) 9.00
Microsoft SQL Server Native Client 9.00
Microsoft SQL Server Setup Support Files (English) 9.00
Microsoft SQL Server VSS Writer 9.00
Microsoft Tool Web Package : DH.EXE 1.0
Microsoft Tool Web Package : DISKMAP.EXE 1.0
Microsoft Tool Web Package : GETMAC.EXE 1.00
Microsoft Tool Web Package : HEAPMON.EXE 1.00
Microsoft Tool Web Package : OH.EXE 1.00
Microsoft Tool Web Package : PULIST.EXE 1.00
Microsoft Tool Web Package :GUID20BJ.EXE 1.0
Microsoft Tool Web Package:GETSID.EXE 1.0
Microsoft Tool Web Package:INUSE.EXE 1.0
Microsoft Tool Web Package:PSTAT.EXE 1.0
Microsoft Tool Web Package:Timethis.exe 1.0
Microsoft Tool Web Package:Whoami.exe 1.0

Microsoft Visual SourceSafe 2005 - ENU

Microsoft Visual Studio 2005 Premier Partner Edition - ENU 8.0
MYCO 6.0 6.0
SQLXML4 9.00

StarTeam 4.0

Symantec AntiVirus Client 8.1

Update Rollup 1 for Windows 2000 SP4 20050809.32623
VirtualCloneDrive

VNC 3.3.7 3.3

VPN Client

Windows 2000 Service Pack 4

WinPcap 3.0

WinRAR archiver

WinVNC 3.3.3

WinZip 8.1 SR-1 (5266)

License Keys

None Detected
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Common Listening Ports
Remote

IP Address Computer Name FTP SMTP HTTP HTTPS SQLServer RDP HTTP
(21/TCP) (25/TCP) (80/TCP) (443/TCP) (1433/TCP) (3389/TCP) (8080/TCP)

10.0.7.65 MYCO30DEV v v v v v v v

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 140 of 287



HillSouth 3

iT solutions.

Asset Detail Report
NETWORK ASSESSMENT

1.45 - CORP.MYCO.COM\MYCO-ATL-CORE

Windows Server 2003 Service Pack 2 (Build 3790)

System Risk Score

10.0.1.17

System Issue Score

Low Risk High Risk
Current 5952
BE0 1320 19580 2640 3300 3960 4620 5280 5840 &a00
a7
Issues
e Unsupported Operating Systems
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2003 Service Pack 2 (Build 3790)
Windows Key M7MG2-DTDW4-42G23-KDPV4-MPPBY
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 5834-3866-9467-1032-1081-7901-32
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
Not 64-bit ready
Single-core
Not hyper-threaded
OS Install Date 4/22/2009 5:20:25 PM
Last Active Directory Checkin 4/1/2014 1:07:54 PM
System Memory
Total Memory 4096 MB

Memory Bank: Memory BankO (In Use)
Memory Bank: Memory Bank1 (In Use)
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3968 MB, unknown MHz
128 MB, unknown MHz
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Disk Space Utilization

C;—

6.00 12.00 13.00 2400  30.00 Je.00 4200  45.00 54.00  &60.00

Percent Used

Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: C Drive 30.96 GB 18.25 GB 58.95% 12.71GB 41.05%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:01:E0:0E

IPv4 Address 10.0.1.17

Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center
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Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected
Shares
UNC PATH Remark
\\MYCO-ATL-CORE\CS C:\
\\MYCO-ATL-CORE\IPCS
\\MYCO-ATL-CORE\ADMINS C:\WINDOWS

Installed Applications

Application Name Version
Hyper-V Integration Services (version 6.2.9200.16384) 3.9200
Microsoft .NET Framework 2.0 Service Pack 2 2.2
Microsoft .NET Framework 3.0 Service Pack 2 3.2

Microsoft .NET Framework 3.5 SP1

Microsoft Office 2003 Web Components 11.0
Microsoft SQL Server 2005

Microsoft SQL Server 2005 Backward compatibility 8.05
Microsoft SQL Server 2005 Books Online (English) 9.00
Microsoft SQL Server Native Client 9.00
Microsoft SQL Server Setup Support Files (English) 9.00
Microsoft SQL Server VSS Writer 9.00
Microsoft Visual Studio 2005 Premier Partner Edition - ENU 8.0

MiniTool Partition Wizard Enterprise Edition 6.0

sQLXML4 9.00

Windows Imaging Component 3.0

Windows Internet Explorer 7 20070813.185237
Windows Server 2003 Service Pack 2 20070217.021455
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License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL

Asset Detail Report
NETWORK ASSESSMENT

PAGE 144 of 287



HillSouth E

iT solutions.

1.46 - CORP.MYCO.COM\MYCODEMO

Windows Server 2008 R2 Enterprise

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(0]3 Windows Server 2008 R2 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

PROPRIETARY & CONFIDENTIAL

6/9/2013 3:06:26 AM

System Issue Score

Asset Detail Report
NETWORK ASSESSMENT

10.0.7.67,10.0.7.61

1485

340

510

680

§50

1020

1180

1360 1530 1700
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

IP Address Computer Name HTTP RDP HTTP
(80/TCP) (3389/TCP) (8080/TCP)

10.0.7.67 MYCODEMO / / /

Local

Unable to collect remotely
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1.47 - CORP.MYCO.COM\MYCO-INSPIRON1

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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System Issue Score
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10.0.7.49

1485

170

340

510

680

§50

1020

1180

1360 1530 1700

PAGE 147 of 287



HillSouth 5

iT solutions.

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.48 - CORP.MYCO.COM\MYCOPATCH

Windows 2000 Server

System Risk Score

Low Risk High Risk
Current
a7
Issues
e Unsupported Operating Systems
System Profile
0s Windows 2000 Server

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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System Issue Score

Asset Detail Report
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10.0.7.55

970

110

220

330

440

550

660

770

§a0 940 1100
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.55 MYCOPATCH /

Local

Unable to collect remotely
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1.49 - CORP.MYCO.COM\MYCOROOTAUTH

Windows Server 2012 R2 Datacenter (x64) unknown 10.0.1.44
(Build 9600)
System Risk Score System Issue Score
Low Risk High Risk

Current 4982

550 1100 1650 2200 2750 3300 3850 4400 4850 5500

94
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 1579-8610-3608-6521-3796-3942-24
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

0S Install Date 2/12/2014 10:45:03 PM
Last Active Directory Checkin 3/26/2014 11:49:32 AM

System Memory

Total Memory 512 MB

Memory Bank: Memory BankO (In Use) 512 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 0 MB, unknown MHz
Memory Bank: Memory Bank2 (In Use) 0 MB, unknown MHz
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Disk Space Utilization

c:—

oFo0 140 210 280 350 420 420 560 630 F.00

Percent Used

Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.48 GB 8.28 GB 6.55% 118.2GB 93.45%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:07:1C:0C

IPv4 Address 10.0.1.44;fe80::6094:cc4a:ae90:ed66
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center
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Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

UNC
\\MYCOROOTAUTH\ADMINS
\\MYCOROOTAUTH\CS
\\MYCOROOTAUTH\CertEnroll
\\MYCOROOTAUTH\IPCS

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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PATH

C:\Windows

C:\
C:\Windows\system32\CertSrv\CertEnroll

Asset Detail Report
NETWORK ASSESSMENT

Remark
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1.50 - CORP.MYCO.COM\OPS001
Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.7.10
System Risk Score System Issue Score
Low Risk High Risk
1 2 3 4 5 [ 7 g q 10
1
Issues
No issues detected
System Profile
0s Windows 8 Enterprise (x64) unknown (Build 9200)
Manufacturer Gateway/DX4870
Processor Intel(R) Core(TM) i3-2130 CPU @ 3.40GHz
64-bit ready
Multi-core (2 total)
Not hyper-threaded
OS Install Date 2/18/2014 5:51:03 AM
Last Active Directory Checkin 4/1/2014 7:05:00 PM
System Memory
Total Memory 6144 MB
Memory Bank: Memory BankO (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 2048 MB, 1333 MHz
Disk Space Utilization
C: —
3.00 6.00 2.00 12.00 15.00 15.00 21.00 24.00 27.00 30.00

Percent Used

PROPRIETARY & CONFIDENTIAL

PAGE 154 of 287



ill h @ Asset Detail Report
HillSouth == NETWORK ASSESSMENT

Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 127 GB 33.14 GB 26.09% 93.86GB 73.91%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Intel(R) 82579V Gigabit Network Connection
Physical Address 4C:72:B9:8A:AC:85

IPv4 Address 10.0.7.10;fe80::f4f2:7d07:6fb1:1b96

Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled Yes
Up-to-date Yes
Antispyware
® Windows Defender
Enabled Yes
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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1T soutions. NETWORK ASSESSMENT
MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\OPS001\ADMIN$ C:\Windows
\\OPS001\C$ c:\

\\OPS001\IPCS$

Installed Applications

Application Name Version
Apple Application Support 2.3
Apple Software Update 2.1

Bueno Chrome Toolbar

buenosearch toolbar 1.8
Camtasia Studio 7 7.1
Debut Video Capture Software 1.88
fst_us_14

Google Chrome 33.0
Intel(R) Processor Graphics 9.17
Microsoft Office Professional Plus 2013 15.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0
QuickTime 7 7.75
Search Protect 2.11
Settings Manager 5.0
VideoPad Video Editor 3.29
VLC media player 2.1.3 2.1
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iT solutions.

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.10  QBO02 /

Local

Unable to collect remotely
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1.51 - CORP.MYCO.COM\PABUILD

Windows Server 2003

System Risk Score
Low Risk High Risk

97

Issues

e Unsupported Operating Systems
e Anti-virus not installed
e Anti-spyware not installed

System Profile

Current

(o} Windows Server 2003

Processor

Last Active Directory Checkin

System Memory

None Detected

Disk Space Utilization
None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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System Issue Score

Asset Detail Report
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10.0.7.60

5952

660

1520

1950

2640

3300

3960

4620

5280 5940 6600

PAGE 158 of 287



illSouth @ Asset Detail Report
HillSouth "= NETWORK ASSESSMENT

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected
Shares
UNC PATH Remark
\\PABUILD\MYCO Builds C:\MYCOBuild\Releases\full
\\PABUILD\CS C:\
\\PABUILD\share C:\Documents and

Settings\Administrator.PIT\Desktop\share
\\PABUILD\Update Services 3.0 API Samples and  C:\Program Files\Update Services 3.0 API

Tools Samples and Tools
\\PABUILD\Excelsior C:\Excelsior
\\PABUILD\IPCS

\\PABUILD\MYCOBuild C:\MYCOBuild
\\PABUILD\ADMINS C:\WINDOWS
\\PABUILD\local C:\local

Installed Applications
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None Detected

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name HTTP
(80/TCP)

10.0.7.60  PKWINZENT v

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL

Asset Detail Report
NETWORK ASSESSMENT

PAGE 160 of 287



HillSouth E

iT solutions.

1.52 - CORP.MYCO.COM\PKWIN7ENT

Windows 7 Enterprise

System Risk Score
Low Risk High Risk

Asset Detail Report

NETWORK ASSESSMENT

System Issue Score

10.0.7.60

D o -
170 340 510 680 §50 1020 1180 1360 1530 1700

Issues

e Inactive Computers

System Profile

0os Windows 7 Enterprise
Processor
Last Active Directory Checkin 6/13/2013 3:50:34 AM

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall

No firewalls reported by Security Center

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center

Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name HTTP
(80/TCP)

10.0.7.60  PKWIN7ENT /

Local

Unable to collect remotely
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1.53 - CORP.MYCO.COM\PKWINS
Windows 8.1 Pro (x64) unknown (Build 9600) 10.0.7.54

System Risk Score System Issue Score
Low Risk High Risk

1

Issues

No issues detected

System Profile

0s Windows 8.1 Pro (x64) unknown (Build 9600)

Manufacturer Microsoft Corporation/Virtual Machine

Service Tag/Serial Number 7023-0101-8892-0937-6588-8690-01

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 3/3/2014 1:09:54 PM
Last Active Directory Checkin 4/1/2014 12:29:13 PM

System Memory

Total Memory 1024 MB

Memory Bank: Memory BankO (In Use) 1024 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 0 MB, unknown MHz
Memory Bank: Memory Bank2 (In Use) 0 MB, unknown MHz

Disk Space Utilization

c:—

1.50 3.00 4.50 6.00 7.50 2.00 1050 1z.00 1350 15.00

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.48 GB 17.59 GB 13.91% 108.89GB 86.09%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:07:37:0D

IPv4 Address 10.0.7.54;fe80::8823:c21e:9a31:1861
Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled Yes
Up-to-date Yes
Antispyware
® Windows Defender
Enabled Yes
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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MBSA

Issue Score Assessment

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

None Detected
Shares
UNC PATH Remark
\\PKWin8\ADMINS C:\Windows
\\PKWin8\CS C:\
\\PKWin8\IPCS

Installed Applications

Application Name Version

Java 7 Update 51 7.0
Microsoft Office 365 ProPlus - en-us 15.0

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.54  PKWin8 v

Local

Unable to collect remotely
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1.54 - CORP.MYCO.COM\PSO01

Windows Server 2008 R2 Enterprise

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(0]3 Windows Server 2008 R2 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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System Issue Score
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10.0.1.18

1485

340

510

680

§50

1020

1180

1360 1530 1700
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL

Asset Detail Report
NETWORK ASSESSMENT

PAGE 167 of 287



il h @ Asset Detail Report
HillSouth "= NETWORK ASSESSMENT

1.55 - CORP.MYCO.COM\PSIMPSON1

Windows 7 Enterprise (x86) Service Pack 1 (Build 7601) 10.0.7.32
System Risk Score System Issue Score
Low Risk High Risk
" Current 5302
580 1150 1770 2360 2950 3540 4130 4720 5310 5900
94
Issues

e Anti-virus not installed
e Anti-spyware not installed
e Operating System in Extended Support

System Profile

0s Windows 7 Enterprise (x86) Service Pack 1 (Build 7601)
Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB
Manufacturer Compagq Presario 061/PX789AA-ABA SR1510NX NA530
Processor Intel(R) Celeron(R) CPU 2.80GHz

Not 64-bit ready

Single-core

Not hyper-threaded
OS Install Date 10/8/2010 1:39:45 PM
Last Active Directory Checkin 4/1/2014 9:24:29 PM

System Memory

Total Memory 1024 MB
Memory Bank: Memory BankO (In Use) 512 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 512 MB, unknown MHz

Disk Space Utilization

C;—

10.00 20.00 30.00 40.00 S0.00 60.00 F0.00 g0.00 S0.00 100.00

Percent Used
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Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 74.55 GB 71.32 GB 95.67% 3.23GB 4.33%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek RTL8139/810x Family Fast Ethernet NIC
Physical Address 00:11:D8:E6:21:3A

IPv4 Address 10.0.7.32;fe80::2c82:d2ec:55f3:d0b9

Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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MBSA

Issue Score Assessment

Developer Tools, Runtimes, and Redistributables Security Passed No security updates are

Updates missing.

Office Security Updates Passed No security updates are
missing.

SDK Components Security Updates Passed No security updates are
missing.

Silverlight Security Updates Passed No security updates are
missing.

SQL Server Security Updates Passed No security updates are
missing.

Windows Security Updates Passed No security updates are
missing.

Local Account Password Strength Assessment

Assessment: Potential Risk
Administrator - Weak, Disabled
Guest - Weak, Disabled
pablo - Does not meet account policy

Connected Printers

None Detected

Shares
UNC PATH Remark
\\PSIMPSON1\ADMINS C:\Windows
\\PSIMPSON1\C$ C:\

\\PSIMPSON1\IPCS

Installed Applications

Application Name Version
7-Zip 9.20

Adobe AIR 2.0
Adobe Flash Player 10 ActiveX 10.3
Adobe Flash Player 10 Plugin 10.1
Adobe Reader XI (11.0.06) 11.0
AnyBizSoft PDF Converter (Build 2.5.0)

Apple Application Support 1.5
Apple Mobile Device Support 3.4
Apple Software Update 2.1
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Application Name Version

Bomgar Representative Client [nsremote.WESTridge.com]

Bonjour 2.0
CDBurnerXP 4.3
CheckNique - Duplex Image MICR 3.0
Cisco Systems VPN Client 5.0.01.0600 5.0
Citrix Presentation Server Client - Web Only 10.100
ConnectWise Internet Client 12.2
Coupon Printer for Windows 5.0
FileOpen Client 3.0
Filezilla Client 3.3.5.1 33
FortiClient SSL VPN v3.0.387 3.0
foghorn Agent 2.0
Getif 2.3.1

Google Toolbar for Internet Explorer 1.0
iTunes 10.3
Java(TM) 6 Update 31 6.0
Juniper Networks Network Connect 6.2.0 6.2
Kerio Outlook Connector (Offline Edition) 8.1
Kerio Updater Service 1.2
LogMeln 4.1
Microsoft .NET Framework 4.5.1 4.5
Microsoft Office Professional Plus 2010 14.0
Microsoft Online Services Sign In 1.0
Microsoft Silverlight 5.1
Microsoft Visio Premium 2010 14.0
Microsoft Visual C++ 2005 Redistributable 8.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
Mozilla Firefox 19.0 (x86 en-US) 19.0
Mozilla Maintenance Service 19.0
NVIDIA Display Control Panel 6.14
NVIDIA Drivers 1.10
NVIDIA Stereoscopic 3D Driver 7.17
Online Check Deposit 6.30
Excelsior Explorer 3.0
ExcelsiorGateway 2.1
QuickBooks Connection Diagnostic Tool 4.0
QuickTime 7.69

Realtek AC'97 Audio

TeamViewer 8 8.0

VMware Infrastructure Client 2.5 2.5
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Application Name Version

Yahoo! Software Update

Yahoo! Toolbar

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.32  PSIMPSON1 /

Local

Unable to collect remotely
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1.56 - CORP.MYCO.COM\PSIMPSON-WIN764

Windows 8.1 Enterprise (x64) unknown (Build 9600) 10.0.7.18
System Risk Score System Issue Score
Low Risk High Risk
Current 92
11 22 33 44 55 66 77 88 99 110
92
Issues

e Anti-virus not turned on

System Profile

(o Windows 8.1 Enterprise (x64) unknown (Build 9600)
Manufacturer Gateway/DX4320
Processor AMD Phenom(tm) Il X4 945 Processor
64-bit ready
Multi-core (4 total)
Not hyper-threaded
OS Install Date 11/21/2013 1:32:55 PM
Last Active Directory Checkin 4/1/2014 4:26:08 PM

System Memory

Total Memory 6144 MB

Memory Bank: Memory BankO (In Use) 1024 MB, 533 MHz
Memory Bank: Memory Bank1 (In Use) 1024 MB, 533 MHz
Memory Bank: Memory Bank2 (In Use) 2048 MB, 533 MHz
Memory Bank: Memory Bank3 (In Use) 2048 MB, 533 MHz

Disk Space Utilization

c:—

1.50 3.00 4.50 6.00 7.50 2.00 1050 1z.00 1350 15.00

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: Gateway 913.35GB  105.72 GB 11.57% 807.63GB 88.43%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address 90:FB:A6:8A:9C:2B

IPv4 Address 10.0.7.18;fe80::20dd:cdd2:c1bf:95dc
Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled No
Up-to-date Yes
Antispyware
® Windows Defender
Enabled No
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\PSIMPSON-WIN764\ADMINS C:\WINDOWS
\\PSIMPSON-WIN764\C$ C:\
\\PSIMPSON-WIN764\IPCS
\\PSIMPSON-WIN764\print$S C:\Windows\system32\spool\drivers

Installed Applications

Application Name Version
7-Zip 9.20

7-Zip 9.20 (x64 edition) 9.20
Adobe Acrobat 9 Pro - English, Frangais, Deutsch 9.2

Adobe Acrobat 9.2.0 - CPSID_50026

Adobe Flash Player 11 Plugin 11.4
AMD Catalyst Install Manager 8.0
Apple Software Update 2.1
Asunsoft Windows Password Reset Advanced 4.0

Bomgar Representative Client [nsremote.WESTridge.com]

Bonjour 3.0
Brother MFL-Pro Suite MFC-9320CW 3.0

BurnAware Free 6.8

Cisco AnyConnect VPN Client 2.5
Citrix Online Launcher 1.0
Citrix Receiver 13.4
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Application Name Version
ConnectWise Internet Client 64-bit 12.2
DAEMON Tools Lite 4.47

DVD Shrink 3.2

Express Scribe 5.59
ExtraPutty 0.22 0.22
foghorn Agent 2.0
Getif 2.3.1

iCloud 3.0
Java 7 Update 45 7.0
JavaFX 2.1.1 2.1
Juniper Networks Network Connect 6.4.0 6.4
Juniper Networks Setup Client Activex Control 2.0

Kernel for OST to PST ver 11.07.01

LogMeln 4.1
Microsoft Lync 2010 4.0
Microsoft Office Professional Plus 2010 14.0
Microsoft Online Services Module for Windows PowerShell 1.0
Microsoft Online Services Sign-in Assistant 7.250
Microsoft Silverlight 5.1
Microsoft Visio Professional 2013 15.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.30319 10.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319 10.0

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)

Microsoft Works 6-9 Converter 14.0
Mozilla Firefox 15.0 (x86 en-US) 15.0
Mozilla Maintenance Service 15.0
MSXML 4.0 SP2 Parser and SDK 4.20

Nucleus Kernel Outlook Password Recovery ver 10.08.01

NVIDIA 3D Vision Controller Driver 301.42 301.42
NVIDIA 3D Vision Driver 306.97 306.97
NVIDIA Graphics Driver 306.97 306.97
NVIDIA HD Audio Driver 1.3.16.0 1.3
NVIDIA PhysX System Software 9.12.0213 9.12
NVIDIA Update 1.10.8 1.10
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Application Name Version

Excelsior Explorer 2014

Quick Screen Capture 3.0 3.0
QuickBooks File Doctor 3.5
QuickBooks Premier: Contractor Edition 2012 22.0
Realtek Ethernet Controller Driver For Windows 7 7.17
TeamViewer 8 8.0
Terminals 2.0

ViewSonic Monitor Drivers

Visual CertExam Suite

VMware vSphere Client 5.0 5.0
Windows 7 USB/DVD Download Tool 1.0

Windows Password Breaker Enterprise

License Keys

None Detected

Common Listening Ports
Remote
IP Address Computer Name RDP

(3389/TCP)
10.0.7.18  PSIMPSON-WIN764 /

Local

Unable to collect remotely
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1.57 - CORP.MYCO.COM\PSIMPSON-WIN7TEST

Windows 7 Professional (x64) Service Pack 1 (Build 7601) 10.0.7.82
System Risk Score System Issue Score
Low Risk High Risk
‘ Current 3140
350 700 1050 1400 1750 2100 2450 2800 3150 3500
94
Issues

e Anti-virus not installed
e Operating System in Extended Support

System Profile

(o Windows 7 Professional (x64) Service Pack 1 (Build 7601)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 8428-4849-4455-1029-6692-6441-66
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date 9/23/2013 6:11:36 AM
Last Active Directory Checkin 4/1/2014 10:08:47 AM

System Memory

Total Memory 4096 MB
Memory Bank: Memory BankO (In Use) 3968 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 128 MB, unknown MHz

Disk Space Utilization

c:—

2.50 5.00 7.50 10.00 1250 1500 1750  z20.00 2250 25.00

Percent Used
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NETWORK ASSESSMENT

Drive Volume Label

Physical Drives

Model

Windows IP Configuration

Unknown Type adapter :
Description
Physical Address
IPv4 Address
Default Gateway

Endpoint Security
Security Center

Antivirus

Filesystem Capacity Used % Used
126.9 GB 27.45 GB 21.63%
Serial Number Type Size

Intel 21140-Based PCl Fast Ethernet Adapter (Emulated)
00:15:5D:01:DF:0E
10.0.7.82;fe80::709c:ed91:d52d:el11b

10.0.1.1

No antivirus reported by Security Center

Antispyware
LV Windows Defender
Enabled

Up-to-date

Firewall

® Windows Firewall
Enabled
Domain Setting
Private Setting
Public Setting

Detected by Services

Antivirus

Yes
Yes

No antivirus services found that were not already in Security Center

Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status
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Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\PSIMPSON-WIN7TEST\ADMINS C:\Windows
\\PSIMPSON-WIN7TEST\CS C:\

\\PSIMPSON-WIN7TEST\IPCS

Installed Applications

Application Name Version

foghorn Agent 2.0
Microsoft .NET Framework 4.5 4.5
Excelsior Agent 2.1

License Keys

None Detected

Common Listening Ports
Remote

IP Address Computer Name RDP

(3389/TCP)
10.0.7.82  PSIMPSON-WIN7TEST v

Local

Unable to collect remotely
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1.58 - CORP.MYCO.COM\QBO02

Windows Server 2008 R2 Standard

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(o} Windows Server 2008 R2 Standard

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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System Issue Score
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NETWORK ASSESSMENT

10.0.7.10

1485

340

510

680

§50

1020

1180

1360 1530 1700

PAGE 182 of 287



HillSouth E

iT solutions.

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.10 QB02 /

Local

Unable to collect remotely
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1.59 - CORP.MYCO.COM\QBSERVER

Windows Server 2008 R2 Standard

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(o} Windows Server 2008 R2 Standard

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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1485

340

510

680

§50

1020

1180

1360 1530 1700
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.60 - CORP.MYCO.COM\RANCOR
Windows 8 Enterprise (x64) unknown (Build 9200)

System Risk Score

Asset Detail Report
NETWORK ASSESSMENT

10.0.7.57

System Issue Score

Low Risk High Risk
1 2
1
Issues

No issues detected

System Profile

0os

Manufacturer MSI/MS-7850

Service Tag/Serial Number To Be Filled By O.E.M.

Processor
64-bit ready
Multi-core (4 total)
Not hyper-threaded

6/4/2013 12:52:58 PM
3/30/2014 6:31:59 PM

OS Install Date

Last Active Directory Checkin
System Memory

Total Memory 8192 MB
Memory Bank: Memory BankO (In Use)

Memory Bank: Memory Bank1 (In Use)

Disk Space Utilization

10

Windows 8 Enterprise (x64) unknown (Build 9200)

Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz

4096 MB, 1333 MHz
4096 MB, 1333 MHz

c:—

6.50 13.00 12.50 2600 3250 35.00  45.50

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 232.49GB  141.88 GB 61.03% 90.61GB 38.97%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address D4:3D:7E:F7:32:A4

IPv4 Address 10.0.7.57

Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled Yes
Up-to-date Yes
Antispyware
® Windows Defender
Enabled Yes
Up-to-date Yes
Firewall
® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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Issue Score Assessment

Developer Tools, Runtimes, and Redistributables Security Passed No security updates are

Updates missing.

Office Security Updates Passed No security updates are
missing.

SDK Components Security Updates Passed No security updates are
missing.

Silverlight Security Updates Passed No security updates are
missing.

SQL Server Security Updates Passed No security updates are
missing.

Windows Security Updates Passed No security updates are
missing.

Local Account Password Strength Assessment

Assessment: Strong Security
Guest - Disabled

Connected Printers

(from WMI)
IP Address Printer Name Accessed From Location Comment
10.0.7.57 Brother MFC-9320CW
Printer
Shares
UNC PATH Remark
\\RANCOR\ADMINS C:\Windows
\\RANCOR\CS c:\
\\RANCOR\CDROM D:\
\\RANCOR\download C:\download
\\RANCOR\IPCS
\\RANCOR\print$ C:\Windows\system32\spool\drivers
\\RANCOR\tfs C:\tfs

Installed Applications

Application Name Version
7-Zip 9.20 (x64 edition) 9.20
Adobe AIR 15
Adobe Community Help 3.0
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Adobe Creative Suite 5 Master Collection 5.0
Adobe Flash Player 10 ActiveX 10.1
Adobe Flash Player 10 Plugin 10.1
Adobe Flash Player 11 Plugin 11.6
Adobe Media Player 1.8
AMD Catalyst Install Manager 8.0
Apex API 10.0 C# Samples 10.0
AWS Tools for Windows 3.2
Cisco AnyConnect VPN Client 2.5
Citrix Online Launcher 1.0
ConnectWise Internet Client 12.2
ConnectWise Internet Client 64-bit 12.2
Crystal Reports Basic for Visual Studio 2008 10.5
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5

CutePDF Professional 3.6 (Evaluation)

CutePDF Writer 3.0 3.0
Data Lifeguard Diagnostic for Windows 1.24
deskPDF 2.5 Professional Edition

DiskMark 1.0.0.7 1.0
Entity Framework Tools for Visual Studio 2013 12.0
Fiddler2

File Type Assistant
Final Media Player 2011

Foxit Reader 4.3
foghorn Agent 2.0
GIMP 2.6.11 2.6
Google Chrome 33.0
Google Data API SDK 1.7
Google Earth 7.1

Grindstone 2

IIS 8.0 Express 8.0
IIS Express Application Compatibility Database for x64

IIS Express Application Compatibility Database for x86

Intel(R) Smart Connect Technology 4.1 x64 4.1
Java 7 Update 51 7.0
Java SE Development Kit 7 Update 4 (64-bit) 1.7
Java(TM) 6 Update 23 (64-bit) 6.0
Java(TM) 7 Update 4 (64-bit) 7.0
Java(TM) SE Development Kit 6 Update 23 (64-bit) 1.6
Java(TM) SE Development Kit 7 Update 1 (64-bit) 1.7
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JavaFX 2.1.0 (64-bit) 2.1
JavaFX 2.1.0 SDK (64-bit) 2.1
JetBrains dotPeek 1.0 1.0
MessagingToolkit QRCode 1.3
Microsoft .NET Compact Framework 2.0 SP2 2.0
Microsoft .NET Compact Framework 3.5 3.5
Microsoft .NET Framework 4 Multi-Targeting Pack 4.0
Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5
Microsoft .NET Framework 4.5 SDK 4.5
Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5
Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5
Microsoft ASP.NET MVC 2 2.0
Microsoft ASP.NET MVC 2 - Visual Studio 2008 Tools 2.0
Microsoft ASP.NET MVC 2 - Visual Studio 2010 Tools 2.0
Microsoft ASP.NET MVC 2 - VWD Express 2010 Tools 2.0
Microsoft ASP.NET MVC 3 3.0
Microsoft ASP.NET MVC 3 - Visual Studio 2010 Tools Update 3.0
Microsoft ASP.NET MVC 3 - VWD Express 2010 Tools Update 3.0
Microsoft ASP.NET Web Pages 1.0
Microsoft ASP.NET Web Pages - Visual Studio 2010 Tools 1.0
Microsoft ASP.NET Web Pages - VWD Express 2010 Tools 1.0

Microsoft Document Explorer 2005

Microsoft Document Explorer 2008

Microsoft Exchange Web Services Managed APl 1.2.1 143
Microsoft Help Viewer 1.1 1.1
Microsoft Help Viewer 2.1 2.1
Microsoft Office Access database engine 2007 (English) 12.0
Microsoft Office Professional Plus 2013 15.0
Microsoft Online Services Module for Windows PowerShell 1.0
Microsoft Online Services Sign In 1.0
Microsoft Online Services Sign-in Assistant 7.250
Microsoft Report Viewer 2012 Runtime 11.0
Microsoft Silverlight 5.1
Microsoft Silverlight 3 SDK 3.0
Microsoft Silverlight 4 SDK 4.0
Microsoft Silverlight 5 SDK 5.0

Microsoft SQL Server 2005
Microsoft SQL Server 2008 (64-bit)

Microsoft SQL Server 2008 Native Client 10.3
Microsoft SQL Server 2008 Policies 10.3
Microsoft SQL Server 2008 R2 Data-Tier Application Framework 10.50
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Microsoft SQL Server 2008 R2 Data-Tier Application Project 10.50
Microsoft SQL Server 2008 R2 Management Objects 10.51
Microsoft SQL Server 2008 R2 Management Objects (x64) 10.51
Microsoft SQL Server 2008 R2 Transact-SQL Language Service 10.50
Microsoft SQL Server 2008 Setup Support Files 10.3
Microsoft SQL Server 2012 (64-bit)
Microsoft SQL Server 2012 Command Line Utilities 11.1
Microsoft SQL Server 2012 Data-Tier App Framework 11.1
Microsoft SQL Server 2012 Data-Tier App Framework (x64) 11.1
Microsoft SQL Server 2012 Express LocalDB 11.1
Microsoft SQL Server 2012 Management Objects 11.1
Microsoft SQL Server 2012 Management Objects (x64) 11.1
Microsoft SQL Server 2012 Native Client 11.1
Microsoft SQL Server 2012 Policies 11.0
Microsoft SQL Server 2012 Setup (English) 11.1
Microsoft SQL Server 2012 Transact-SQL Compiler Service 11.1
Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1
Microsoft SQL Server 2012 T-SQL Language Service 11.1
Microsoft SQL Server Compact 3.5 for Devices ENU 3.5
Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5
Microsoft SQL Server Compact 3.5 SP1 Query Tools English 3.5
Microsoft SQL Server Compact 3.5 SP2 ENU 3.5
Microsoft SQL Server Compact 3.5 SP2 x64 ENU 3.5
Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0
Microsoft SQL Server Data Tools - enu (12.0.30919.1) 12.0
Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1) 12.0
Microsoft SQL Server Database Publishing Wizard 1.3 10.0
Microsoft SQL Server Database Publishing Wizard 1.4 10.1
Microsoft SQL Server Native Client 9.00
Microsoft SQL Server Setup Support Files (English) 9.00
Microsoft SQL Server System CLR Types 10.51
Microsoft SQL Server System CLR Types (x64) 10.51
Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0
Microsoft Sync Framework SDK v1.0 SP1 1.0
Microsoft Sync Framework Services v1.0 SP1 (x64) 1.0
Microsoft Sync Services for ADO.NET v2.0 SP1 (x64) 2.0
Microsoft System CLR Types for SQL Server 2012 11.1
Microsoft System CLR Types for SQL Server 2012 (x64) 11.1
Microsoft Team Foundation Server 2010 Object Model - ENU 10.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.21022 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0
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Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
Microsoft Visual C++ 2010 x64 Designtime - 10.0.30319 10.0
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0
Microsoft Visual C++ 2010 x64 Runtime - 10.0.40219 10.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0
Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219 10.0
Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0
Microsoft Visual F# 2.0 Runtime 10.0

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)
Microsoft Visual SourceSafe 2005 - ENU

Microsoft Visual Studio 2008 Professional Edition - ENU
Microsoft Visual Studio 2008 Remote Debugger - ENU

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio 2010 ADO.NET Entity Framework Tools 10.0
Microsoft Visual Studio 2010 Express Prerequisites x64 - ENU 10.0
Microsoft Visual Studio 2010 IntelliTrace Collection (x64) 10.0
Microsoft Visual Studio 2010 Premium - ENU 10.0
Microsoft Visual Studio 2010 Service Pack 1 10.0
Microsoft Visual Studio 2010 Shell (Integrated) - ENU 10.0
Microsoft Visual Studio 2010 Shell (Isolated) - ENU 10.0
Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0
Microsoft Visual Studio Macro Tools 9.0
Microsoft Visual Studio Professional 2013 12.0
Microsoft Visual Studio Team Explorer 2010 - ENU 10.0
Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0
Microsoft Visual Studio Web Authoring Component 12.0
Microsoft Visual Web Developer 2010 Express - ENU 10.0
Microsoft Web Deploy 2.0 2.0
Microsoft Web Deploy 3.5 3.1237
Microsoft Web Platform Installer 3.0 3.0
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1
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Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1
Microsoft WSE 3.0 3.0
Microsoft Xml Diff and Patch 1.0 1.0
MindFusion WinForms 1.0
MySQL Connector Net 6.4.3 6.4
MySQL Workbench 5.2 CE 5.2
NuGet 1.2
NVIDIA Graphics Driver 311.06 311.06
NVIDIA Stereoscopic 3D Driver 7.17
NVIDIA Update 1.10.8 1.10
Open XML SDK 2.0 for Microsoft Office 2.0

OpenSSL 1.0.1c¢ (64-bit)

PDFCreator 1.2
Prerequisites for SSDT 11.1
Realtek Ethernet Controller Driver 8.15

salesforce.com Data Loader

Samsung Data Migration 2.0
Samsung Magician 4.3
SSL Diagnostics 1.1 (x86) 1.6
StarTeam Cross-Platform Client 5.3

StarTeam SDK Runtime 5.4
Sublime Text Build 3059

TeamViewer 9 9.0
Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.4148 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.5570 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.6161 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.5570 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0
Visual Studio .NET Prerequisites - English 9.0

Visual Studio 2005 Tools for Office Second Edition Runtime

Visual Studio 2010 Prerequisites - English 10.0
Visual Studio 2010 SP1 Tools for SQL Server Compact 4.0 ENU 4.0
Visual Studio 2010 Tools for SQL Server Compact 3.5 SP2 ENU 4.0

Visual Studio Tools for the Office system 3.0 Runtime
VMware Remote Console Plug-in 2.5

VMware vSphere Client 4.0 4.0
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Application Name Version

VMware vSphere Client 4.1 4.1
VMware vSphere Client 5.0 5.0
WCF RIA Services V1.0 SP2 4.1
Web Deployment Tool 1.1
Windows Assessment and Deployment Kit for Windows 8.1 Preview 8.100
Windows Live Essentials 15.4
WinSCP 4.2.9 4.2
WMI Tools 1.50
Xceed Components 2.2

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name FTP HTTP RDP
(21/TCP) (80/TCP) (3389/TCP)

10.0.7.57 RANCOR ‘/ ‘/ ‘/

Local

Unable to collect remotely
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1.61 - CORP.MYCO.COM\REMOTE

Windows 2000 Server

System Risk Score

Low Risk High Risk
Current
a7
Issues
e Unsupported Operating Systems
System Profile
0s Windows 2000 Server

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name SMTP DNS SQLServer RDP
(25/TCP) (53/TCP) (1433/TCP) (3389/TCP)

10.0.7.68 REMOTE ‘/ ‘/ ‘/ ‘/

Local

Unable to collect remotely
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1.62 - CORP.MYCO.COM\REX

Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.47
System Risk Score System Issue Score
Low Risk High Risk
Current 680
78 150 225 300 378 450 525 600 675 750
90
Issues

e LOTS of Security patches missing on computers
e Operating System in Extended Support

System Profile

(o Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)
Manufacturer MSI/MS-7850
Service Tag/Serial Number To Be Filled By O.E.M.
Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 2/2/2011 8:35:26 AM
Last Active Directory Checkin 4/1/2014 8:04:24 PM

System Memory

Total Memory 8192 MB
Memory Bank: Memory BankO (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 4096 MB, 1333 MHz
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Disk Space Utilization

[

L

F:

G

5.50 1100 1s50 2200 2750 3300 3550 4400 4950 5500
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 0s 232.88 GB 121.48 GB 52.16% 111.4GB 47.84%
D: 443.23 GB 36.40 GB 8.21% 406.83GB 91.79%
F: System Reserved 0.1 GB 0.03 GB 30.00% 0.07GB 70.00%
G: 488.18 GB 93.90 GB 19.23% 394.28GB 80.77%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address D4:3D:7E:F7:31:CC

IPv4 Address 10.0.7.47

Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus

® Microsoft Security Essentials
Enabled Yes
Up-to-date Yes

Antispyware
® Microsoft Security Essentials
Enabled Yes

Up-to-date Yes
LV Windows Defender
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Enabled No
Up-to-date Yes
Firewall
® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA
Issue Score
Developer Tools, Runtimes, and Redistributables Security Failed (critical)
Updates

Microsoft Lync Server and Microsoft Lync Security Updates Failed (critical)

Office Communications Server And Office Communicator Passed

Security Updates

Office Security Updates Failed (critical)

SDK Components Security Updates Passed

Silverlight Security Updates Failed (critical)

SQL Server Security Updates Failed (non-critical)
Windows Security Updates Failed (critical)

Local Account Password Strength Assessment

Assessment: Strong Security
Administrator - Weak, Disabled

PROPRIETARY & CONFIDENTIAL
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Assessment

3 security updates are
missing.

1 security updates are
missing. 1 service packs or
update rollups are missing.

No security updates are
missing.
32 security updates are

missing. 2 service packs or
update rollups are missing.

No security updates are
missing.

1 security updates are
missing.

1 service packs or update
rollups are missing.

69 security updates are
missing. 4 service packs or
update rollups are missing.
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Guest - Weak, Disabled

Connected Printers

None Detected

Shares

UNC PATH Remark

\\REX\ADMINS C:\Windows

\\REX\C$ C:\

\\REX\csharp bin D:\localx\TW32\src\csharp\bin

\\REX\D$ D:\

\\REX\download C:\download

\\REX\F$ F:\

\\REX\G$ G:\

\\REX\IPCS

\\REX\nda-images D:\nda-images

\\REX\pw bundles D:\localx\TW32\src\updates\bundle

\\REX\TW32 D:\localx\TW32

\\REX\TW32 bin D:\localx\TW32\bin

\\REX\redist C:\Program Files (x86)\Microsoft Visual Studio
9.0\VC\redist

\\REX\rfshare C:\rfshare

\\REX\soucesafe D:\soucesafe

\\REX\soucesafe2 C:\soucesafe

\\REX\systray D:\localx\TW32\src\csharp\bin\systray

Installed Applications

Application Name Version

7-Zip 9.20 (x64 edition) 9.20
AAAmarcusus8 0.0
ActivePerl 5.12.3 Build 1204 (64-bit) 5.12
Adobe AIR 2.5
Adobe Flash Player 12 ActiveX 12.0
Adobe Reader X (10.1.4) 10.1
AMD Catalyst Install Manager 8.0
Android SDK Tools 1.16

Bomgar Representative Client [nsremote.WESTridge.com]

ByteSphere OiDVIEW 6.0
Compatibility Pack for the 2007 Office system 12.0
ConnectWise Internet Client 12.2
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Crystal Reports Basic for Visual Studio 2008 10.5
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5
DAEMON Tools Lite 4.47
DAEMON Tools Toolbar 1.1
DameWare SSH Client for Windows 1.0

D-Link DWA-131 Wireless N Nano USB Adapter
EaseUS Partition Master 9.2.2
EditiX-Free XML Editor free-2008-sp2

ffdshow v1.2.4422 [2012-04-09] 1.2
Fiddler 2.4
Fiddler Syntax-Highlighting Addons

FileZilla Client 3.5.0 3.5
Foxit PDF Editor 2.2
Free Games 111 3.0
foghorn Agent 2.0
Google Chrome 33.0
Google Data API SDK 1.7
Google Toolbar for Internet Explorer 1.0

Greenbone Security Desktop

Greenbone-Desktop-Suite 1.2.1 1.2
GTK2-Runtime 2.22
Haali Media Splitter

HM NIS Edit 2.0.3 2.0
HxD Hex Editor version 1.7.7.0 1.7
Intel(R) Control Center 1.2
Intel(R) Management Engine Components 9.0
Intel(R) Small Business Advantage 2.0
Intel(R) Smart Connect Technology 4.0 x64 4.0
Intel(R) USB 3.0 eXtensible Host Controller Driver 2.5
Jarx 1.2
Java 7 Update 45 7.0
Java SE Development Kit 7 Update 4 (64-bit) 1.7
Java(TM) 7 Update 4 (64-bit) 7.0
JavaFX 2.1.0 (64-bit) 2.1
JavaFX 2.1.0 SDK (64-bit) 2.1
Juniper Networks Network Connect 6.4.0 6.4
LinuxLive USB Creator 2.8
LogMeln 4.1
Magical Jelly Bean KeyFinder 2.0
Mail.dll 3.0
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Application Name Version

Malwarebytes Anti-Malware version 1.62.0.1300
Microsoft .NET Compact Framework 2.0 SP2
Microsoft .NET Compact Framework 3.5

Microsoft .NET Framework 4 Client Profile

Microsoft .NET Framework 4 Extended

Microsoft ASP.NET MVC 1.0

Microsoft Baseline Security Analyzer 2.2

Microsoft Device Emulator (64 bit) version 3.0 - ENU
Microsoft Document Explorer 2005

Microsoft Document Explorer 2008

Microsoft Exchange Web Services Managed API 1.1
Microsoft GPMC Sample Scripts

Microsoft Lync 2010

Microsoft Office Professional Plus 2010

Microsoft Online Services Module for Windows PowerShell
Microsoft Online Services Sign In

Microsoft Online Services Sign-in Assistant

Microsoft Platform SDK (3790.1830)

Microsoft Report Viewer Redistributable 2008 SP1
Microsoft Security Essentials

Microsoft Silverlight

Microsoft SQL Server 2005

Microsoft SQL Server 2008 Management Objects
Microsoft SQL Server 2008 R2 (64-bit)

Microsoft SQL Server 2008 R2 Native Client
Microsoft SQL Server 2008 R2 Policies

Microsoft SQL Server 2008 R2 Setup (English)
Microsoft SQL Server 2008 Setup Support Files
Microsoft SQL Server Compact 3.5 for Devices ENU
Microsoft SQL Server Compact 3.5 SP1 Design Tools English
Microsoft SQL Server Compact 3.5 SP2 ENU
Microsoft SQL Server Compact 3.5 SP2 Query Tools ENU
Microsoft SQL Server Database Publishing Wizard 1.3
Microsoft SQL Server Native Client

Microsoft SQL Server Setup Support Files (English)
Microsoft SQL Server System CLR Types (x64)
Microsoft SQL Server VSS Writer

Microsoft Tool Web Package : OH.EXE

Microsoft Visio Professional 2013

Microsoft Visual C++ 2005 Redistributable
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Microsoft Visual C++ 2005 Redistributable (x64) 8.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)

Microsoft Visual SourceSafe 2005 - ENU

Microsoft Visual Studio 2008 Professional Edition - ENU

Microsoft Visual Studio 2008 Remote Debugger - ENU

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0
Microsoft Visual Studio Web Authoring Component 12.0
Microsoft Web Platform Installer 3.0 3.0
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1
Microsoft Xml Diff and Patch 1.0 1.0
Mozilla Firefox 5.0.1 (x86 en-US) 5.0
Mozilla Maintenance Service 16.0
Mozilla Thunderbird 16.0.1 (x86 en-US) 16.0
MSIBuilder 2.0
MySQL Connector Net 6.4.3 6.4
MySQL Connector/ODBC 5.1 5.1
MySQL Workbench 5.2 CE 5.2
Network Console 8.00
Network Detective Client 1.0
Nmap 5.51

Nullsoft Install System 2.46
NVIDIA 3D Vision Driver 266.58 266.58
NVIDIA Graphics Driver 266.58 266.58
NVIDIA HD Audio Driver 1.1.13.1 11
NVIDIA PhysX System Software 9.10.0514 9.10
Open XML SDK 2.0 for Microsoft Office 2.0
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Application Name Version

OpenSSL 1.0.0d Light (32-bit)

Openvas-CLI

Orca 3.1
Excelsior Explorer 3.0
ExcelsiorGateway 2.1
QuickShare 10.204
Realtek Ethernet Controller Driver 7.72
Realtek High Definition Audio Driver 6.0
Samsung Data Migration 2.0
Samsung Magician 4.1
SAMSUNG USB Driver for Mobile Phones 1.5
ScreenConnect Client (2872323bbe412f4c) 3.3
Spybot - Search & Destroy 1.6
SQL Server System CLR Types 10.0
SQLite ADO.NET 2.0/3.5 Provider 1.066
StarTeam Cross-Platform Client 5.3

StarTeam SDK Runtime 5.4

SUABNR 11
SystemTools DumpSec 2.8
UltraSearch V1.6.1 1.6
Van Dyke Technologies SecureCRT 3.3 33
Verizon Wireless Software Upgrade Assistant - Samsung(ar) 2.13
Verizon Wireless Software Utility Application for Android - Samsung 2.14
VGA Boost 1.0
Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.4148 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.6161 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0
Visual Studio .NET Prerequisites - English 9.0

Visual Studio 2005 Tools for Office Second Edition Runtime

Visual Studio Tools for the Office system 3.0 Runtime

VMware vSphere Client 4.0 4.0
VMware vSphere Client 4.1 4.1
VMware vSphere Client 5.0 5.0
VMware vSphere Host Update Utility 4.0 4.0
Windows Mobile 5.0 SDK R2 for Pocket PC 5.00
Windows Mobile 5.0 SDK R2 for Smartphone 5.00
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Application Name Version
Windows Resource Kit Tools 5.2
WinPcap 4.1.2 4.1

WIinRAR archiver

WinSCP

WinSCP 4.2.9 4.2
WinZip 8.1(4331)
WinZip Self-Extractor

WiX Toolset v3.7.1224.0 3.7

Xceed Components 2.2
Xming 6.9.0.31 6.9

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.47  REX v

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL PAGE 205 of 287



HillSouth E

iT solutions.

1.63 - CORP.MYCO.COM\RS01

Windows Server 2008 R2 Enterprise

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(0]3 Windows Server 2008 R2 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.64 - CORP.MYCO.COM\SALESO1

Windows 8 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
(o Windows 8 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.65 - CORP.MYCO.COM\SE-DAVIS

Windows 7 Professional (x64) Service Pack 1 (Build 7601) 10.0.7.20
System Risk Score System Issue Score
Low Risk High Risk
" Current 3140
350 700 1050 1400 1750 2100 2450 2800 3150 3500
94
Issues

e Anti-virus not installed
e Operating System in Extended Support

System Profile

(o} Windows 7 Professional (x64) Service Pack 1 (Build 7601)
Manufacturer Hewlett-Packard/s5710f
Processor AMD Athlon(tm) Il X2 260 Processor

64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date 8/3/2011 2:42:28 PM
Last Active Directory Checkin 4/1/2014 3:01:21 PM

System Memory

Total Memory 3072 MB
Memory Bank: Memory BankO (In Use) 1024 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 2048 MB, 1333 MHz

Disk Space Utilization

.00 13.00 2700 3600 45.00 5400  £3.00 F2.00 §l.00 2000

Percent Used
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Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 685.64 GB 125.92 GB 18.37% 559.72GB 81.63%
D: HP_RECOVERY 12.9GB 11.32GB 87.75% 1.58GB 12.25%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle FE Family Controller
Physical Address 78:AC:C0:A9:BB:F9

IPv4 Address 10.0.7.20

Default Gateway 10.0.1.1

Unknown Type adapter :

Description VirtualBox Host-Only Ethernet Adapter
Physical Address 08:00:27:00:58:1A
IPv4 Address 192.168.56.1;fe80::1de9:b256:9ele:5ede

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware

® Windows Defender
Enabled No
Up-to-date Yes

Firewall

® Windows Firewall
Enabled Yes
Domain Setting Off
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center
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Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA
Issue Score Assessment
Developer Tools, Runtimes, and Redistributables Security Passed No security updates are
Updates missing.
Microsoft Application Virtualization Security Updates Passed No security updates are
missing.
Microsoft Lync Server and Microsoft Lync Security Updates Passed No security updates are
missing.
Office Communications Server And Office Communicator Passed No security updates are
Security Updates missing.
Office Security Updates Passed No security updates are
missing.
Silverlight Security Updates Passed No security updates are
missing.
Skype Security Updates Passed No security updates are
missing.
SQL Server Security Updates Passed No security updates are
missing.
Windows Security Updates Passed No security updates are
missing.
Local Account Password Strength Assessment
Assessment: Strong Security
Administrator - Disabled
Guest - Weak, Disabled
Connected Printers
(from WMI)
IP Address Printer Name Accessed From Location Comment
10.0.7.20 HP Officelet K60
(from Shares)

Shared Printer User/Group Share Permissions

Full Change Read
Control

\\SE-DAVIS\K60_on_jim
(HP OfficeJet K60,LocalsplOnly)

Shares
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UNC PATH Remark
\\SE-DAVIS\ADMINS C:\Windows
\\SE-DAVIS\CS C:\
\\SE-DAVIS\DS D:\
\\SE-DAVIS\IPCS
\\SE-DAVIS\K60_on_jim HP Officelet K60,LocalsplOnly
\\SE-DAVIS\print$ C:\Windows\system32\spool\drivers
\\SE-DAVIS\QS Q:\
\\SE-DAVIS\Users C:\Users

Installed Applications

Application Name Version

7-Zip 9.20 (x64 edition) 9.20
Adobe Acrobat 9.4.7 - CPSID_83708

Adobe AIR 1.5
Adobe Community Help 3.0
Adobe Creative Suite 4 Master Collection 4.0
Adobe Creative Suite 5 Master Collection 5.0
Adobe Flash Player 10 Plugin 10.1
Adobe Flash Player 11 ActiveX 64-bit 11.2
Adobe Media Player 1.8
Advanced IP Scanner 2.1
Apache HTTP Server 2.2.21 2.2

Autolt v3.3.6.1

BlackBerry Device Communication Components 1.2

Bomgar Representative Client [nsremote.WESTridge.com]

Brother MFL-Pro Suite MFC-9320CW 2.0
CDBurnerXP 4.5
Cisco AnyConnect VPN Client 2.5
Cisco Systems VPN Client 5.0.07.0290 5.0
Citrix online plug-in - web 12.0
ConnectWise Internet Client 8.1

CutePDF Writer 2.8
Debugging Tools for Windows (x64) 6.12

Delta Chrome Toolbar

D-Link DWA-130 Wireless N USB Adapter

ExamDiff 1.9 (Build 1.9.0.1) 1.9
Filezilla Client 3.6.0.2 3.6
FortiClient SSL VPN v4.0.2012 4.0
Google Chrome 33.0
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Application Name Version

Google Talk (remove only)

GoToAssist Corporate 9.1
GPL Ghostscript 9.05
HTML Help Workshop

iLivid 1.92
IrfanView (remove only) 4.32
Java 7 Update 17 7.0
Juniper Networks Network Connect 6.4.0 6.4
Microsoft .NET Framework 4 Client Profile 4.0
Microsoft .NET Framework 4 Extended 4.0
Microsoft Application Virtualization Desktop Client 4.6
Microsoft Baseline Security Analyzer 2.2 2.2
Microsoft GPMC Sample Scripts 1.0
Microsoft Lync 2010 4.0
Microsoft Office Professional Plus 2010 14.0
Microsoft Online Services Module for Windows PowerShell 1.0
Microsoft Online Services Sign-in Assistant 7.250
Microsoft Silverlight 5.1

Microsoft Visual Basic 6.0 Professional Edition

Microsoft Visual C++ 2005 Redistributable 8.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319 10.0
Microsoft Web Publishing Wizard 1.53

Mozilla Firefox 23.0.1 (x86 en-US) 23.0
Mozilla Maintenance Service 23.0
MySQL Connector/ODBC 5.2(a) 5.2
MySQL Connector/ODBC 5.2(w) 5.2
MySQL Control Center 0.9
MySQL Documents 5.6 5.6
MySQL Examples and Samples 5.6 5.6
MySQL For Excel 1.1.0 1.1
MySQL Installer 1.1
MySQL Notifier 1.0.3 1.0
MySQL Server 5.6 5.6
MySQL Workbench 5.2 CE 5.2
Notepad++ 5.9

Nucleus Kernel Outlook Password Recovery ver 10.08.01
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Application Name Version

Oracle VM VirtualBox 4.1.14

PowerlSO

PowerShellScriptOMatic v.1.0

Excelsior Explorer

PuTTY development snapshot 2011-11-02:r9326
Quick Screen Capture 3.0

ShadowProtect

ShadowProtect ImageManager

Skype 6.11

StorageCraft Recovery Environment Builder
TeamViewer 8

Terminals

Visual CertExam Suite

VLC media player 2.0.8

Windows XP Mode

X-Lite

License Keys

None Detected

Common Listening Ports
Remote
IP Address Computer Name HTTP RDP

(80/TCP) (3389/TCP)
10.0.7.20  SE-DAVIS v v

Local

Unable to collect remotely
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1.66 - CORP.MYCO.COM\SHAREPOINT-01

Windows Server 2012 Datacenter (x64) unknown (Build 10.0.1.71
9200)
System Risk Score System Issue Score
Low Risk High Risk

Current 4982

550 1100 1650 2200 2750 3300 3850 4400 4850 5500

94
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 Datacenter (x64) unknown (Build 9200)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 9367-8943-5063-0457-2045-1142-08
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 2/11/2014 12:06:31 PM
Last Active Directory Checkin 4/1/2014 9:35:56 PM

System Memory

Total Memory 1024 MB
Memory Bank: Memory BankO (In Use) 1024 MB, unknown MHz
1 Memory Bank Available
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Disk Space Utilization

[0
E:
2.00 4.00 6.00 g.00 10.00 1200 1400 1s5.00 1500  20.00
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.66 GB 23.43 GB 18.50% 103.23GB 81.50%
E: SharePoint-01-Data 126.87 GB 0.27 GB 0.21% 126.6GB 99.79%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:01:DF:2A

IPv4 Address 10.0.1.71;fe80::45ee:1d9e:d192:dela
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On
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Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

UNC PATH Remark

\\SHAREPOINT-01\ADMINS$ C:\Windows

\\SHAREPOINT-01\Analytics_b59c619c-c655- E:\Program Files\Microsoft Office

49ec-999b-90d7c8f05e69 Servers\15.0\Data\Office
Server\Analytics_b59c619c-c655-49ec-999b-
90d7c8f05e69

\\SHAREPOINT-01\CS C:\

\\SHAREPOINT-01\ES E:\

\\SHAREPOINT-01\gthrsvc_b59c619c-c655-49ec- E:\Program Files\Microsoft Office

999b-90d7c8f05e69-crawl-0 Servers\15.0\Data\Office
Server\Applications\b59c619c-c655-49ec-999b-
90d7c8f05e69-crawl-0\gthrsvc

\\SHAREPOINT-01\IPC$

Installed Applications

Application Name Version
Active Directory Rights Management Services Client 2.1 1.0
AppFabric 1.1 for Windows Server 1.1
Microsoft CCR and DSS Runtime 2008 R3 2.2
Microsoft Identity Extensions 2.0
Microsoft SharePoint Server 2013 15.0
Microsoft SQL Server 2005 Analysis Services ADOMD.NET 9.00
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Microsoft SQL Server 2008 R2 Native Client 10.51
Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0
WCF Data Services 5.0 (OData v3) 5.0
Windows Server AppFabric v1.1 CU1[KB 2671763]LDR 1.1

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.67 - CORP.MYCO.COM\SHARLISE-WIN8

Windows 8 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
(o Windows 8 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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§50

1020

1180
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PAGE 220 of 287



HillSouth 5

iT solutions.

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.68 - CORP.MYCO.COM\SHREDDER

Windows Server 2003

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
(o} Windows Server 2003

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.69 - CORP.MYCO.COM\SLOWE-WINS
Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.6.0
System Risk Score System Issue Score
Low Risk High Risk
1 2 3 4 5 [ 7 g q 10
1
Issues
No issues detected
System Profile
0s Windows 8 Enterprise (x64) unknown (Build 9200)
Manufacturer Hewlett-Packard/p7-1587c
Processor AMD A8-5500 APU with Radeon(tm) HD Graphics
64-bit ready
Multi-core (2 total)
Not hyper-threaded
OS Install Date 4/15/2013 5:44:27 PM
Last Active Directory Checkin 4/1/2014 9:32:05 PM
System Memory
Total Memory 8192 MB
Memory Bank: Memory BankO (In Use) 8192 MB, 1600 MHz
Memory Bank: Memory Bank1 (Available)
Disk Space Utilization
c —
1.50 3.00 4.50 6.00 7.50 2.00 10.50 12.00 15.50 15.00

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 931.17GB  111.83 GB 12.01% 819.34GB 87.99%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Qualcomm Atheros AR8161 PCI-E Gigabit Ethernet Controller (NDIS 6.30)
Physical Address 78:E3:B5:BC:D8:2E

IPv4 Address 10.0.6.0;fe80::4cdc:6159:6101:2739

Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
W GFi Software VIPRE
Enabled Yes
Up-to-date No
® Windows Defender
Enabled No
Up-to-date Yes
Antispyware
W Gri Software VIPRE
Enabled Yes
Up-to-date No
® Windows Defender
Enabled No
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

©Gr Languard
Enabled Yes
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Antispyware
©ar Languard
Enabled Yes

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

(from WMI)
IP Address Printer Name Accessed From Location Comment
10.0.6.0 HP Officejet Pro 8600
10.0.6.0 Brother MFC-9320CW
Printer
(from Shares)

Shared Printer User/Group Share Permissions

Full Change GET
Control

\\SLOWE-WIN8\Brother MFC-9320CW Printer
(Brother MFC-9320CW Printer,LocalsplOnly)

Shares
UNC PATH Remark
\\SLOWE-WIN8\ADMINS C:\Windows
\\SLOWE-WIN8\Brother MFC-9320CW Printer Brother MFC-9320CW Printer,LocalsplOnly
\\SLOWE-WIN8\CS C:\
\\SLOWE-WIN8\IPCS
\\SLOWE-WIN8\print$ C:\Windows\system32\spool\drivers

Installed Applications

Application Name Version
Adobe Acrobat 9 Pro - English, Frangais, Deutsch 9.1
Adobe Acrobat 9.1.2 - CPSID_49166

Adobe AIR 4.0
Adobe Community Help 3.0
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Application Name Version

Adobe Creative Suite 5 Master Collection 5.0
Adobe Media Player 1.8
Adobe Reader XI (11.0.06) 11.0
Camtasia Studio 7 7.1
CCleaner 4.10
Citrix Online Launcher 1.0
GFI Business Agent 6.0
Google Chrome 33.0
Google Talk Plugin 4.9
HP Officejet Pro 8600 Basic Device Software 28.0
HP Officejet Pro 8600 Help 28.0
HP Officejet Pro 8600 Product Improvement Study 28.0
HP Update 5.003
I.R.I.S. OCR 12.3
Java 7 Update 51 7.0
Microsoft Baseline Security Analyzer 2.3 2.3
Microsoft Lync 2010 4.0
Microsoft Lync 2013 15.0
Microsoft Lync Web App Plug-in 15.8
Microsoft Office Live Meeting 2007 8.0
Microsoft Office Professional Plus 2010 14.0
Microsoft Online Services Sign-in Assistant 7.250
Microsoft Project Professional 2013 15.0
Microsoft Silverlight 5.1
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.70 - CORP.MYCO.COM\SPIELOAU
Windows 8 Enterprise (x64) unknown (Build 9200)

System Risk Score System Issue Score
Low Risk High Risk

10.0.7.34

1

Issues

No issues detected

System Profile

0s Windows 8 Enterprise (x64) unknown (Build 9200)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 1097-4959-0019-5135-0642-1586-01
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready
Single-core
Not hyper-threaded
OS Install Date 5/15/2014 1:27:11 PM
Last Active Directory Checkin <never>

System Memory

Total Memory 4096 MB
Memory Bank: Memory BankO (In Use) 3968 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 128 MB, unknown MHz

Disk Space Utilization

c:—

1.00 2.00 3.00 4.00 5.00 6.00 F.00 g.00 2.00 10.00

Percent Used
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Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126 GB 12.00 GB 9.52% 114GB 90.48%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V-Netzwerkadapter
Physical Address 00:15:5D:01:E0:32

IPv4 Address 10.0.7.34;fe80::7d9e:1371:31b5:b8fb
Default Gateway 10.0.1.1

Endpoint Security

Security Center

Antivirus
® Windows Defender
Enabled Yes
Up-to-date Yes
Antispyware
® Windows Defender
Enabled Yes
Up-to-date Yes
Firewall
® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status
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Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers
None Detected
Shares

UNC
\\SPIELOAU\ADMINS
\\SPIELOAU\CS
\\SPIELOAU\IPCS

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.71 - CORP.MYCO.COM\SQL2012-01

Windows Server 2012 R2 Datacenter (x64) unknown 10.0.1.61
(Build 9600)
System Risk Score System Issue Score
Low Risk High Risk

Current 4982

550 1100 1650 2200 2750 3300 3850 4400 4850 5500

94
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 8661-1451-5638-7616-8853-5720-99
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

0S Install Date 2/9/2014 10:13:49 PM
Last Active Directory Checkin 4/1/2014 3:28:05 AM

System Memory

Total Memory 4096 MB

Memory Bank: Memory BankO (In Use) 3968 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 128 MB, unknown MHz
Memory Bank: Memory Bank2 (In Use) 0 MB, unknown MHz
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Disk Space Utilization

[0
E:
2.00 4.00 6.00 g.00 10.00 1200 1400 1s5.00 1500  20.00
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.48 GB 21.62 GB 17.09% 104.86GB 82.91%
E: SQL2012-01 Data 126.87 GB 7.55 GB 5.95% 119.32GB 94.05%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:07:1C:0B

IPv4 Address 10.0.1.61;fe80::fObd:e6a3:9216:2384
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

PROPRIETARY & CONFIDENTIAL PAGE 232 of 287



illSouth @ Asset Detail Report
HillSouth "= NETWORK ASSESSMENT

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares
UNC PATH Remark
\\SQL2012-01\ADMINS C:\Windows
\\SQL2012-01\CS C:\
\\SQL2012-01\ES E

\\SQL2012-01\IPCS

Installed Applications

Application Name Version
Microsoft .NET Framework 4 Multi-Targeting Pack 4.0
Microsoft Help Viewer 1.1 1.1
Microsoft Report Viewer 2012 Runtime 11.0
Microsoft SQL Server 2008 R2 Management Objects 10.51
Microsoft SQL Server 2008 Setup Support Files 10.1
Microsoft SQL Server 2012 (64-bit)

Microsoft SQL Server 2012 Data-Tier App Framework 11.1
Microsoft SQL Server 2012 Management Objects 11.0
Microsoft SQL Server 2012 Management Objects (x64) 11.0
Microsoft SQL Server 2012 Native Client 11.1
Microsoft SQL Server 2012 Policies 11.0
Microsoft SQL Server 2012 RS Add-in for SharePoint 11.1
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Microsoft SQL Server 2012 Setup (English) 11.1
Microsoft SQL Server 2012 Transact-SQL Compiler Service 111
Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1
Microsoft SQL Server 2012 T-SQL Language Service 11.0
Microsoft SQL Server Data Tools — Database Projects — Web installer entry point 10.3
Microsoft SQL Server System CLR Types 10.51
Microsoft System CLR Types for SQL Server 2012 11.0
Microsoft System CLR Types for SQL Server 2012 (x64) 11.1
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0
Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219 10.0
Microsoft Visual Studio 2010 Shell (Integrated) - ENU 10.0
Microsoft Visual Studio 2010 Shell (Isolated) - ENU 10.0
Microsoft Visual Studio Tools for Applications Design-Time 3.0 10.0
Microsoft Visual Studio Tools for Applications x64 Runtime 3.0 10.0
Microsoft Visual Studio Tools for Applications x86 Runtime 3.0 10.0
Microsoft VSS Writer for SQL Server 2012 11.1
Prerequisites for SSDT 11.0
SQL Server Browser for SQL Server 2012 11.1
Visual Studio 2010 Prerequisites - English 10.0

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.72 - CORP.MYCO.COM\STORAGEO1

Windows Server 2008 R2 Enterprise (x64) Service Pack 1 10.0.1.69
(Build 7601)
System Risk Score System Issue Score
Low Risk High Risk

Current 5302

580 1180 1770 2360 2950 3540 4130 4720 5310 5900

94

Issues

e Anti-virus not installed
e Anti-spyware not installed
e Operating System in Extended Support

System Profile

0s Windows Server 2008 R2 Enterprise (x64) Service Pack 1 (Build 7601)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 0404-0609-9916-1850-3963-0316-93
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

0S Install Date 1/28/2011 4:42:28 PM
Last Active Directory Checkin 4/1/2014 6:11:42 PM

System Memory

Total Memory 1536 MB
Memory Bank: Memory BankO (In Use) 1536 MB, unknown MHz
1 Memory Bank Available
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Disk Space Utilization

[0

O

E:

5.50 1100 150 2200 2750 3300 38350 4400 4950 5500
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: Storage01 C 123.92 GB 26.33 GB 21.25% 97.59GB 78.75%
D: Storage D 1738.99GB  619.22 GB 35.61% 1119.77GB 64.39%
E: Storage01-E-a 512GB  280.11 GB 54.71% 231.89GB 45.29%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:07:1C:02

IPv4 Address 10.0.1.69;fe80::e496:7bee:65d8:ad85
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off
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Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

V]\'[¢ PATH Remark
\\STORAGE01\ADMINS C:\Windows

\\STORAGEO1\CS C:\

\\STORAGEO1\CertEnroll C:\Windows\system32\CertSrv\CertEnroll
\\STORAGEO1\ClientApps D:\Shared Files\ClientApps
\\STORAGEO1\Common D:\Shared Files\Common
\\STORAGEO1\DS D:\

\\STORAGEO1\ES E:\

\\STORAGEO1\ETemp E:\Temp

\\STORAGEO1\F$S F:\

\\STORAGEO1\IPCS

\\STORAGEO01\ISO E:\Shared Folders\ISO
\\STORAGE01\NSO01 C:\DFSRoots\NS01
\\STORAGE01\OldCommon E:\OldCommon

\\STORAGEO1\REMINST D:\Remotelnstall

\\STORAGEO1\Temp E:\Temp

Installed Applications

Application Name Version

Adobe Flash Player 11 ActiveX 11.1
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Assessment and Deployment Kit 8.59
Broadcom Drivers and Management Applications 14.2
Microsoft .NET Framework 4 Client Profile 4.0
Microsoft .NET Framework 4 Extended 4.0
Microsoft Baseline Security Analyzer 2.2 2.2
Microsoft iSCSI Software Target 33
Microsoft SQL Server 2005

Microsoft SQL Server 2008 Management Objects 10.0
Microsoft SQL Server Native Client 9.00
Microsoft SQL Server Setup Support Files (English) 9.00
Microsoft SQL Server VSS Writer 9.00
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
ScreenConnect Client (2872323bbe412f4c) 4.1
SQL Server System CLR Types 10.0
VIPRE Business Premium 6.2

VirtualCloneDrive

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.73 - CORP.MYCO.COM\TANDEM

Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.28
System Risk Score System Issue Score
Low Risk High Risk
Current 3140
350 700 1050 1400 1750 2100 2450 2800 3150 3500
94
Issues

e Anti-virus not installed
e Operating System in Extended Support

System Profile

(o Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)
Manufacturer MSI/MS-7850
Service Tag/Serial Number To Be Filled By O.E.M.
Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date 8/3/2011 3:06:22 PM
Last Active Directory Checkin 4/1/2014 9:17:25 PM

System Memory

Total Memory 8192 MB
Memory Bank: Memory BankO (In Use) 4096 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 4096 MB, 1333 MHz
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Disk Space Utilization

[0
E:
g.50 17.00 2550 3400 4250 5100 5950 5500 Fe.50 85.00
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 0S 232.88GB  188.93 GB 81.13% 43.95GB 18.87%
E: DATA 1863.01 GB 34.25GB 1.84%  1828.76GB 98.16%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address D4:3D:7E:F7:32:B1

IPv4 Address 10.0.7.28;fe80::242f:6b98:cbb:fb22
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware

® Windows Defender
Enabled Yes
Up-to-date No

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On
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Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

None Detected

Shares
UNC PATH Remark
\\TANDEM\ADMINS C:\Windows
\\TANDEM\CS C:\
\\TANDEM\ES E
\\TANDEM\Explorer C:\xdrive\Excelsior\ProX Server.root\ProX
Server\Deployment\MyCo\Pandora\Explorer
\\TANDEM\Intel C:\Intel
\\TANDEM\IPCS
\\TANDEM\publish C:\xdrive\publish
\\TANDEM\Share E:\Share

Installed Applications

Application Name Version
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7-Zip 9.20 (x64 edition) 9.20
Adobe AIR 2.7
Adobe Flash Player 11 ActiveX 11.9
Adobe Reader X (10.1.0) 10.1
AMD Catalyst Install Manager 8.0

Apache Tomcat 7.0.22

Belarc Advisor 8.4 8.4
Bomgar Representative Client [nsremote.WESTridge.com]

Camtasia Studio 5 5.1
Cisco Systems VPN Client 5.0.07.0290 5.0
Cisco WebEx Meetings

ConnectWise Internet Client 12.2
Crystal Reports Basic for Visual Studio 2008 10.5
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5

Download Updater (AOL Inc.)

FileZilla Client 3.6.0 3.6
foghorn Agent 2.0
GIMP 2.8.6 2.8
HxD Hex Editor version 1.7.7.0 1.7

InReView eDiscovery

IrfanView (remove only) 4.30
Java 7 Update 40 7.0
Java(TM) 6 Update 33 (64-bit) 6.0
Java(TM) SE Development Kit 6 Update 31 (64-bit) 1.6
LogMeln 4.1
Microsoft .NET Compact Framework 2.0 SP2 2.0
Microsoft .NET Compact Framework 3.5 3.5
Microsoft .NET Framework 4 Client Profile 4.0
Microsoft Device Emulator (64 bit) version 3.0 - ENU 9.0

Microsoft Document Explorer 2005

Microsoft Document Explorer 2008

Microsoft Lync 2010 4.0
Microsoft Office Professional Plus 2010 14.0
Microsoft Online Services Sign In 1.0
Microsoft Online Services Sign-in Assistant 7.250
Microsoft Project Professional 2013 15.0
Microsoft Silverlight 5.1

Microsoft SQL Server 2005

Microsoft SQL Server 2008 Management Objects 10.0
Microsoft SQL Server Compact 3.5 for Devices ENU 3.5
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Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5
Microsoft SQL Server Compact 3.5 SP1 English 3.5
Microsoft SQL Server Database Publishing Wizard 1.3 10.0
Microsoft SQL Server Native Client 9.00
Microsoft SQL Server Setup Support Files (English) 9.00
Microsoft SQL Server VSS Writer 9.00
Microsoft Visio Professional 2010 14.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.30319 10.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319 10.0

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)

Microsoft Visual SourceSafe 2005 - ENU

Microsoft Visual Studio 2008 Professional Edition - ENU

Microsoft Visual Studio 2008 Remote Debugger - ENU

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0
Microsoft Visual Studio 2008 Team Explorer - ENU

Microsoft Visual Studio Web Authoring Component 12.0
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1
Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1
Mozilla Firefox 19.0 (x86 en-US) 19.0
Mozilla Maintenance Service 19.0
Mozilla Thunderbird 14.0 (x86 en-US) 14.0
MultiScreen 1.00
MySQL Connector Net 6.4.3 6.4
NetBeans IDE 7.1.1 7.1
Open XML SDK 2.0 for Microsoft Office 2.0
Excelsior Explorer 3.0

Excelsior Explorer 2014

RapidSpell Desktop .NET v5 5.0
Realtek Ethernet Controller Driver 7.72
Realtek High Definition Audio Driver 6.0
Samsung Data Migration 2.0
Samsung_MonSetup 1.00
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Secunia PSI (3.0.0.2004) 3.0
Snagit 10.0.2 10.0
SQL Server System CLR Types 10.0
SQLite ODBC Driver for Win64 (remove only)
TeamViewer 9 9.0
TextPad 5 5.4

VirtualCloneDrive

Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0
Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0
Visual Studio .NET Prerequisites - English 9.0

Visual Studio 2005 Tools for Office Second Edition Runtime

Visual Studio Tools for the Office system 3.0 Runtime

VMware vSphere Client 4.0 4.0
VMware vSphere Client 4.1 4.1
VMware vSphere Client 5.0 5.0
Windows Mobile 5.0 SDK R2 for Pocket PC 5.00
Windows Mobile 5.0 SDK R2 for Smartphone 5.00
Windows SideShow Managed APl 1.0 SDK 1.0
Windows SideShow Managed Runtime 1.0 1.0
Xceed Components 2.2

Zan Image Printer

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.28 TANDEM /

Local

Unable to collect remotely
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1.74 - CORP.MYCO.COM\THRASH?2

Windows 2000 Server

System Risk Score

Low Risk High Risk
Current
a7
Issues
e Unsupported Operating Systems
System Profile
0s Windows 2000 Server

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.75 - CORP.MYCO.COM\USER-PC23

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
20
Issues
e Operating System in Extended Support
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

PROPRIETARY & CONFIDENTIAL

4/1/2014 11:54:02 AM

System Issue Score

Asset Detail Report
NETWORK ASSESSMENT

10.0.7.96

320

36

72

108

144

180

216

252

2588 324 360

PAGE 247 of 287



HillSouth 5

iT solutions.

Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.76 - CORP.MYCO.COM\UTILO1

Windows Server 2008 R2 Datacenter (x64) Service Pack 1 172.20.0.5, 10.0.1.5, 10.0.7.89
(Build 7601)
System Risk Score System Issue Score
Low Risk High Risk

Current 5302

580 1180 1770 2360 2950 3540 4130 4720 5310 5900

94

Issues

e Anti-virus not installed
e Anti-spyware not installed
e Operating System in Extended Support

System Profile

0s Windows Server 2008 R2 Datacenter (x64) Service Pack 1 (Build 7601)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 7083-1462-7335-3546-2604-6995-46
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date 2/10/2011 11:34:39 AM
Last Active Directory Checkin 3/24/2014 3:35:42 PM

System Memory

Total Memory 2048 MB
Memory Bank: Memory BankO (In Use) 2048 MB, unknown MHz
1 Memory Bank Available
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Disk Space Utilization

c:—

4.00 g.00 1200 1600  20.00 24.00 28300 3200 3e.00  40.00

Percent Used

Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.9 GB 49.40 GB 38.93% 77.5GB 61.07%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter

Physical Address 00:15:5D:01:DF:1E

IPv4 Address 172.20.0.5;10.0.1.5;fe80::c142:8a53:a79c:c36¢
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center
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Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares
UNC PATH N ET
\\UTILO1\ADMINS C:\Windows
\\UTILO1\CS c:\
\\UTILO21\IPCS
\\UTILO1\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.MyCo.com\SCRIPTS
\\UTILO1\SYSVOL C:\Windows\SYSVOL\sysvol

Installed Applications

Application Name Version

foghorn Agent 2.0
Microsoft Baseline Security Analyzer 2.2 2.2
Excelsior Agent 2.1
ExcelsiorGateway 2.1
Quest ActiveRoles Management Shell for Active Directory (x64) 1.5
ScreenConnect 2.5
ScreenConnect Client (2872323bbe412f4c) 4.1

VirtualCloneDrive

License Keys

None Detected

Common Listening Ports
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Remote

None Detected

Local

Unable to collect remotely
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1.77 - CORP.MYCO.COM\UTIL12

Windows Server 2012 R2 Standard (x64) unknown (Build 10.0.1.15
9600)
System Risk Score System Issue Score
Low Risk High Risk

Current 4982

550 1100 1650 2200 2750 3300 3850 4400 4850 5500

94
Issues
e Anti-virus not installed
e Anti-spyware not installed
System Profile
0s Windows Server 2012 R2 Standard (x64) unknown (Build 9600)
Manufacturer Microsoft Corporation/Virtual Machine
Service Tag/Serial Number 4540-8574-1891-7758-5785-9003-87
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

0S Install Date 3/4/2014 9:23:32 PM
Last Active Directory Checkin 4/1/2014 9:39:09 PM

System Memory

Total Memory 1024 MB

Memory Bank: Memory BankO (In Use) 1024 MB, unknown MHz
Memory Bank: Memory Bank1 (In Use) 0 MB, unknown MHz
Memory Bank: Memory Bank2 (In Use) 0 MB, unknown MHz
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Disk Space Utilization

c:—

neo0 180 270 3ed 450 540 630 7200 510 92.00

Percent Used

Volumes
Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 126.48 GB 11.00 GB 8.70% 115.48GB 91.30%

Physical Drives

Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Microsoft Hyper-V Network Adapter
Physical Address 00:15:5D:07:37:0E

IPv4 Address 10.0.1.15;fe80::1d3e:7828:f6ff:ae26
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center
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Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

UNC
\\UTIL12\ADMINS
\\UTIL12\CS
\\UTIL12\IPCS

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.78 - CORP.MYCO.COM\VM-JDAVIS-WIN7

Windows 7 Enterprise

System Risk Score
Low Risk High Risk

Asset Detail Report

NETWORK ASSESSMENT

System Issue Score

10.0.7.52

D o -
170 340 510 680 §50 1020 1180 1360 1530 1700

Issues

e Inactive Computers

System Profile

0os Windows 7 Enterprise
Processor
Last Active Directory Checkin 6/7/2013 3:10:48 AM

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote
IP Address Computer Name RDP

(3389/TCP)
10.0.7.52  VM-JDAVIS-WIN7 v

Local

Unable to collect remotely
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1.79 - CORP.MYCO.COM\VM-WIN7

Windows 7 Enterprise

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
0os Windows 7 Enterprise

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name SMTP DNS SQLServer RDP
(25/TCP) (53/TCP) (1433/TCP) (3389/TCP)

10.0.7.68 REMOTE ‘/ ‘/ ‘/ ‘/

Local

Unable to collect remotely
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1.80 - CORP.MYCO.COM\WINDESKTOP

Windows Vista Ultimate

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
oS Windows Vista Ultimate

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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1.81 - CORP.MYCO.COM\WIN-HNQ8GOO1RAI

Windows Server 2008 R2 Standard

System Risk Score

Low Risk High Risk
Current
170
15
Issues
e Inactive Computers

System Profile

(o} Windows Server 2008 R2 Standard

Processor

Last Active Directory Checkin

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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Windows XP Professional

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
oS Windows XP Professional

Processor

Last Active Directory Checkin 1/30/2014 3:20:46 PM

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely

PROPRIETARY & CONFIDENTIAL

Asset Detail Report
NETWORK ASSESSMENT

PAGE 265 of 287



HillSouth E

1.83 - CORP.MYCO.COM\WINXP64

Windows XP Professional

System Risk Score

Low Risk High Risk
Current
15
Issues
e Inactive Computers
System Profile
oS Windows XP Professional

Processor

Last Active Directory Checkin 10/11/2013 3:15:15 PM

System Memory
None Detected

Disk Space Utilization

None Detected

Windows IP Configuration

None Detected

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware
No antispyware reported by Security Center
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Firewall
No firewalls reported by Security Center

Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

Unable to scan

Local Account Password Strength Assessment

None Detected

Connected Printers

None Detected

Shares

None Detected

Installed Applications

None Detected

License Keys

None Detected

Common Listening Ports
Remote

None Detected

Local

Unable to collect remotely
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2 - Domain: No Domain

2.1 - NO DOMAIN\SLOWE-WIN7.CORP.MYCO.COM
Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.7.19

System Risk Score System Issue Score
Low Risk High Risk

u Cu - 3140
350 00 10%0 1400 1750 2100 2450 2800 3150 3500

Issues

e Anti-virus not installed
e Operating System in Extended Support

System Profile

(o Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)

Manufacturer Hewlett-Packard/p6-2108p

Processor AMD E2-3200 APU with Radeon(tm) HD Graphics
64-bit ready

Multi-core (2 total)
Not hyper-threaded

OS Install Date 6/17/2013 1:32:32 PM

Last Active Directory Checkin <never>

System Memory

Total Memory 6144 MB
Memory Bank: Memory BankO (In Use) 2048 MB, 1333 MHz
Memory Bank: Memory Bank1 (In Use) 4096 MB, 1333 MHz
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Disk Space Utilization

[0
Cr:
Q.00 lg.o0 2700 3500 4500 5400 6300 7200 §l.00 2000
Percent Used
Volumes

Drive Volume Label Filesystem Capacity Used % Used Available % Available
C: 0S 914.65GB  108.69 GB 11.88% 805.96GB 88.12%
D: HP_RECOVERY 16.76 GB 14.66 GB 87.47% 2.1GB 12.53%

Physical Drives
Model Serial Number Type Size Volumes

Windows IP Configuration

Unknown Type adapter :

Description Realtek PCle GBE Family Controller
Physical Address E8:40:F2:96:95:E7

IPv4 Address 10.0.7.19;fe80::69a0:4e74:250:c17¢c
Default Gateway 10.0.1.1

Endpoint Security
Security Center

Antivirus
No antivirus reported by Security Center

Antispyware

® Windows Defender
Enabled Yes
Up-to-date Yes

Firewall

® Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On
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Detected by Services

Antivirus
No antivirus services found that were not already in Security Center

Antispyware
No antispyware services found that were not already in Security Center

Firewall
No firewall services found that were not already in Security Center

Patch Status

MBSA
Issue Score Assessment
Security Updates Unable to scan Cannot contact Windows

Update Agent on target
computer, possibly due to
firewall settings.

Local Account Password Strength Assessment
Assessment: Strong Security

Administrator - Weak, Disabled
Guest - Weak, Disabled

Connected Printers

(from WMI)
IP Address Printer Name Accessed From Location Comment
10.0.7.19 HP Officejet Pro 8600
(Network)
10.0.7.19 HP Officejet Pro 8600
10.0.7.19 Brother MFC-9320CW
Printer
Shares
V]\'[¢ PATH Remark
\\10.0.7.19\accounting C:\Users\eHAMMOND\Desktop\accounting
\\10.0.7.19\ADMINS C:\Windows
\\10.0.7.19\CS C:\
\\10.0.7.19\D$ D:\

\\10.0.7.19\IPCS

Installed Applications
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Adobe Acrobat 9 Pro - English, Frangais, Deutsch 9.0
Adobe AIR 1.5
Adobe Community Help 3.0
Adobe Creative Suite 5 Master Collection 5.0
Adobe Flash Player 12 ActiveX 12.0
Adobe Flash Player 12 Plugin 12.0
Adobe Media Player 1.8
Adobe Reader X (10.1.9) 10.1
BlackBerry Device Communication Components 1.2

Bomgar Representative Client [nsremote.WESTridge.com]

Brother BRAdmin Light 1.21.0001 1.21
Brother MFL-Pro Suite MFC-9320CW 2.0
Camtasia Studio 7 7.1
Cisco AnyConnect VPN Client 2.5
Citrix Online Launcher 1.0
Citrix Receiver 13.1
ConnectWise Internet Client 12.2
ConnectWise Internet Client 64-bit 12.2
Debut Video Capture Software 1.82
foghorn Agent 2.0
Google Chrome 33.0
Google Toolbar for Internet Explorer 1.0
Greenshot 1.1.7.17 1.1
HP Officejet Pro 8600 Basic Device Software 28.0
HTC Driver Installer 4.0
HTC Sync Manager 1.1
IPTInstaller 4.0
Juniper Networks Network Connect 6.4.0 6.4

KeePass Password Safe 2.19

Microsoft .NET Framework 4.5.1 4.5
Microsoft Baseline Security Analyzer 2.2 2.2
Microsoft Lync 2010 4.0
Microsoft Office Professional Plus 2010 14.0
Microsoft Office Updates for Open XML File Format Support 14.0
Microsoft Online Services Sign-in Assistant 7.250
Microsoft Silverlight 5.1
Microsoft Visual C++ 2005 Redistributable 8.0
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319 10.0
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Mozilla Firefox 28.0 (x86 en-US) 28.0
Mozilla Maintenance Service 28.0
Network Console 8.00
Notepad++ 6.1
Excelsior Explorer 3.0
ExcelsiorGateway 2.1
Samsung Kies3 3.2
ScreenSteps 2.9 29
Search Protect 2.12

Sublime Text Build 3059

TeamViewer 8 8.0
Terminals 2.0
TreeSize Free V2.4 2.4
VideoPad Video Editor 3.29

Visual CertExam Suite

X-Lite 50.6

License Keys

None Detected

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.19  slowe-win7.corp.MyCo.com v

Local

Unable to collect remotely
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3 - Printers

CORP.MYCO.COM (from WMI)

IP Address Printer Name Accessed From Location Comment

10.0.7.74 Brother MFC-9320CW BKRICKEY-WIN7
Printer

10.0.7.29 Brother MFC-9320CW MARKETING-1

10.0.7.29 Brother-MFC9320 CW MARKETING-1

10.0.7.29 HP Officejet Pro 8600 MARKETING-1
Plus

10.0.7.29 HP Officejet Pro K8600 MARKETING-1
Series

10.0.7.29 HP Officejet Pro K8600 MARKETING-1
Series (Copy 1)

10.0.7.31 hp Laserlet 1320PCL5 MmayhemON1

10.0.7.57 Brother MFC-9320CW RANCOR
Printer

10.0.7.20 HP OfficeJet K60 SE-DAVIS

10.0.6.0 Brother MFC-9320CW  SLOWE-WIN8
Printer

10.0.6.0 HP Officejet Pro 8600 SLOWE-WIN8

No Domain (from WMI)

IP Address Printer Name Accessed From Location Comment
10.0.7.19 Brother MFC-9320CW  slowe-
Printer win7.corp.MyCo.com
10.0.7.19 HP Officejet Pro 8600 slowe-
win7.corp.MyCo.com
10.0.7.19 HP Officejet Pro 8600 slowe-
(Network) win7.corp.MyCo.com
Networked (from SNMP)
IP Address Printer Name Hostname Description Alerts
10.0.7.76 HP Laserlet 2100 hp2100- HP ETHERNET MULTI-
Series ops.corp.MyCo.com  ENVIRONMENT,ROM
G.07.02,JETDIRECT,JD30,EEPROM
G.08.49

CORP.MYCO.COM (from Shares)

Shared Printer User/Group Share Permissions
Full Change Read
Control
\\SE-DAVIS\K60_on_jim PIT\IDAVIS v v v
(HP OfficeJet K60,LocalsplOnly)
Everyone v v v
BUILTIN\Administrators v v v
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Shared Printer User/Group Share Permissions

Full Change Read
Control

\\SLOWE-WIN8\Brother MFC-9320CW Printer ~ PIT\gHAMMOND
(Brother MFC-9320CW Printer,LocalsplOnly)
Everyone

APPLICATION PACKAGE AUTHORITY\ALL
APPLICATION PACKAGES

BUILTIN\Administrators

DN NI NI N
DN NI N
DN NI NI N
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4 - Network Devices

4.1 - jims02.corp.MyCo.com
10.0.7.0
System Profile

Name jims02.corp.MyCo.com
IP Address 10.0.7.0

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.0 /
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4.2 - 314.corp.MyCo.com

10.0.7.14
System Profile

Name 314.corp.MyCo.com
IP Address 10.0.7.14

Common Listening Ports
Remote

None Detected
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4.3 - slowe-win7.corp.MyCo.com

System Profile

Name slowe-win7.corp.MyCo.com
IP Address 10.0.7.19

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.19  slowe-win7.corp.MyCo.com ‘/
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4.4 - zboxubuntu.corp.MyCo.com
10.0.7.30

System Profile

Name zboxubuntu.corp.MyCo.com
IP Address 10.0.7.30

Common Listening Ports

Remote

IP Address Computer Name SSH
(22/TCP)

10.0.7.30 /
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4.5 - pitmacmini.corp.MyCo.com

System Profile

Name pitmacmini.corp.MyCo.com

IP Address 10.0.7.45

Common Listening Ports

Remote

IP Address Computer Name SSH VNC
(22/TCP) (5900/TCP)

10.0.7.45 / /
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4.6 - ftwork-pc.corp.MyCo.com

System Profile

Name ftwork-pc.corp.MyCo.com
IP Address 10.0.7.56

Common Listening Ports
Remote

IP Address Computer Name HTTP RDP
(80/TCP) (3389/TCP)

10.0.7.56 / /
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4.7 - sepe02f6d63ae24.corp.MyCo.com
10.0.7.58

System Profile

Name sepe02f6d63ae24.corp.MyCo.com
IP Address 10.0.7.58

Common Listening Ports

Remote

IP Address Computer Name HTTP
(80/TCP)

10.0.7.58 /
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4.8 -

System Profile

IP Address 10.0.7.64
Web Server Type Microsoft-11S/6.0

Common Listening Ports

Remote

IP Address Computer Name FTP HTTP HTTPS RDP
(21/TCP) (80/TCP) (443/TCP) (3389/TCP)

10.0.7.64 ‘/ ‘/ ‘/ ‘/
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4.9 -

System Profile
IP Address 10.0.7.70

Common Listening Ports

Remote

IP Address Computer Name HTTP RDP VNC
(80/TCP) (3389/TCP) (5900/TCP)

10.0.7.70 ‘/ ‘/ ‘/
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4.10 -
10.0.7.71
System Profile
IP Address 10.0.7.71

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.71 /
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4.11 - hp2100-ops.corp.MyCo.com
HP ETHERNET MULTI-ENVIRONMENT 10.0.7.76
System Profile

Name HP2100-OPS

IP Address 10.0.7.76

Up Time 55d 5h 20m 18s Oms

Object ID 1.3.6.1.4.1.11.2.39.1

Description HP ETHERNET MULTI-ENVIRONMENT,ROM G.07.02,JETDIRECT,JD30,EEPROM G.08.49

Services 64

Web Server Type HTTP/1.0

Common Listening Ports

Remote

IP Address Computer Name FTP Telnet HTTP
(21/TCP) (23/TCP) (80/TCP)

10.0.7.76 ‘/ ‘/ ‘/
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4.12 -
10.0.7.85
System Profile
IP Address 10.0.7.85

Common Listening Ports

Remote

IP Address Computer Name RDP
(3389/TCP)

10.0.7.85 /
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4.13 - 10.0.7.255

System Profile

Name 10.0.7.255
IP Address 10.0.7.255

Common Listening Ports
Remote

None Detected
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reading, photocopying, distributing or otherwise using this report or its contents
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Discovery Tasks

Risk Report
NETWORK ASSESSMENT

The following discovery tasks were performed:

DISCOVERED TASK DESCRIPTION
v Detect Domain Controllers Identifies Domain Controllers and Online status
v FSMO Role Analysis Enumerates FSMO roles at the site
v Enumerate Organization Units Lists the Organizational units and Security Groups with
and Security Groups members
v User Analysis List of users in AD, status, and last login/use, which helps
identify potential security risks
v Detect Local Mail Servers Mail server(s) found on the network
v Detect Time Servers Time server(s) found on the network
v Discover Network Shares Comprehensive list of Network Shares by Server
v Detect Major Applications Major apps / versions and count of installations
v Detailed Domain Controller List of event log entries from the past 24 hours for the

Event Log Analysis

Web Server Discovery and
Identification

Devices

Internet Access and Speed
Test

SQL Server Analysis

Internet Domain Analysis
Password Strength Analysis

Missing Security Updates

DN N N N N N N

System by System Event Log
Analysis

External Security
Vulnerabilities

x

PROPRIETARY & CONFIDENTIAL

Directory Service, DNS Server and File Replication
Service event logs
List of web servers and type

Network Discovery for Non-A/D List of Non-Active Directory devices responding to

network requests
Test of internet access and performance

List of SQL Servers and associated database(s)
“WHOIS” check for company domain(s)

Uses MBSA to identify computers with weak passwords
that may pose a security risk

Uses MBSA to identify computers missing security
updates

Last 5 System and App Event Log errors for servers

List of Security Holes and Warnings from External
Vulnerability Scan
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Risk Score

The Risk Score is a value from 1 to 100, where 100 represents significant risk and potential issues.

Medium

Several critical issues were identified. Identified issues should be investigated and addressed according
to the Management Plan.
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Issues Summary

This section contains a summary of issues detected during the Network Assessment process, and is
based on industry-wide best practices for network health, performance, and security. The Overall Issue
Score grades the level of issues in the environment. An Overall Issue score of zero (0) means no issues
were detected in the environment. It may not always be possible to achieve a zero score in all
environments due to specific circumstances.

Overall Issue Score

Current —:— 13146

3120

2820

2162

1485

Weighted Score: Risk Score x Number of Incidents = Total points: Total percent (%)

User password set to never expire (80 pts each)

Current Score: 80 pts x 39 = 3120 : 23.73%

Issue: User accounts with passwords set to never expire present a risk of use by unauthorized
users. They are more easily compromised than passwords that are routinely changed.
Recommendation: Investigate all accounts with passwords set to never expire and configure
them to expire regularly.

Anti-virus not installed (94 pts each)

Current Score: 94 pts x 30 = 2820 : 21.45%

Issue: Anti-virus software was not detected on some computers. Without adequate anti-virus
and anti-spyware protection on all workstations and servers, the risk of acquiring malicious
software is significant.

Recommendation: To prevent both security and productivity issues, we strongly recommend
assuring anti-virus is deployed to all possible endpoints.

Anti-spyware not installed (94 pts each)

Current Score: 94 pts x 23 = 2162 : 16.45%

Issue: Anti-spyware software was not detected on some computers. Without adequate anti-
virus and anti-spyware protection on all workstations and servers, the risk of acquiring
malicious software is significant.

Recommendation: To prevent both security and productivity issues, we strongly recommend
assuring anti-spyware is deployed to all possible endpoints.

Inactive Computers (15 pts each)

Current Score: 15 pts x 99 =1485: 11.3%
Issue: 99 computers were found as having not checked in during the past 30 days.
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Recommendation: Investigate the list of inactive computers and determine if they should be
removed from Active Directory, rejoined to the network, or powered on.

Current Score: 35 pts x 30 = 1050 : 7.99%

Issue: More than 30% of the users are in the Domain Administrator group and have unfettered
access to files and system resources. Compromised Domain Administrator accounts pose a
higher threat than typical users and may lead to a breach.

Recommendation: Evaluate the need to have more than 30% of users in the Domain
Administrator group and limit administrative access to the minimum necessary.

Unsupported Operating Systems (97 pts each)

Current Score: 97 pts x 10 =970 : 7.38%

Issue: 10 computers were found using an operating system that is no longer supported.
Unsupported operating systems no longer receive vital security patches and present an
inherent risk.

Recommendation: Upgrade or replace computers with operating systems that are no longer
supported.

LOTS of Security patches missing on computers (90 pts each)

Current Score: 90 pts x 4 = 360 : 2.74%

Issue: Security patches are missing on computers. Maintaining proper security patch levels
helps prevent unauthorized access and the spread of malicious software. Lots is defined as
missing 3 or more patches.

Recommendation: Address patching on computers with missing security patches.

User has not logged in in 30 days (13 pts each)

Current Score: 13 pts x 27 = 351 : 2.67%

Issue: 27 Users that have not logged in in 30 days could be from a former employee or vendor
and should be disabled or removed.

Recommendation: Disable or remove user accounts for users that have not logged in in 30
days.

Operating System in Extended Support (20 pts each)

Current Score: 20 pts x 16 = 320 : 2.43%

Issue: 16 computers were found using an operating system that is in extended supported.
Extended support is a warning period before an operating system is no longer supported by the
manufacturer and will no longer receive support or patches.

Recommendation: Upgrade computers that have operating systems in Extended Support
before end of life.

Potential Password Strength Risks (100 pts each)

Current Score: 100 pts x 2 =200 : 1.52%

Issue: Local account passwords on 2 were found to be potentially weak. Inadequate or weak
passwords on local accounts can allow a hacker to compromise the system. It can also lead to
the spread of malicious software that can cause business and productivity affecting issues.
Recommendation: We recommend placing adequate password strength requirements in
place and remediate the immediate password issues on the identified systems.
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Potential Disk Space Issue (68 pts each)

Current Score: 68 pts x 2 =136 : 1.03%

Issue: Computers were found with significantly low free disk space.
Recommendation: Free or add additional disk space for the specified drives.

Anti-virus not turned on (92 pts each)

Current Score: 92 pts x 1 =92 : 0.7%

Issue: We were unable to determine if an anti-virus software is enabled and running on some
computers.

Recommendation: Determine if anti-virus is enabled properly.

Insecure Listening Ports (10 pts each)

Current Score: 10 pts x 7 =70 : 0.53%

Issue: 7 computers were found to be using potentially insecure protocols.

Recommendation: There may be a legitimate business need, but these risks should be
assessed individually. Certain protocols are inherently insecure since they typically lack
encryption. Inside the network, their use should be minimized as much as possible to prevent
the spread of malicious software. Of course, there can be reasons these services are needed
and other means to protect systems which listen on those ports. We recommend reviewing the
programs listening on the network to ensure their necessity and security.

Un-populated Organization Units (10 pts each)

Current Score: 10 pts x 1 =10 : 0.08%

Issue: Empty Organizational Units (OU) were found in Active Directory. They may not be
needed and should be removed to prevent misconfiguration.

'Recommendation: Remove or populate empty Organizational Units.
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Internet Speed Test Results

Download Speed: 50.10 Mb/s Upload Speed: 22.02 Mb/s

Asset Summary: Total Discovered Assets

Total Discovered Assets

Computers 153
Windows 153
Web Servers 20
Printers 17

Exchange Servers ] 2
MZX Records 1
Linux 0

Mac 05 0

MS S0L Servers o

1} 16 32 45 B4 &0 96 112 128 144 160

PROPRIETARY & CONFIDENTIAL PAGE 8 of 19



HillSouth E Risk Report

W seutions NETWORK ASSESSMENT

Asset Summary: Active Computers

Active Computers are defined as computers that were either actively responding at the time of the scan or
have checked in with Active Directory within the past 30 days.

Active Computers by Operating System (52)

Windows 7 Enterprise (19.2%) |[indows 8 Enterprise (17.3%) |

Wiindowes 2000 Semer (7.7 %)

Other (36.5%)

/

,_._.-| Wiindows Server 2003 (9.6%)

Windows Server 2012 B2 Standard (9.6%)

Operating System Total Percent
Top Five
Windows 7 Enterprise 10 19.2%
Windows 8 Enterprise 9 17.3%
Windows Server 2003 5 9.6%
Windows Server 2012 R2 Standard 5) 9.6%
Windows 2000 Server 4 7.7%
Total - Top Five g8 63.5%
Other
Windows Server 2012 R2 Datacenter 4 7.7%
Windows Server 2012 Standard 4 7.7%
Windows 8.1 Enterprise 3 5.8%
Windows 7 Professional 2 3.8%
Hyper-V Server 2012 1 1.9%
Windows 8.1 Pro 1 1.9%
Windows Server 2008 R2 Datacenter 1 1.9%
Windows Server 2008 R2 Enterprise 1 1.9%
Windows Server 2012 Datacenter 1 1.9%
Windows Vista Business 1 1.9%
Total - Other 19 36.5%
Overall Total 52 100%
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Operating System Support

Supported 29
Extended Support

Unsupported

28 32 35
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Asset Summary: All Computers

The list of all computers includes computers that may no longer be active but have entries in Active
Directory (in a Domain environment).

Total Computers by Operating System (154)

| Windaws & Enterprise (5 .4%) |
Windows Server 2003 (9.1%) |

Windows 7 Enterprise (23.4%) | [[Windows Server 2008 R2 Erterprise (5.4%) |

| Windows ¥P Professional (15 6%) |

Cther (35.1%)

Operating System Total Percent
Top Five
Windows 7 Enterprise 36 23.4%
Windows XP Professional 24 15.6%
Windows Server 2003 14 9.1%
Windows 8 Enterprise 13 8.4%
Windows Server 2008 R2 Enterprise 13 8.4%
Total - Top Five 100 64.9%
Other
Windows Server 2008 R2 Standard 7 4.5%
Windows Server 2012 Standard 7 4.5%
Windows 2000 Server 6 3.9%
Windows Server 2012 R2 Datacenter 5 3.2%
Windows Server 2012 R2 Standard 5) 3.2%
Windows 7 Professional 4 2.6%
Windows 7 Ultimate 4 2.6%
Unidentified OS 3 1.9%
Windows 8.1 Enterprise 3 1.9%
Windows Server 2012 Datacenter 2 1.3%
Hyper-V Server 2012 1 0.6%
Windows 8 Consumer Preview 1 0.6%
Windows 8.1 Pro 1 0.6%
Windows Server 2008 Enterprise 1 0.6%
Windows Server 2008 R2 Datacenter 1 0.6%
Windows Server 2008 Standard 1 0.6%
Windows Vista Business 1 0.6%
Windows Vista Ultimate 1 0.6%
Total - Other 54 35.1%
Overall Total 154 100%
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Asset Summary: Inactive Computers

Inactive Computers are computers that could not be scanned or have not checked into Active Directory in
the past 30 days.

Inactive Computers by Operating System (101)

Windoves Server 2008 B2 Enterprize (11 .9%) |

Windovws Server 2003 (5.9%)

‘ /I Windowws Server 2008 B2 Standard (6.9%)

Windowes 7 Enterprize (24 .89%) ———| Windows XP Professional (23.8%) |

Cther (23.8%)

Operating System Total Percent
Top Five
Windows 7 Enterprise 25 24.8%
Windows XP Professional 24 23.8%
Windows Server 2008 R2 Enterprise 12 11.9%
Windows Server 2003 9 8.9%
Windows Server 2008 R2 Standard 7 6.9%
Total - Top Five 7 76.2%
Other
Windows 7 Ultimate 4 4%
Windows 8 Enterprise 4 4%
Unidentified OS 3 3%
Windows Server 2012 Standard 3 3%
Windows 2000 Server 2 2%
Windows 7 Professional 2 2%
Windows 8 Consumer Preview 1 1%
Windows Server 2008 Enterprise 1 1%
Windows Server 2008 Standard 1 1%
Windows Server 2012 Datacenter 1 1%
Windows Server 2012 R2 Datacenter 1 1%
Windows Vista Ultimate 1 1%
Total - Other 24 23.8%
Overall Total 101 100%
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Asset Summary: Users

Enabled Users

Last Login within 30 days (47.1%)

Last Login older than 30 days (52.9%)

Total Users

| Enabled Users (G4.6%)

Disabled Usars (35.4%) |

PROPRIETARY & CONFIDENTIAL PAGE 13 of 19



HillSouth 2 Risk Report

W seutions NETWORK ASSESSMENT

Security Group Distribution
[Admin Groups + Top S Mon-Admin Groups)

Administrators 1

App¥ Administrators 1

Appv Users 1

Cert Publishers 1

Denied RODC Password Replication Group 1
DHCP Administrators 1

Domain Admins 1

Domain Users 1
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Server Aging

Server Aging {in months)
Oldest Systemn 95
Average Systemn Age 20

Hewest Systemn 1

0 1 22 33 44 55 13 [} Lii] 99 110
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Workstation Aging

Workstation Aging (in months)

Oldest Systen G0
Average Systemn Age 16
Hewest Syetemn
-0 [ 13 20 27 34 H 48 55 62 69
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Asset Summary: Storage

Top 10 Drive Capacity

FILE2012-1 (D:)
HVO3 (H:)

HVD4 (H:)

HVDM (H:)

HV02 (H:)

HVD5 (H:)
TANDEM (E:)
STORAGEDM (D:)
SLOWE-WIHE (C:)

JIM-WINS (C:)

0 1300 2600 3900 5200 6500 FE00 9100 10400 11700 13000

B ceused [l GE Free
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Top 10 Drive % Used

JAGH (C3)
PSIMPSONA {C:)
MmayhemOH1 (C:)
MARKETING-1 {C:)
SE-DAVIS (D)
e-winf.corp.MyCo.com [k}
MmayhemOH1 (D:)
TAHDEM (C:)
MYCOJ0DEY {C:)

RAHCOR (C:)

0 10 20 30 40 50 &0 il &0 90 100

. Used . Free
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Top 10 Drive Free Space

FILE2012-1 (D:)
HV05 (H:)

HV03 (H:)

HV02 (H:)

HV04 (H:)

HVDM (H:)
TANDEM (E:)
STORAGEM (D:)
JIM-WING (C:)

MWEST-WIHGG6S ()

0 1300 2600 3900 5200 6500 VEO00 9100 A0400 44F00 A3000

B 6B Free [ GB Used
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14 - External Speed Test

15 - Internet Domain

Appendix I: Detailed Computer Analysis
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1 - Discovery Tasks

Full Detail Report
NETWORK ASSESSMENT

This table contains a listing of all tasks which were performed as part of this assessment. Items which do not contain a check were not

performed.
Task Description
v | Detect Domain Controllers Identifies Domain Controllers and Online status
v" | FSMO Role Analysis Enumerates FSMO roles at the site
v" | Enumerate Organization Units and Security Groups Lists the Organizational units and Security Groups with members
v | User Analysis List of users in AD, status, and last login/use, which helps identify potential security risks
v | Detect Local Mail Servers Mail server(s) found on the network
v | Detect Time Servers Time server(s) found on the network
v Discover Network Shares Comprehensive list of Network Shares by Server
v | Detect Major Applications Major apps / versions and count of installations
v List of event log entries from the past 24 hours for the Directory Service, DNS Server and File

Detailed Domain Controller Event Log Analysis

Replication Service event logs

Web Server Discovery and Identification

List of web servers and type

Network Discovery for Non-A/D Devices

List of Non-Active Directory devices responding to network requests

Internet Access and Speed Test

Test of internet access and performance

SQL Server Analysis

List of SQL Servers and associated database(s)

Internet Domain Analysis

“WHOIS” check for company domain(s)

Password Strength Analysis

Uses MBSA to identify computers with weak passwords that may pose a security risk

Missing Security Updates

Uses MBSA to identify computers missing security updates

ANIANENENE NN NN

System by System Event Log Analysis

Last 5 System and App Event Log errors for servers

External Security Vulnerabilities

List of Security Holes and Warnings from External Vulnerability Scan
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2 - Assessment Summary

Domain
Domain Controllers 4
Number of Organizational Units 13
Users
# Enabled 51
Last Login within 30 days 24
Last Login older than 30 days 27
# Disabled 28
Last Login within 30 days 0
Last Login older than 30 days 28
Security Group
Groups with Users 31
# Total Groups 60
Computers in Domain
Total Computers 153
Last Login within 30 days 52
Last Login older than 30 days 101
Active Computers by OS
Hyper-V Server 2012 1
Windows 2000 Server 4
Windows 7 Enterprise 10
Windows 7 Professional 2
Windows 8 Enterprise 10
Windows 8.1 Enterprise 3
Windows 8.1 Pro 1
Windows Server 2003 5
Windows Server 2008 R2 Datacenter 1
Windows Server 2008 R2 Enterprise 1
Windows Server 2012 Datacenter 1
Windows Server 2012 R2 Datacenter 4
Windows Server 2012 R2 Standard 5
Windows Server 2012 Standard 4
Windows Vista Business 1
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Windows XP Professional 1
Miscellaneous
Non-A/D Systems 13
MX Records 1
MS SQL Servers 0
Web Servers 20
Printers 17
Exchange Servers 2
Network Shares 215
Installed Applications 775
Potential or Severe Security Risks 3
Potential Insecure Listening Ports 8

PROPRIETARY & CONFIDENTIAL

Full Detail Report
NETWORK ASSESSMENT

PAGE 6 of 202



HillSouth E

iT solutions.

3 - Domain: CORP.MYCO.COM

This section and corresponding sub-sections contain a comprehensive view of the domain.

3.1 - Domain Controllers

This section contains a listing of all Domain Controllers and their corresponding status.

Domain Controller Status
DCO1 online
DC02 online
DCO03 online
UTILO1 online

3.2 - FSMO Roles

Full Detail Report
NETWORK ASSESSMENT

This section contains a listing of all FSMO (Flexible Single Master Operation) roles, which are needed to operate a Windows domain.

Role

Domain Controller

Best Practice

Infrastructure Master

UTILO1.CORP.MyCo.COM

Domain Specific

Domain Naming Master

UTILO1.CORP.MyCo.COM

Forest Wide

PDC Emulator

UTILO1.CORP.MyCo.COM

Domain Specific

Relative ID (RID) Master

UTILO1.CORP.MyCo.COM

Domain Specific

Schema Master

UTILO1.CORP.MyCo.COM

Forest Wide
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3.3 - Organizational Units

This section contains a hierarchical view of all organizational units from within Active Directory.

e Corp.MyCo.com
o AppV (2 Security Groups, 1 Users)

Contacts (1 Contacts)
Disabled (12 Users)
Disabled Accounts (6 Users)
Domain Controllers (4 Computers)
Firewall (3 Computers)
Microsoft Exchange Security Groups (6 Security Groups)
PIT_Users (47 Users)

o Netedl (1 Users)

o test hash
Servers (28 Computers)
Service Accounts (2 Users)
Workstations (87 Computers)

O O 0O O 0O 0o o
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3.4 - Group Policy Objects

Full Detail Report
NETWORK ASSESSMENT

This section contains a hierarchical view of all group policy objects from within Active Directory. Policies highlighted in green represent enabled

policies.

e Corp.MyCo.com

O O 0O O 0O o oo

o O

OO O O o

O O O o

AppV
Builtin
Common Disk Access
Computers
Contacts
Disabled
Disabled Accounts
Domain Controllers (3-GPO, 3-Enabled)
o Default Domain Controllers Policy
o Default Domain Policy
o ND Options
Domain Printers
Firewall (1-GPO, 1-Enabled)
o ND Options
ForeignSecurityPrincipals
Managed Service Accounts
Microsoft Exchange Security Groups
PIT_Users
o Netedl
o test hash
Printers
Servers
Service Accounts
System
o PSPs
Users
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o Workstations (2-GPO, 2-Enabled)

o REmote Registry
o Workstation
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3.5 - Users

This section contains a list of accounts from Active Directory with information on each account. Disabled accounts are highlighted gray. Users
that have not logged in in the past 30 days are marked as Inactive Users and highlighted in red.

Active Users

User Name Display Name Enabled Password Last Set Password Expires Last Login
Administrator Administrator enabled 3/25/2009 1:34:48 PM | <never> 4/1/2014 8:01:58 PM
BKRICKEY Beth krickey enabled 4/17/2013 7:28:18 PM | <never> 4/1/2014 8:17:28 PM
eHAMMOND Elvin HAMMOND enabled 3/10/2014 10:05:50 AM |4/22/2014 8:53:21 AM |4/1/2014 10:27:08 AM
fthomas Fred thomas enabled 11/9/20109:42:11 AM |<never> 4/1/2014 8:40:01 PM
gHAMMOND Greg HAMMOND enabled 3/11/2014 10:43:46 AM 4/23/2014 9:31:17 AM  |3/29/2014 6:30:20 AM
JDAVIS James DAVIS enabled 12/26/2013 8:34:23 AM | <never> 4/1/2014 9:06:15 PM
kjacobs Kevin jacobs enabled 11/6/2013 12:52:27 PM | <never> 3/26/2014 8:54:52 AM
kmayhem Kevin mayhem enabled 8/15/2012 1:19:02 PM  |<never> 4/1/2014 11:02:56 AM
mDAVIS michal DAVIS enabled 3/21/2014 10:52:09 AM |<never> 3/21/2014 10:53:13 AM
mMELKINS Michael ELKINS enabled 2/6/2014 10:57:54 AM  <never> 4/1/2014 7:55:03 PM
mmayhemON Michael mayhemON enabled 2/27/2014 4:03:21 PM  <never> 4/1/2014 3:04:36 PM
mparish marcusus parish enabled 9/28/2010 9:21:58 AM |<never> 4/1/2014 3:42:43 PM
mSUMMER Mark SUMMER enabled 4/1/2010 10:58:21 AM | <never> 4/1/2014 5:25:30 PM
nrsdev WESTridge Development enabled 6/14/2009 2:25:09 PM |7/27/2009 1:12:40 PM | 3/27/2014 3:35:00 PM
Pkrickey Paul krickey enabled 1/19/2011 9:46:11 AM  |<never> 4/1/2014 9:05:06 PM
pSIMPSON Pablo SIMPSON enabled 9/9/2010 2:21:28 PM <never> 4/1/2014 8:31:20 PM
rjiohnson Ray Johnson enabled 1/27/2014 8:21:42 AM  |<never> 3/30/2014 1:31:45 AM
rphillis Rita phillis enabled 10/14/2013 7:20:52 AM |<never> 3/31/2014 8:31:24 PM
SharePointSQL SharePoint SQL enabled 2/11/2014 5:38:56 PM  |<never> 4/1/2014 12:45:00 PM
slowe Sharlise Lowe enabled 1/22/2014 8:15:05 AM |<never> 3/28/2014 7:38:20 AM
sRammond Sam Rammond. enabled 2/21/2014 3:40:05 PM  |<never> 3/31/2014 8:03:18 AM
tholmes Tameka Holmes enabled 10/3/2013 8:34:48 AM  |<never> 4/1/2014 8:59:09 AM
thughes Tony hughes enabled 3/1/2011 11:37:17 AM | <never> 3/31/2014 12:28:12 AM
wparson wendell enabled 9/25/2011 9:50:06 PM | <never> 4/1/2014 9:45:48 PM
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Inactive Users

User Name Display Name Enabled Password Last Set Password Expires Last Login

ASPNET ASPNET enabled 3/25/2009 12:37:27 PM |<never> <never>

bgelding Beth gelding enabled 2/18/2014 10:38:37 AM |<never> <never>

bhanks Bruce hanks disabled 7/2/2009 4:24:30 PM <never> 2/23/2011 5:37:39 PM

bminor Brad Minor enabled 11/6/2012 8:30:23 AM  12/19/2012 7:17:54 AM |11/19/2012 12:34:25
PM

bpratt Bryant pratt disabled 7/7/2010 12:18:38 PM 8/19/2010 11:06:09 AM |8/3/2010 3:09:10 PM

bvinings Bob vinings enabled 2/18/2014 10:37:20 AM  <never> 2/28/2014 5:03:14 PM

byellin Ben yellin disabled 9/5/2012 1:37:33 PM <never> 9/5/2012 1:27:53 PM

cepps Chris epps disabled 4/20/2009 3:25:37 PM 6/2/2009 2:13:08 PM 5/11/2009 6:02:16 PM

cwoods Carrie Woods disabled 10/8/2013 9:10:40 AM  |<never> 12/18/2013 9:26:40 AM

dbard dennis bard disabled 7/24/2012 11:18:27 PM |<never> 1/25/2013 2:09:14 PM

DEVS DEVS enabled 3/13/2014 5:11:07 AM |4/25/2014 3:58:38 AM |<never>

dHAROLD Dennis HAROLD disabled 11/8/2013 2:42:39 PM <never> 11/11/2013 12:45:51
PM

dwilliams Deonne williams disabled 8/10/2012 1:07:25 PM  |9/22/2012 11:54:56 AM |3/12/2012 7:09:30 AM

echristy Ethan christy disabled 12/11/2012 2:32:54 PM |<never> 2/24/2014 4:44:03 PM

Guest Guest disabled <never> <never> <never>

Hloel Hank\ Joel enabled 4/18/2013 10:55:57 PM | <never> 9/20/2013 4:55:58 AM

hr internal IT HR enabled 6/15/2009 10:47:41 AM |7/28/2009 9:35:12 AM  <never>

info internal IT PR enabled 6/15/2009 10:30:41 AM |7/28/2009 9:18:12 AM  <never>

IUSR_DCO02 IUSR_DC02 enabled 4/30/2009 4:16:36 PM | <never> 10/12/2009 10:53:59
AM

IUSR_STEINBRENNER IUSR_STEINBRENNER enabled 3/25/2009 12:34:10 PM |<never> 4/11/2012 11:58:18 AM

IWAM_DCO02 IWAM_DCO02 enabled 4/30/2009 4:16:35 PM <never> 4/30/2009 4:16:41 PM

IWAM_STEINBRENNER |IWAM_STEINBRENNER |enabled 3/25/2009 12:34:10 PM |<never> <never>

jcosten Joe Costen enabled 12/23/2013 8:57:58 AM 2/4/2014 7:45:29 AM 1/22/2014 2:31:34 AM

jlittle Jamie little disabled 4/15/2013 10:34:52 AM |5/28/2013 9:22:23 AM |4/15/2013 10:31:09 AM

jpane Jim pane disabled 6/22/2010 2:16:14 PM  |<never> 11/7/2010 7:35:38 AM

JPoole Jeremiah Poole disabled 2/21/2011 7:45:59 AM  |<never> 2/6/2011 10:47:24 AM

jterencel Joe terencel disabled 5/11/2009 8:34:31 AM  |<never> 1/8/2011 10:57:44 PM

kglass K glass enabled 7/10/2013 2:48:57 PM  <never> <never>
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User Name Display Name Enabled Password Last Set Password Expires Last Login

kjames Kevin james disabled 2/22/2012 1:18:26 PM  |<never> 3/22/2012 2:29:07 AM

kmayhem1 k mayhem1 enabled 2/11/2014 2:09:05 PM  |<never> <never>

Ihall Lance Hall disabled 11/5/2012 8:21:29 AM 12/18/2012 7:09:00 AM |11/5/2012 8:23:25 AM

marcusustest Test User enabled 12/11/2012 9:38:51 AM | <never> 12/11/2012 9:39:17 AM

mbaker Marvin baker disabled 4/24/2012 9:32:45 AM 6/6/2012 8:20:16 AM 5/4/2012 10:17:30 AM

mgarrison Marie garrison disabled 1/21/2010 7:47:51 AM  |<never> 6/8/2010 7:21:41 AM

mshoals Marshall shoals disabled 6/15/2011 9:22:14 AM  |<never> 2/14/2012 9:50:19 AM

mWEST Madeleine WEST enabled 1/8/2014 8:44:48 AM 2/20/2014 7:32:19 AM | 1/15/2014 3:18:12 AM

NetScanner Net Scanner - MyCo enabled 7/25/2012 12:23:07 PM  <never> 7/20/2012 5:35:23 PM

netvendor netvendor enabled 10/13/2011 1:29:15 PM | <never> <never>

partners internal IT Managed enabled 6/15/2009 10:56:18 AM |7/28/2009 9:43:49 AM  <never>

Services Partners

PGK Test1 PGK Test1 enabled 4/29/2012 7:55:43 PM | <never> 12/16/2012 11:50:51
PM

prsales internal IT Sales enabled 6/15/2009 10:43:10 AM |7/28/2009 9:30:41 AM  <never>

QBDataServiceUser19 Quickbooks Service enabled 4/16/2009 4:05:28 PM | <never> 12/24/2009 12:01:30

Account PM

RLindy Robert Lindy disabled 4/27/2009 2:18:34 PM | <never> 10/11/2010 11:25:37
AM

rtaylor Rob Taylor enabled 12/23/2013 10:09:30 <never> 1/30/2014 10:29:23 AM

AM

sboardroom Steve boardroom disabled 8/10/2012 1:07:56 PM  |<never> 7/16/2013 7:35:32 AM

smurray Sarah murray enabled 5/30/2013 3:31:56 PM  <never> 12/23/2013 1:34:41 PM

support internal IT Support Team |enabled 6/14/2009 8:03:31 PM  |<never> 11/5/2011 7:22:27 PM

SUPPORTS SUPPORTS enabled 1/26/2014 5:35:19 PM 3/10/2014 4:22:50 PM  <never>

SUPPORT_388945a0 SUPPORT_388945a0 disabled 9/9/2008 9:49:53 AM <never> <never>

Test Test Account disabled 11/9/2009 10:21:35 AM |12/22/2009 9:09:06 AM |11/9/2009 10:12:34 AM

testuser Test User disabled 5/28/2010 7:51:19 AM  |<never> <never>

TestV TestV disabled 8/10/2011 1:26:13 PM  |<never> <never>

tlemon Trey lemon disabled 10/14/2009 4:59:02 PM |11/26/2009 3:46:33 PM |10/4/2009 4:27:09 PM

TWilliams Terry Williams disabled 7/19/2013 7:55:00 PM | <never> 7/18/2013 4:27:34 PM

wmathers Wilson mathers disabled 2/21/2011 7:46:42 AM  |<never> 2/14/2011 4:28:47 PM
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3.6 - Service Accounts

This section contains a list of Service Accounts from Active Directory with information on each account. Disabled accounts are highlighted gray.

Active Service Accounts
No Service Accounts were found.

Inactive Service Accounts
No Service Accounts were found.
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This section contains a listing of all security groups from Active Directory with detailed information on group membership by user account.

Group Name

Members

Account Operators
(Corp.MyCo.com/Builtin/Account Operators)
0 Total: 0 Enabled, 0 Disabled

Administrators
(Corp.MyCo.com/Builtin/Administrators)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Allowed RODC Password Replication Group
(Corp.MyCo.com/Users/Allowed RODC Password
Replication Group)

0 Total: 0 Enabled, 0 Disabled

AppV Administrators

(Corp.MyCo.com/AppV/AppV Administrators)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Appv Users

(Corp.MyCo.com/AppV/Appv Users)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Backup Operators
(Corp.MyCo.com/Builtin/Backup Operators)
0 Total: 0 Enabled, 0 Disabled

Cert Publishers
(Corp.MyCo.com/Users/Cert Publishers)
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Group Name

Members

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Certificate Service DCOM Access
(Corp.MyCo.com/Builtin/Certificate Service DCOM
Access)

0 Total: 0 Enabled, 0 Disabled

Cryptographic Operators
(Corp.MyCo.com/Builtin/Cryptographic Operators)
0 Total: 0 Enabled, 0 Disabled

Denied RODC Password Replication Group
(Corp.MyCo.com/Users/Denied RODC Password
Replication Group)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Developement
(Corp.MyCo.com/Users/Developement)
0 Total: 0 Enabled, 0 Disabled

DHCP Administrators

(Corp.MyCo.com/Users/DHCP Administrators)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

DHCP Users
(Corp.MyCo.com/Users/DHCP Users)
0 Total: 0 Enabled, 0 Disabled

Distributed COM Users
(Corp.MyCo.com/Builtin/Distributed COM Users)
0 Total: 0 Enabled, 0 Disabled
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Group Name

Members

DnsAdmins

(Corp.MyCo.com/Users/DnsAdmins)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

DnsUpdateProxy
(Corp.MyCo.com/Users/DnsUpdateProxy)
0 Total: 0 Enabled, 0 Disabled

Domain Admins

(Corp.MyCo.com/Users/Domain Admins)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Domain Computers
(Corp.MyCo.com/Users/Domain Computers)
0 Total: 0 Enabled, 0 Disabled

Domain Controllers
(Corp.MyCo.com/Users/Domain Controllers)
0 Total: 0 Enabled, 0 Disabled

Domain Guests
(Corp.MyCo.com/Users/Domain Guests)
0 Total: 0 Enabled, 0 Disabled

Domain Users

(Corp.MyCo.com/Users/Domain Users)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Enterprise Admins
(Corp.MyCo.com/Users/Enterprise Admins)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)
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Group Name

Members

Enterprise Read-only Domain Controllers
(Corp.MyCo.com/Users/Enterprise Read-only Domain
Controllers)

0 Total: 0 Enabled, 0 Disabled

Event Log Readers
(Corp.MyCo.com/Builtin/Event Log Readers)
0 Total: 0 Enabled, 0 Disabled

Exchange Install Domain Servers
(Corp.MyCo.com/Microsoft Exchange System
Objects/Exchange Install Domain Servers)

0 Total: 0 Enabled, 0 Disabled

Exchange Organization Administrators
(Corp.MyCo.com/Microsoft Exchange Security
Groups/Exchange Organization Administrators)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Exchange Public Folder Administrators
(Corp.MyCo.com/Microsoft Exchange Security
Groups/Exchange Public Folder Administrators)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Exchange Recipient Administrators
(Corp.MyCo.com/Microsoft Exchange Security
Groups/Exchange Recipient Administrators)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Exchange Servers
(Corp.MyCo.com/Microsoft Exchange Security
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Group Name

Members

Groups/Exchange Servers)
1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Exchange View-Only Administrators
(Corp.MyCo.com/Microsoft Exchange Security
Groups/Exchange View-Only Administrators)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Exchangelegacylnterop
(Corp.MyCo.com/Microsoft Exchange Security
Groups/Exchangelegacylnterop)

0 Total: 0 Enabled, 0 Disabled

Executive

(Corp.MyCo.com/Users/Executive)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Group Policy Creator Owners
(Corp.MyCo.com/Users/Group Policy Creator Owners)
1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Guests

(Corp.MyCo.com/Builtin/Guests)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

HelpServicesGroup
(Corp.MyCo.com/Users/HelpServicesGroup)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)
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Group Name

Members

Hyper-V Servers

(Corp.MyCo.com/Users/Hyper-V Servers)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

I1S_IUSRS

(Corp.MyCo.com/Builtin/IlIS_IUSRS)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

IIS_WPG

(Corp.MyCo.com/Users/IlS_WPG)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Incoming Forest Trust Builders
(Corp.MyCo.com/Builtin/Incoming Forest Trust
Builders)

0 Total: 0 Enabled, 0 Disabled

internal Log Users
(Corp.MyCo.com/Builtin/internal Log Users)
0 Total: 0 Enabled, 0 Disabled

internal Monitor Users
(Corp.MyCo.com/Builtin/internal Monitor Users)
0 Total: 0 Enabled, 0 Disabled

Network Configuration Operators
(Corp.MyCo.com/Builtin/Network Configuration
Operators)

0 Total: 0 Enabled, 0 Disabled

Operations
(Corp.MyCo.com/Users/Operations)
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Group Name

Members

0 Total: 0 Enabled, 0 Disabled

PIT Support Team

(Corp.MyCo.com/Users/PIT Support Team)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Pre-Windows 2000 Compatible Access
(Corp.MyCo.com/Builtin/Pre-Windows 2000
Compatible Access)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Print Operators
(Corp.MyCo.com/Builtin/Print Operators)
0 Total: 0 Enabled, 0 Disabled

RAS and IAS Servers

(Corp.MyCo.com/Users/RAS and IAS Servers)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Read-only Domain Controllers
(Corp.MyCo.com/Users/Read-only Domain Controllers)
0 Total: 0 Enabled, 0 Disabled

Remote Desktop Users
(Corp.MyCo.com/Builtin/Remote Desktop Users)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Replicator
(Corp.MyCo.com/Builtin/Replicator)
0 Total: 0 Enabled, 0 Disabled
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Group Name

Members

Schema Admins

(Corp.MyCo.com/Users/Schema Admins)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Server Operators
(Corp.MyCo.com/Builtin/Server Operators)
0 Total: 0 Enabled, 0 Disabled

Session Broker Computers
(Corp.MyCo.com/Users/Session Broker Computers)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

TelnetClients
(Corp.MyCo.com/Users/TelnetClients)
0 Total: 0 Enabled, 0 Disabled

Terminal Server License Servers
(Corp.MyCo.com/Builtin/Terminal Server License
Servers)

0 Total: 0 Enabled, 0 Disabled

TS Web Access Administrators
(Corp.MyCo.com/Users/TS Web Access Administrators)
0 Total: 0 Enabled, 0 Disabled

TS Web Access Computers
(Corp.MyCo.com/Users/TS Web Access Computers)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

Users
(Corp.MyCo.com/Builtin/Users)
1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
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Group Name

Members

to OU filtering)

Windows Authorization Access Group
(Corp.MyCo.com/Builtin/Windows Authorization
Access Group)

1 Total: 0 Enabled, 0 Disabled, 1 Status Unknown (due
to OU filtering)

WINS Users
(Corp.MyCo.com/Users/WINS Users)
0 Total: 0 Enabled, 0 Disabled
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3.8 - Computers in Domain

This section contains a listing of all computers from Active Directory. Computers which have not logged in for over 30 days are marked as
Inactive Computers and highlighted in red. Disabled computers are highlighted gray.

Active Computers
No Computers were found.

Inactive Computers
No Computers were found.
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3.9 - Server Aging

Full Detail Report

NETWORK ASSESSMENT

This section is in indicator of the age of the active servers based on the date their operating system was installed. The actual age of the server
may vary if the operating system was re-installed for any reason. Older systems are highlighted in red and much older systems are bolded.

Computer Operating System OS Install Date Age (months)
JAGA Windows Server 2003 2/11/2006 4:15:52 PM 98
DEVWIKI Windows Server 2003 2/14/2006 10:08:47 AM 98
MYCO-ATL-CORE Windows Server 2003 4/22/2009 5:20:25 PM 60
STORAGEO1 Windows Server 2008 R2 Enterprise 1/28/2011 4:42:28 PM 39
UTILO1 Windows Server 2008 R2 Datacenter 2/10/2011 11:34:39 AM 38
DCO1 Windows Server 2012 Standard 6/24/2013 12:28:10 AM 10
HV04 Windows Server 2012 Standard 8/6/2013 2:00:11 PM 8
HV03 Windows Server 2012 Standard 8/6/2013 2:01:04 PM 8
DEV_2012-CORE Hyper-V Server 2012 11/4/2013 3:30:06 PM 5
DEVTFS Windows Server 2012 Standard 11/21/2013 10:29:42 AM 5
HVO1 Windows Server 2012 R2 Standard 12/5/2013 3:46:43 PM 4
HV02 Windows Server 2012 R2 Standard 12/5/2013 3:55:52 PM 4
HVO05 Windows Server 2012 R2 Standard 12/5/2013 6:15:08 PM 4
DC02 Windows Server 2012 R2 Datacenter 1/24/2014 3:36:13 PM 3
DCO3 Windows Server 2012 R2 Datacenter 1/30/2014 12:16:06 AM 3
SQL2012-01 Windows Server 2012 R2 Datacenter 2/9/2014 10:13:49 PM 2
SHAREPOINT-01 Windows Server 2012 Datacenter 2/11/2014 12:06:31 PM 2
MYCOROOTAUTH Windows Server 2012 R2 Datacenter 2/12/2014 10:45:03 PM 2
UTIL12 Windows Server 2012 R2 Standard 3/4/2014 9:23:32 PM 1
FILE2012-1 Windows Server 2012 R2 Standard 3/28/2014 4:46:39 PM 1
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3.10 - Workstation Aging

Full Detail Report

NETWORK ASSESSMENT

This section is in indicator of the age of the active workstations based on the date their operating system was installed. The actual age of the
workstation may vary if the operating system was re-installed for any reason. Older systems are highlighted in red and much older systems are

bolded.

Computer Operating System OS Install Date Age (months)
MmayhemON1 Windows Vista Business 4/12/2009 7:14:15 PM 60
PSIMPSON1 Windows 7 Enterprise 10/8/2010 1:39:45 PM 42
REX Windows 7 Enterprise 2/2/2011 8:35:26 AM 38
SE-DAVIS Windows 7 Professional 8/3/2011 2:42:28 PM 32
TANDEM Windows 7 Enterprise 8/3/2011 3:06:22 PM 32
BKRICKEY-WIN7 Windows 7 Enterprise 6/6/2012 12:14:51 PM 22
MWEST-WIN864 Windows 8 Enterprise 11/28/2012 8:17:17 AM 17
MARKETING-1 Windows 7 Enterprise 1/29/2013 7:36:14 PM 15
SLOWE-WIN8 Windows 8 Enterprise 4/15/2013 5:44:27 PM 12
RANCOR Windows 8 Enterprise 6/4/2013 12:52:58 PM 10
JOES-PC Windows 8 Enterprise 7/8/2013 11:33:50 AM 9
JIM-WIN7 Windows 7 Enterprise 8/12/2013 8:57:44 AM 8
PSIMPSON-WIN7TEST Windows 7 Professional 9/23/2013 6:11:36 AM 7
JIM-WINS8 Windows 8.1 Enterprise 11/21/2013 10:07:40 AM 5
PSIMPSON-WIN764 Windows 8.1 Enterprise 11/21/2013 1:32:55 PM 5
MELKINS-HP Windows 8 Enterprise 2/4/2014 10:54:20 AM 2
DAVIS-XP Windows XP Professional 2/18/2014 5:51:03 AM 2
OPS001 Windows 8 Enterprise 2/18/2014 5:51:03 AM 2
PKWin8 Windows 8.1 Pro 3/3/2014 1:09:54 PM 1
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3.11 - Domain DNS

This section contains a listing of all IP addresses and hostnames from DNS, with conflicting entries highlighted in red.

Full Detail Report
NETWORK ASSESSMENT

IP Address Hostname

10.0.1.3 Corp.MyCo.com

10.0.1.3 dc01.Corp.MyCo.com

10.0.1.4 Corp.MyCo.com

10.0.1.4 DCO02.Corp.MyCo.com

10.0.1.5 Corp.MyCo.com

10.0.1.5 Util01.Corp.MyCo.com

10.0.1.6 ISA1.Corp.MyCo.com
10.0.1.11 shredder.Corp.MyCo.com
10.0.1.15 Util12.Corp.MyCo.com
10.0.1.16 QBServer.Corp.MyCo.com
10.0.1.17 MYCO-atl-core.Corp.MyCo.com
10.0.1.18 PS01.Corp.MyCo.com
10.0.1.33 thrash2.Corp.MyCo.com
10.0.1.41 File2012-1.Corp.MyCo.com
10.0.1.41 Store2012-1.Corp.MyCo.com
10.0.1.43 EntCerts.Corp.MyCo.com
10.0.1.44 MYCORootAuth.Corp.MyCo.com
10.0.1.50 engineers.Corp.MyCo.com
10.0.1.60 HPV00.Corp.MyCo.com
10.0.1.61 SQL2012-01.Corp.MyCo.com
10.0.1.62 HV2012-1.Corp.MyCo.com
10.0.1.69 Storage01.Corp.MyCo.com
10.0.1.71 SharePoint-01.Corp.MyCo.com
10.0.1.90 HYPERV-02.Corp.MyCo.com
10.0.1.90 HYPERV-03.Corp.MyCo.com
10.0.1.90 MigTest.Corp.MyCo.com
10.0.1.109 FTDellLaptop.Corp.MyCo.com
10.0.1.111 HVO01.Corp.MyCo.com
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Full Detail Report

NETWORK ASSESSMENT
IP Address Hostname
10.0.1.131 HV03.Corp.MyCo.com
10.0.1.132 HV03.Corp.MyCo.com
10.0.1.135 HV03.Corp.MyCo.com
10.0.1.139 HV03.Corp.MyCo.com
10.0.1.141 HV04.Corp.MyCo.com
10.0.1.142 HV04.Corp.MyCo.com
10.0.1.145 HV04.Corp.MyCo.com
10.0.1.149 HV04.Corp.MyCo.com
10.0.1.162 PS-327FD2.Corp.MyCo.com
10.0.1.215 hJoel-vm-win764.Corp.MyCo.com
10.0.1.242 honker.Corp.MyCo.com
10.0.1.245 BRNOO1BA921EFB7.Corp.MyCo.com
10.0.3.11 SALESO1.Corp.MyCo.com
10.0.3.24 WinXP32.Corp.MyCo.com
10.0.6.0 slowe-win8.Corp.MyCo.com
10.0.6.1 FAX-SPA112.Corp.MyCo.com
10.0.6.2 392.Corp.MyCo.com
10.0.6.3 313.Corp.MyCo.com
10.0.6.4 305.Corp.MyCo.com
10.0.6.5 306.Corp.MyCo.com
10.0.6.6 303.Corp.MyCo.com
10.0.6.7 381.Corp.MyCo.com
10.0.6.8 312.Corp.MyCo.com
10.0.6.9 395.Corp.MyCo.com
10.0.6.13 393.Corp.MyCo.com
10.0.6.14 311.Corp.MyCo.com
10.0.6.15 316.Corp.MyCo.com
10.0.6.17 317.Corp.MyCo.com
10.0.6.18 308.Corp.MyCo.com
10.0.6.28 Sharlise-win8.Corp.MyCo.com
10.0.6.78 9020.Corp.MyCo.com
10.0.6.84 394.Corp.MyCo.com
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Full Detail Report

NETWORK ASSESSMENT
IP Address Hostname
10.0.6.87 304.Corp.MyCo.com
10.0.7.0 Jims02.Corp.MyCo.com
10.0.7.1 dHAROLD-PC.Corp.MyCo.com
10.0.7.2 android-c056f4f807ed7b4c.Corp.MyCo.com
10.0.7.3 android-cd912e8add4aelf6.Corp.MyCo.com
10.0.7.4 android-c7f4dc79b8f13f14.Corp.MyCo.com
10.0.7.6 SAMs-MBP-4.Corp.MyCo.com
10.0.7.7 Michaels-iPhone.Corp.MyCo.com
10.0.7.9 android_7ea5df20046ee233.Corp.MyCo.com
10.0.7.10 DAVIS-xp.Corp.MyCo.com
10.0.7.10 OPS001.Corp.MyCo.com
10.0.7.10 QB02.Corp.MyCo.com
10.0.7.11 mMWEST-win864.Corp.MyCo.com
10.0.7.14 314.Corp.MyCo.com
10.0.7.15 gHAMMOND-LT.Corp.MyCo.com
10.0.7.16 Sharlowe.Corp.MyCo.com
10.0.7.17 Windows-Phone.Corp.MyCo.com
10.0.7.18 pSIMPSON-win764.Corp.MyCo.com
10.0.7.19 slowe-win7.Corp.MyCo.com
10.0.7.20 SE-DAVIS.Corp.MyCo.com
10.0.7.21 FT-LENOVO.Corp.MyCo.com
10.0.7.24 Corp.MyCo.com
10.0.7.24 Costen-SG.Corp.MyCo.com
10.0.7.24 Paul-TPLT.Corp.MyCo.com
10.0.7.25 iPhone.Corp.MyCo.com
10.0.7.26 MELKINS-hp.Corp.MyCo.com
10.0.7.27 Corp.MyCo.com
10.0.7.27 HVO02.Corp.MyCo.com
10.0.7.28 TANDEM.Corp.MyCo.com
10.0.7.29 Marketing-1.Corp.MyCo.com
10.0.7.30 zboxubuntu.Corp.MyCo.com
10.0.7.31 mmayhemON1.Corp.MyCo.com
10.0.7.32 pSIMPSON1.Corp.MyCo.com
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Full Detail Report

NETWORK ASSESSMENT
IP Address Hostname
10.0.7.34 MSUMMER-LT.Corp.MyCo.com
10.0.7.36 Gregs-Tablet.Corp.MyCo.com
10.0.7.44 jim-win8.Corp.MyCo.com
10.0.7.45 PITMACMINI.Corp.MyCo.com
10.0.7.46 VistaUltimate.Corp.MyCo.com
10.0.7.47 rex.Corp.MyCo.com
10.0.7.48 android-9d778efbf30c431e.Corp.MyCo.com
10.0.7.49 MYCO-inspironl1.Corp.MyCo.com
10.0.7.49 WIN-HNQ8GOO1RAIl.Corp.MyCo.com
10.0.7.49 winxp64.Corp.MyCo.com
10.0.7.51 android-8704ef52706a5adc.Corp.MyCo.com
10.0.7.52 Vm-jDAVIS-win7.Corp.MyCo.com
10.0.7.53 DEV_2012-CORE.Corp.MyCo.com
10.0.7.53 EXCHANGE2013.Corp.MyCo.com
10.0.7.53 Jamie-PC.Corp.MyCo.com
10.0.7.54 PKWin8.Corp.MyCo.com
10.0.7.55 MYCOpatch.Corp.MyCo.com
10.0.7.56 FTWork-PC.Corp.MyCo.com
10.0.7.57 RANCOR.Corp.MyCo.com
10.0.7.58 Corp.MyCo.com
10.0.7.58 SEPEO2F6D63AE24.Corp.MyCo.com
10.0.7.59 CMHX5D1.Corp.MyCo.com
10.0.7.59 windesktop.Corp.MyCo.com
10.0.7.60 pabuild.Corp.MyCo.com
10.0.7.60 PKWin7Ent.Corp.MyCo.com
10.0.7.61 HVO05.Corp.MyCo.com
10.0.7.61 MYCOdemo.Corp.MyCo.com
10.0.7.62 devwiki.Corp.MyCo.com
10.0.7.63 jim-win7.Corp.MyCo.com
10.0.7.65 MYCO30dev.Corp.MyCo.com
10.0.7.66 HJoel-WIN764.Corp.MyCo.com
10.0.7.67 jaga.Corp.MyCo.com
10.0.7.67 MYCOdemo.Corp.MyCo.com
10.0.7.68 remote.Corp.MyCo.com
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Full Detail Report

NETWORK ASSESSMENT
IP Address Hostname
10.0.7.68 VM-WIN7.Corp.MyCo.com
10.0.7.69 DEVTFS.Corp.MyCo.com
10.0.7.72 Istcorps-iPhone.Corp.MyCo.com
10.0.7.73 Istcorp-PC.Corp.MyCo.com
10.0.7.74 BKRICKEY-win7.Corp.MyCo.com
10.0.7.76 HP2100-0OPS.Corp.MyCo.com
10.0.7.77 myco.Corp.MyCo.com
10.0.7.78 Dell120720.Corp.MyCo.com
10.0.7.82 PSIMPSON-WIN7TEST.Corp.MyCo.com
10.0.7.89 Util01.Corp.MyCo.com
10.0.7.90 Joes-pc.Corp.MyCo.com
10.0.7.91 Win81Ent.Corp.MyCo.com
10.0.7.93 mmayhemON-hp.Corp.MyCo.com
10.0.7.95 android-148fb01dd5773476.Corp.MyCo.com
10.0.7.96 User-PC23.Corp.MyCo.com
172.20.0.4 Corp.MyCo.com
172.20.0.4 DCO02.Corp.MyCo.com
172.20.0.5 Corp.MyCo.com
172.20.0.5 Util01.Corp.MyCo.com
172.20.0.23 Corp.MyCo.com
172.20.0.23 DCO03.Corp.MyCo.com
172.20.1.3 Corp.MyCo.com
172.20.1.3 dc01.Corp.MyCo.com
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4 - Non A/D Devices

This section contains a listing of all devices which were not joined to a domain or workgroup.

Full Detail Report
NETWORK ASSESSMENT

IP Address Computer Name Listening Port(s) Device Type
10.0.7.0 jims02.corp.MyCo.com RDP (3389/TCP)
10.0.7.14 314.corp.MyCo.com
10.0.7.19 slowe-win7.corp.MyCo.com RDP (3389/TCP) Windows 7 Enterprise
10.0.7.30 zboxubuntu.corp.MyCo.com SSH (22/TCP)
10.0.7.45 pitmacmini.corp.MyCo.com SSH (22/TCP), VNC (5900/TCP)
10.0.7.56 ftwork-pc.corp.MyCo.com HTTP (80/TCP), RDP (3389/TCP)
10.0.7.58 sepe02f6d63ae24.corp.MyCo.com |HTTP (80/TCP)
10.0.7.64 FTP (21/TCP), HTTP (80/TCP), Microsoft-115/6.0
HTTPS (443/TCP), RDP (3389/TCP)
10.0.7.70 HTTP (80/TCP), RDP (3389/TCP),
VNC (5900/TCP)
10.0.7.71 RDP (3389/TCP)
10.0.7.76 hp2100-ops.corp.MyCo.com FTP (21/TCP), Telnet (23/TCP), HP ETHERNET MULTI-ENVIRONMENT,ROM
HTTP (80/TCP) G.07.02,JETDIRECT,JD30,EEPROM G.08.49
10.0.7.85 RDP (3389/TCP)
10.0.7.255
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5 - Servers

This section and corresponding sub-sections contain a comprehensive listing of servers by type, which are then categorized by domain or
workgroup membership.

5.1 - MS SQL Servers

No MS SQL servers were discovered.

5.2 - Web Servers

CORP.MYCO.COM

IP Address Web Server Name Listening Port(s) Server Type

10.0.7.20 SE-DAVIS 80/TCP Apache/2.2.21 (Win32) PHP/5.3.8
10.0.7.27 HV02 80/TCP

10.0.7.43 ISA1 80/TCP

10.0.7.44 JIM-WIN8 80/TCP, 443/TCP Apache/2.4.7 (Win32) OpenSSL/0.9.8y PHP/5.4.22
10.0.7.57 RANCOR 80/TCP

10.0.7.60 PABUILD 80/TCP

10.0.7.62 DEVWIKI 80/TCP Apache/2.0.55 (Win32) PHP/5.1.2
10.0.7.63 JIM-WIN7 80/TCP Microsoft-11S/7.5

10.0.7.65 MYCO30DEV 80/TCP, 443/TCP, 8080/TCP Microsoft-11S/5.0

10.0.7.66 HJOEL-WIN764 80/TCP Microsoft-115/6.0

10.0.7.67 JAGA 80/TCP, 8080/TCP Microsoft-115/6.0

10.0.7.69 DEVTFS 80/TCP, 8080/TCP

10.0.7.75 DEVWIKI 80/TCP Apache/2.0.55 (Win32) PHP/5.1.2
10.0.7.77 MYCO 80/TCP Microsoft-115/8.0

10.0.7.100 PABUILD 80/TCP
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Full Detail Report

NETWORK ASSESSMENT
No Domain
IP Address Web Server Name Listening Port(s) Server Type
10.0.7.56 FTWORK-PC 80/TCP
10.0.7.58 SEPEO2F6D63AE24 80/TCP
10.0.7.64 80/TCP, 443/TCP Microsoft-115/6.0
10.0.7.70 80/TCP
10.0.7.76 HP2100-0OPS 80/TCP HTTP/1.0

5.3 - Time Servers

CORP.MYCO.COM

Time Server Name IP Address
DCO1 172.20.1.3
5.4 - Exchange Servers

CORP.MYCO.COM

Exchange Server Name Type

MYCO-ATL-EXCHTKT

Exchange 2007

MYCO-ATL-EXTEST

Exchange 2007

5.5 - DHCP Servers

CORP.MYCO.COM

IP Address(es) Server Name

Errors (last 24 hours)

fe80::c479:f74:16d0:1a95%16, | dcO1.corp.MyCo.com
172.20.1.3,10.0.1.3
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Full Detail Report

NETWORK ASSESSMENT
IP Address(es) Server Name Errors (last 24 hours)
10.0.1.62 hv2012-
1.corp.MyCo.com
10.0.1.69 storageO1l.pit.com

5.6 - Hyper-V Servers

CORP.MYCO.COM

Host Hyper-V Guest Information
Name State Operating System Notes

HV03 Jims02 Running Windows 7 Enterprise
Joes-pc Running Windows 8 Enterprise
pSIMPSON-win7test  |Running Windows 7 Professional
SharePoint-01 Running Windows Server 2012 Datacenter
SUPP-DCO1 Running Windows Server 2012 R2 Datacenter |Support DCO1 - external to screen connect server.
utilol Running Windows Server 2008 R2 Datacenter
MELKINS-shenkwin7 | Off
QB02 Off

HV04 Cheetara Running Microsoft Windows Server 2003
Claudis2 Running Microsoft Windows Server 2003
DEV1DC1 Running Windows Server 2008 R2 Enterprise
DEV2003-DC Running Microsoft Windows Server 2003
DEV2003-EXCH Running Microsoft Windows Server 2003
DEV-2012-CORE Running Hyper-V Server 2012
DevPX Running
DevWiki Running Microsoft Windows Server 2003
DevXP Running Microsoft Windows XP
ISA1 Running Microsoft Windows Server 2003 R2
JAGA Running Microsoft Windows Server 2003
jim-win7 Running Windows 7 Enterprise
Krang Running Microsoft Windows Server 2003
mp33 Running Windows Server 2008 R2 Standard
MYCO-ATL-Core Running Microsoft Windows Server 2003 R2
MYCOPatch Running
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Full Detail Report
NETWORK ASSESSMENT

Host

Hyper-V Guest Information

Name State Operating System Notes
Old Quix Running

Omega Running Microsoft Windows Server 2003

PABuild Running Microsoft Windows Server 2003

Remote Running

Soundwave Running Microsoft Windows Server 2003

DevTFS (Moved to Off

HVO01)

Exch-2003 Off

Fedora-1 Off
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6 - Printers

This section contains a listing of all printers categorized by a combination of domain or workgroup membership and method of access. Alerts for
SNMP-enabled printers are also displayed in red.

CORP.MYCO.COM (from WMI)

IP Address Printer Name Accessed From Location Comment
10.0.7.74 Brother MFC-9320CW Printer | BKRICKEY-WIN7
10.0.7.29 Brother MFC-9320CW MARKETING-1
10.0.7.29 Brother-MFC9320 CW MARKETING-1
10.0.7.29 HP Officejet Pro 8600 Plus MARKETING-1
10.0.7.29 HP Officejet Pro K8600 Series | MARKETING-1
10.0.7.29 HP Officejet Pro K8600 Series | MARKETING-1
(Copy 1)
10.0.7.31 hp LaserJet 1320 PCL 5 MmayhemON1
10.0.7.57 Brother MFC-9320CW Printer |RANCOR
10.0.7.20 HP Officelet K60 SE-DAVIS
10.0.6.0 Brother MFC-9320CW Printer |SLOWE-WINS8
10.0.6.0 HP Officejet Pro 8600 SLOWE-WIN8
No Domain (from WMI)
IP Address Printer Name Accessed From Location Comment
10.0.7.19 Brother MFC-9320CW Printer |slowe-win7.corp.MyCo.com
10.0.7.19 HP Officejet Pro 8600 slowe-win7.corp.MyCo.com
10.0.7.19 HP Officejet Pro 8600 slowe-win7.corp.MyCo.com
(Network)
Networked (from SNMP)
IP Address Printer Name Hostname Description Alerts
10.0.7.76 HP LaserJet 2100 Series hp2100-ops.corp.MyCo.com |HP ETHERNET MULTI-

ENVIRONMENT,ROM
G.07.02,JETDIRECT,JD30,EEPROM
G.08.49
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CORP.MYCO.COM (from Shares)

Full Detail Report

NETWORK ASSESSMENT

Shared Printer User/Group Share Permissions
Full Control |Change Read
\\SE-DAVIS\K60_on_jim PIT\JDAVIS v v v
(HP Officelet K60,LocalsplOnly) Everyone ‘/ ‘/ ‘/
BUILTIN\Administrators v v v
\\SLOWE-WIN8\Brother MFC-9320CW Printer PIT\eHAMMOND v v v
(Brother MFC-9320CW Printer,LocalsplOnly) Everyone ‘/ ‘/ ‘/
APPLICATION PACKAGE AUTHORITY\ALL APPLICATION v v v
PACKAGES
BUILTIN\Administrators v v v
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7 - Network Shares

Full Detail Report
NETWORK ASSESSMENT

This section contains a listing of all network shares categorized first by domain or workgroup membership, and then by machine.

CORP.MYCO.COM

Hosted By

Share UNC

BKRICKEY-WIN7

\\BKRICKEY-WIN7\ADMINS, \\BKRICKEY-WIN7\CS, \\BKRICKEY-WIN7\DS, \\BKRICKEY-WIN7\IPCS,
\\BKRICKEY-WIN7\Temp

DAVIS-XP \\DAVIS-XP\ADMINS, \\DAVIS-XP\CS, \\DAVIS-XP\IPCS

DCO1 \\DCO1\ADMINS, \\DCO01\CS, \\DCO1\IPCS, \\DCO1\NETLOGON, \\DCO1\SYSVOL

DCO02 \\DC02\ADMINS, \\DC02\CS, \\DC02\IPCS, \\DCO2\NETLOGON, \\DC02\SYSVOL

DCO03 \\DCO3\ADMINS, \\DCO03\CS, \\DCO03\IPCS, \\DCO3\NETLOGON, \\DC03\SYSVOL

DEV_2012-CORE \\DEV_2012-CORE\ADMINS, \\DEV_2012-CORE\CS, \\DEV_2012-CORE\IPCS

DEVTFS \\DEVTFS\ADMINS, \\DEVTFS\CS, \\DEVTFS\IPCS

DEVWIKI \\DEVWIKNADMINS, \\DEVWIKI\CS, \\DEVWIKI\DS, \\DEVWIKI\IPCS, \\DEVWIKI\dev

FILE2012-1 \\FILE2012-1\ADMINS, \\FILE2012-1\CS, \\FILE2012-1\DS, \\FILE2012-1\IPCS

HVO1 \\HVO1\ADMINS, \\HVO01\CS, \\HVO1\HS, \\HVO1\IPCS$

HV02 \\HV02\ADMINS, \\HV02\CS, \\HVO02\HS, \\HVO02\IPCS$

HVO03 \\HVO03\ADMINS, \\HV03\CS, \\HVO3\HS, \\HVO3\IPCS

HV04 \\HVO4\ADMINS, \\HV04\CS, \\HV04\HS, \\HVO04\IPCS, \\HV04\Temp

HVO05 \\HVO5\ADMINS, \\HVO05\CS, \\HVO5\HS, \\HVO5\IPCS

JAGA \\WAGA\ADMINS, \\JAGA\Address, \\JAGA\CS, \\JAGA\DbBackups, \\JAGA\ES, \\JAGA\IPCS,
\WAGA\JAGA.LOG, \\JAGA\Pandora, \\JAGA\ResourcesS, \\JAGA\Share, \\JAGA\TemplatesBackups,
\\MJAGA\vbscript

JIM-WIN7 \\JIM-WIN7\ADMINS, \\JIM-WIN7\CS, \\JIM-WIN7\IPCS

JIM-WIN8 \\JIM-WINS\ADMINS, \\JIM-WIN8\CS, \\JIM-WIN8\IPCS, \\JIM-WIN8\print$

JOES-PC \\JOES-PC\ADMINS, \\JOES-PC\CS, \\JOES-PC\IPCS

MARKETING-1 \\MARKETING-1\ADMINS, \\MARKETING-1\CS, \\MARKETING-1\IPCS

MELKINS-HP \\MELKINS-HP\ADMINS, \\MELKINS-HP\CS, \\MELKINS-HP\IPCS

MmayhemON1 \\MmayhemON1\ADMINS, \\MmayhemON1\CS, \\MmayhemON1\DS, \\MmayhemON1\IPCS

MWEST-WIN864

\\MWEST-WIN864\ADMINS, \\MWEST-WIN864\CS, \\MWEST-WIN864\IPCS, \\MWEST-
WIN864\Share, \\MWEST-WIN864\print$S, \\MWEST-WIN864\xdrive

MYCO30DEV

\\MYCO30DEV\ADMINS, \\MYCO30DEV\CS, \\MYCO30DEV\IPCS, \\MYCO30DEV\SourceSafe,
\\MYCO30DEV\c drive

MYCO-ATL-CORE

\\MYCO-ATL-CORE\ADMINS, \\MYCO-ATL-CORE\CS, \\MYCO-ATL-CORE\IPC$
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NETWORK ASSESSMENT

Hosted By Share UNC

MYCOROOTAUTH \\MYCOROOTAUTH\ADMINS, \\MYCOROOTAUTH\CS, \\MYCOROOTAUTH\CertEnroll,
\\MYCOROOTAUTH\IPCS

OPS001 \\OPS001\ADMINS, \\OPS001\CS, \\OPS001\IPCS

PABUILD \\PABUILD\ADMINS, \\PABUILD\CS, \\PABUILD\Excelsior, \\PABUILD\IPCS, \\PABUILD\MYCO Builds,
\\PABUILD\MYCOBuild, \\PABUILD\Update Services 3.0 API Samples and Tools, \\PABUILD\local,
\\PABUILD\share

PKWin8 \\PKWin8\ADMINS, \\PKWin8\CS, \\PKWin8\IPCS

PSIMPSON1 \\PSIMPSON1\ADMINS, \\PSIMPSON1\CS, \\PSIMPSON1\IPCS$

PSIMPSON-WIN764

\\PSIMPSON-WIN764\ADMINS, \\PSIMPSON-WIN764\CS, \\PSIMPSON-WIN764\IPCS, \\PSIMPSON-
WIN764\print$S

PSIMPSON-WIN7TEST

\\PSIMPSON-WIN7TEST\ADMINS, \\PSIMPSON-WIN7TEST\CS, \\PSIMPSON-WIN7TEST\IPCS

RANCOR \\RANCOR\ADMINS, \\RANCOR\CS, \\RANCOR\CDROM, \\RANCOR\IPCS, \\RANCOR\download,
\\RANCOR\print$, \\RANCOR\tfs

REX \\REX\ADMINS, \\REX\CS, \\REX\DS, \\REX\FS, \\REX\GS, \\REX\IPCS, \\REX\TW32, \\REX\TW32 bin,
\\REX\csharp bin, \\REX\download, \\REX\nda-images, \\REX\pw bundles, \\REX\redist,
\\REX\rfshare, \\REX\soucesafe, \\REX\soucesafe2, \\REX\systray

SE-DAVIS \\SE-DAVIS\ADMINS, \\SE-DAVIS\CS, \\SE-DAVIS\DS, \\SE-DAVIS\IPCS, \\SE-DAVIS\K60_on_jim, \\SE-

DAVIS\QS, \\SE-DAVIS\Users, \\SE-DAVIS\print$

SHAREPOINT-01

\\SHAREPOINT-01\ADMINS, \\SHAREPOINT-01\Analytics_b59¢c619¢c-c655-49ec-999b-90d7c8f05e69,
\\SHAREPOINT-01\CS, \\SHAREPOINT-01\ES, \\SHAREPOINT-01\IPCS, \\SHAREPOINT-
01\gthrsvc_b59c619c¢c-c655-49ec-999b-90d7c8f05e69-crawl-0

SLOWE-WIN8 \\SLOWE-WIN8\ADMINS, \\SLOWE-WIN8\Brother MFC-9320CW Printer, \\SLOWE-WIN8\CS,
\\SLOWE-WIN8\IPCS, \\SLOWE-WIN8\print$

SPIELOAU \\SPIELOAUNADMINS, \\SPIELOAU\CS, \\SPIELOAU\IPCS

SQL2012-01 \\SQL2012-01\ADMINS, \\SQL2012-01\C$, \\SQL2012-01\ES, \\SQL2012-01\IPCS

STORAGEO1 \\STORAGEO01\ADMINS, \\STORAGEO1\CS, \\STORAGEO1\CertEnroll, \\STORAGEO1\ClientApps,
\\STORAGEO1\Common, \\STORAGE01\D$, \\STORAGEO1\ES, \\STORAGEO1\ETemp,
\\STORAGEO1\FS$, \\STORAGEO1\IPCS, \\STORAGEO1\ISO, \\STORAGEO1\NSO01,
\\STORAGE01\OldCommon, \\STORAGEO1\REMINST, \\STORAGEO1\Temp

TANDEM \\TANDEM\ADMINS, \\TANDEM\CS, \\TANDEM\ES, \\TANDEM\Explorer, \\TANDEM\IPCS,
\\TANDEM\Intel, \\TANDEM\Share, \\TANDEM\publish

UTILO1 \\UTILOI\ADMINS, \\UTILOI\CS, \\UTILOI\IPCS, \\UTILOI\NETLOGON, \\UTILO1\SYSVOL

UTIL12 \\UTIL12\ADMINS, \\UTIL12\CS, \\UTIL12\IPCS

No Domain
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slowe-win7.corp.MyCo.com \\10.0.7.19\ADMINS, \\10.0.7.19\CS, \\10.0.7.19\DS, \\10.0.7.19\IPCS, \\10.0.7.19\accounting
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This section contains a listing of major applications with corresponding version numbers and number of computers the application was detected
on. Applications that appear on more than 3 computers are highlighted for easy recognition.

CORP.MYCO.COM

Windows Applications

Application Name Version # Computers |Computers

7-Zip 9.20 2 | PSIMPSON1, PSIMPSON-WIN764
7-Zip 9.20 (x64 edition) 9.20 7 | JIM-WIN8, MWEST-WIN864, PSIMPSON-WIN764, ...
AAAmMarcusus8 0.0 1|REX

Acrobat.com 2.0 1| MmayhemON1

Active Directory Rights Management Services Client 2.0 1.0 1|DEVTFS

Active Directory Rights Management Services Client 2.1 1.0 1 |SHAREPOINT-01

ActivePerl 5.12.3 Build 1204 (64-bit) 5.12 1|REX

Adam Instance ISASTGCTRL 1/ISA1

Adobe Acrobat 9 Pro - English, Frangais, Deutsch 9.1 1|SLOWE-WINS8

Adobe Acrobat 9 Pro - English, Frangais, Deutsch 9.2 1|PSIMPSON-WIN764

Adobe Acrobat 9.1.2 - CPSID_49166 1|SLOWE-WIN8

Adobe Acrobat 9.2.0 - CPSID_50026 1| PSIMPSON-WIN764

Adobe Acrobat 9.4.7 - CPSID_83708 1| SE-DAVIS

Adobe Acrobat XI Pro 11.0 1| MmayhemON1

Adobe AIR 1.5 3 JIM-WIN8, RANCOR, SE-DAVIS
Adobe AIR 2.0 1|PSIMPSON1

Adobe AIR 2.5 1|REX

Adobe AIR 2.7 1| TANDEM

Adobe AIR 3.1 1| MmayhemON1

Adobe AIR 4.0 1|SLOWE-WIN8

Adobe Community Help 3.0 4| JIM-WIN8, RANCOR, SE-DAVIS, ...
Adobe Creative Suite 4 Master Collection 4.0 1|SE-DAVIS

Adobe Creative Suite 5 Master Collection 5.0 4| JIM-WIN8, RANCOR, SE-DAVIS, ...
Adobe Dreamweaver CS5.5 11.5 1| MmayhemON1

Adobe Dreamweaver CS6 12 1| MmayhemON1

Adobe Flash Player 10 ActiveX 10.0 1| MYCO30DEV

Adobe Flash Player 10 ActiveX 10.1 2 | JIM-WINS, RANCOR

Adobe Flash Player 10 ActiveX 10.3 1| PSIMPSON1
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Adobe Flash Player 10 Plugin 10.1 4 | PSIMPSON1, JIM-WINS8, RANCOR, SE-DAVIS, ...
Adobe Flash Player 11 ActiveX 11.1 2 | MmayhemON1, STORAGEO1
Adobe Flash Player 11 ActiveX 11.9 1/ TANDEM
Adobe Flash Player 11 ActiveX 64-bit 11.2 1| SE-DAVIS
Adobe Flash Player 11 Plugin 11.4 1| PSIMPSON-WIN764
Adobe Flash Player 11 Plugin 11.6 1| RANCOR
Adobe Flash Player 12 ActiveX 12.0 3| BKRICKEY-WIN7, MARKETING-1, REX
Adobe Flash Player 12 Plugin 12.0 2 | BKRICKEY-WIN7, MARKETING-1
Adobe Help Manager 4.0 1| MmayhemON1
Adobe Media Player 1.8 4| JIM-WIN8, RANCOR, SE-DAVIS, ...
Adobe Photoshop 5.0 Limited Edition 5.0 1| MmayhemON1
Adobe Reader 9.1 9.1 1| MmayhemON1
Adobe Reader X (10.1.0) 10.1 1| TANDEM
Adobe Reader X (10.1.4) 10.1 1| REX
Adobe Reader X (10.1.9) 10.1 1| BKRICKEY-WIN7
Adobe Reader X1 (11.0.05) 11.0 1| MARKETING-1
Adobe Reader X1 (11.0.06) 11.0 3 JIM-WINS8, PSIMPSON1, SLOWE-WIN8
Adobe Widget Browser 2.0 Build 230 1| MmayhemON1
Advanced IP Scanner 2.1 1| SE-DAVIS
AMD Catalyst Install Manager 8.0 4 | PSIMPSON-WIN764, RANCOR, REX, TANDEM, ...
Android SDK Tools 1.16 1|REX
AnyBizSoft PDF Converter (Build 2.5.0) 1| PSIMPSON1
Apache HTTP Server 2.0.55 2.0 1| DEVWIKI
Apache HTTP Server 2.2.21 2.2 1|SE-DAVIS
Apache Tomcat 4.1 (remove only) 1/ MYCO30DEV
Apache Tomcat 7.0.22 1| TANDEM
Apex APl 10.0 C# Samples 10.0 1| RANCOR
AppFabric 1.1 for Windows Server 1.1 2 | DEVTFS, SHAREPOINT-01
Apple Application Support 1.5 1| PSIMPSON1
Apple Application Support 2.3 3 | MmayhemON1, DAVIS-XP, OPS001
Apple Mobile Device Support 3.4 1/ PSIMPSON1
Apple Mobile Device Support 6.1 1| MmayhemON1
Apple Software Update 2.1 5 | DAVIS-XP, MmayhemON1, OPS001, ...
Assessment and Deployment Kit 8.59 1|STORAGEO1
Asunsoft Windows Password Reset Advanced 4.0 1| PSIMPSON-WIN764
ATI Display Driver 1| MYCO30DEV
Autolt v3.3.6.1 1| SE-DAVIS
AWS Tools for Windows 3.2 1/ RANCOR

2

BCM V.92 56K Modem

JAGA, MYCO30DEV
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Belarc Advisor 8.4 8.4 1/ TANDEM
Bing Bar 7.0 1| MmayhemON1
BlackBerry Device Communication Components 1.2 1|SE-DAVIS
Bomgar Representative Client [nsremote.WESTridge.com] 7 | JIM-WIN8, MWEST-WIN864, PSIMPSON]1, ...
Bonjour 2.0 1|PSIMPSON1
Bonjour 3.0 2 | MmayhemON1, PSIMPSON-WIN764
Broadcom Drivers and Management Applications 14.2 1|STORAGEO1
Broadcom Management Programs 1/JAGA
Broadcom NetXtreme Il Driver Installer 15.6 2| HVO03, HV04
Brother MFL-Pro Suite MFC-9320CW 2.0 2 | MELKINS-HP, SE-DAVIS
Brother MFL-Pro Suite MFC-9320CW 3.0 1| PSIMPSON-WIN764
Bueno Chrome Toolbar 2 | DAVIS-XP, OPS001
buenosearch toolbar 1.8 2 | DAVIS-XP, OPS001
BurnAware Free 6.8 1| PSIMPSON-WIN764
ByteSphere OiDVIEW 6.0 1|REX
Camtasia Studio 5 5.1 1/ TANDEM
Camtasia Studio 7 7.1 3| DAVIS-XP, OPS001, SLOWE-WIN8
CCleaner 4.00 1| BKRICKEY-WIN7
CCleaner 4.10 1| SLOWE-WIN8
CCleaner (remove only) 1[/JAGA
CDBurnerXP 4.3 1| PSIMPSON1
CDBurnerXP 4.5 1|SE-DAVIS
Chaver-ware 4 4 1| MmayhemON1
Chaver-ware 5 5.8 1| MmayhemON1
CheckNique - Duplex Image MICR 3.0 1| PSIMPSON1
Cisco AnyConnect VPN Client 2.5 3| PSIMPSON-WIN764, RANCOR, SE-DAVIS
Cisco Systems VPN Client 5.0.01.0600 5.0 1| PSIMPSON1
Cisco Systems VPN Client 5.0.07.0290 5.0 2 | SE-DAVIS, TANDEM
Cisco WebEx Meetings 3 1JIM-WIN8, MmayhemON1, TANDEM
Citrix Online Launcher 1.0 8 | MARKETING-1, MWEST-WIN864, BKRICKEY-WIN7, JIM-
WIN8, MELKINS-HP, PSIMPSON-WIN764, RANCOR, ...
Citrix online plug-in - web 12.0 1| SE-DAVIS
Citrix Presentation Server Client - Web Only 10.100 1/ PSIMPSON1
Citrix Receiver 13.4 1| PSIMPSON-WIN764
Compatibility Pack for the 2007 Office system 12.0 1| REX
ConnectWise Internet Client 12.2 4 | PSIMPSON1, RANCOR, REX, ...
ConnectWise Internet Client 8.1 1|SE-DAVIS
ConnectWise Internet Client 64-bit 12.2 2 | PSIMPSON-WIN764, RANCOR
ConnectWise Internet Client 64-bit 13.4 1/JIM-WIN8
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Coupon Printer for Windows 5.0 1| PSIMPSON1
Crystal Reports Basic for Visual Studio 2008 10.5 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
CrystalDiskMark 3.0.3a 3.0 1| FILE2012-1
CutePDF Professional 3.6 (Evaluation) 1/ RANCOR
CutePDF Writer 2.8 1|SE-DAVIS
CutePDF Writer 3.0 3.0 1|/ RANCOR
D-Link DWA-130 Wireless N USB Adapter 1| SE-DAVIS
D-Link DWA-131 Wireless N Nano USB Adapter 1| REX
DAEMON Tools 3.47 1/ MYCO30DEV
DAEMON Tools Lite 4.47 2 | PSIMPSON-WIN764, REX
DAEMON Tools Lite 4.48 1| MARKETING-1
DAEMON Tools Toolbar 1.1 1| REX
DameWare SSH Client for Windows 1.0 1/ REX
Data Lifeguard Diagnostic for Windows 1.24 1/ RANCOR
Debugging Tools for Windows 6.6 1|/ MYCO30DEV
Debugging Tools for Windows (x64) 6.12 1| SE-DAVIS
Debut Video Capture Software 1.88 2 | DAVIS-XP, OPS001
Dell OpenManage 3.6 2 | DEVWIKI, JAGA
Dell OpenManage Array Manager 2 | DEVWIKI, JAGA
Dell OpenManage Systems Management Software (64-Bit) 7.3 5| HV01, HV02, HVO03, ...
Delta Chrome Toolbar 1| SE-DAVIS
deskPDF 2.5 Professional Edition 1/ RANCOR
DiskMark 1.0.0.7 1.0 1|/ RANCOR
Download Updater (AOL Inc.) 1| TANDEM
DVD Shrink 3.2 1| PSIMPSON-WIN764
EaseUS Partition Master 9.2.2 1| REX
EditiX-Free XML Editor free-2008-sp2 1| REX
Entity Framework Tools for Visual Studio 2013 12.0 1| RANCOR
ExamDiff 1.9 (Build 1.9.0.1) 1.9 1| SE-DAVIS
ExamDiff 1.9 (Build 1.9.0.2) 1.9 1/JIM-WIN8
Excelsior Agent 2.1 6| JAGA, DEVWIKI, HV03, JIM-WINS, ...
Excelsior Explorer 2.1 1|JAGA
Excelsior Explorer 3.0 6 | PSIMPSON1, REX, JIM-WIN8, MELKINS-HP, SE-DAVIS, ...
Excelsior Explorer 2014 2 | PSIMPSON-WIN764, TANDEM
ExcelsiorGateway 2.1 4 |HVO04, PSIMPSON1, REX, ...
Express Scribe 5.59 1| PSIMPSON-WIN764
ExtraPutty 0.22 0.22 1| PSIMPSON-WIN764
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ffdshow v1.2.4422 [2012-04-09] 1.2 1|REX
Fiddler 2.4 1|REX
Fiddler Syntax-Highlighting Addons 1| REX
Fiddler2 1| RANCOR
File Type Assistant 1/ RANCOR
FileOpen Client 3.0 1| PSIMPSON1
FileZilla Client 3.3.0.1 3.3 1| MmayhemON1
FileZilla Client 3.3.5.1 3.3 1|PSIMPSON1
FileZilla Client 3.5.0 3.5 1|REX
FileZilla Client 3.6.0 3.6 1| TANDEM
FileZilla Client 3.6.0.2 3.6 1| SE-DAVIS
FileZilla Client 3.7.4.1 3.7 1/JIM-WIN8
Final Media Player 2011 1/ RANCOR
First Backup 6.8 1| MmayhemON1
foghorn Agent 2.0 12 | JAGA, HVO03, HV04, JIM-WINS, ...
foghorn Server 1.00 1|JAGA
FortiClient SSL VPN v3.0.387 3.0 1/ PSIMPSON1
FortiClient SSL VPN v4.0.2012 4.0 1|SE-DAVIS
Foxit PDF Editor 2.2 1|REX
Foxit Reader 4.3 1/ RANCOR
Foxit Reader 6.1 1| MELKINS-HP
Free Games 111 3.0 1|REX
Free Script Editor 3.0 1| MELKINS-HP
fst_us_14 2 | DAVIS-XP, OPS001
Getif 2.3.1 3 MYCO30DEV, PSIMPSON1, PSIMPSON-WIN764
GFI Business Agent 6.0 1|SLOWE-WIN8
GFI Business Agent 6.2 1| BKRICKEY-WIN7
GFI Micro Installer 6.0 1/ MYCO30DEV
GIMP 2.6.11 2.6 1| RANCOR
GIMP 2.8.2 2.8 1| MWEST-WIN864
GIMP 2.8.6 2.8 1| TANDEM
Google Chrome 33.0 11 | DAVIS-XP, JIM-WINS, JOES-PC, ...
Google Data API SDK 1.7 2| RANCOR, REX
Google Earth 7.1 1|/ RANCOR
Google Talk (remove only) 1| SE-DAVIS
Google Talk Plugin 4.9 1|SLOWE-WIN8
Google Toolbar for Internet Explorer 1.0 2 | PSIMPSON1, REX
GoToAssist Corporate 9.1 1|SE-DAVIS
GPL Ghostscript 9.05 1|SE-DAVIS
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Greenbone Security Desktop 1| REX
Greenbone-Desktop-Suite 1.2.1 1.2 1| REX
Grindstone 2 1|/ RANCOR
GTK2-Runtime 2.22 1|REX
Haali Media Splitter 1| REX
HM NIS Edit 2.0.3 2.0 1|REX
HP Officejet Pro 8600 Basic Device Software 28.0 1|SLOWE-WIN8
HP Officejet Pro 8600 Help 28.0 1| SLOWE-WIN8
HP Officejet Pro 8600 Product Improvement Study 28.0 1|SLOWE-WIN8
HP Update 5.003 1| SLOWE-WIN8
HSR Toolkit 1| MmayhemON1
HTML Help Workshop 1|SE-DAVIS
HxD Hex Editor version 1.7.7.0 1.7 2 | REX, TANDEM
Hyper-V Integration Services (version 6.2.9200.16384) 3.9200 4 | DEVWIKI, ISA1, JAGA, ...
I.R.I.S. OCR 12.3 1| SLOWE-WIN8
iCloud 2.1 1| MmayhemON1
iCloud 3.0 1| PSIMPSON-WIN764
IIS 8.0 Express 8.0 1| RANCOR
IIS Express Application Compatibility Database for x64 1/ RANCOR
IIS Express Application Compatibility Database for x86 1/ RANCOR
iLivid 1.92 1|SE-DAVIS
InReView eDiscovery 2 | MmayhemON1, TANDEM
Intel(R) Control Center 1.2 1/ REX
Intel(R) LAN Adapters SNMP Agent 1.00 1| DEVWIKI
Intel(R) Management Engine Components 9.0 1| REX
Intel(R) PRO Ethernet Adapter and Software 1/ MYCO30DEV
Intel(R) PRO Network Connections Drivers 1| DEVWIKI
Intel(R) Processor Graphics 10.18 1/JIM-WIN8
Intel(R) Processor Graphics 9.17 3| MWEST-WIN864, DAVIS-XP, OPS001
Intel(R) Small Business Advantage 2.0 1| REX
Intel(R) Smart Connect Technology 4.0 x64 4.0 1/ REX
Intel(R) Smart Connect Technology 4.1 x64 4.1 1/ RANCOR
Intel(R) USB 3.0 eXtensible Host Controller Driver 2.5 1/ REX
Ipswitch Dashboard 1.0.2 1.02 1/JIM-WIN7
Ipswitch TFTP Server 1.0 1[JIM-WIN7
Ipswitch WhatsUp Gold v16.2.1 16.2 1/JIM-WIN7
IrfanView (remove only) 4.30 1/ TANDEM
IrfanView (remove only) 4.32 1|SE-DAVIS
iTunes 10.3 1| PSIMPSON1
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iTunes 11.0 1| MmayhemON1

J2SE Development Kit 5.0 Update 13 1.5 1|JAGA

J2SE Runtime Environment 5.0 Update 13 1.5 1/JAGA

Jarx 1.2 1|REX

Java 2 Runtime Environment, SE v1.4.2_06 1.4 1/ MYCO30DEV

Java 2 SDK, SE v1.4.2_06 1.4 1/ MYCO30DEV

Java 7 Update 17 7.0 1|SE-DAVIS

Java 7 Update 40 7.0 1| TANDEM

Java 7 Update 45 7.0 3|JIM-WINS8, PSIMPSON-WIN764, REX

Java 7 Update 51 7.0 3| PKWin8, RANCOR, SLOWE-WIN8

Java SE Development Kit 7 Update 4 (64-bit) 1.7 2 | RANCOR, REX

Java(TM) 6 Update 23 6.0 1| MmayhemON1

Java(TM) 6 Update 23 (64-bit) 6.0 1 RANCOR

Java(TM) 6 Update 31 6.0 1/ PSIMPSON1

Java(TM) 6 Update 33 (64-bit) 6.0 1| TANDEM

Java(TM) 7 Update 4 (64-bit) 7.0 2| RANCOR, REX

Java(TM) SE Development Kit 6 Update 23 (64-bit) 1.6 1|/ RANCOR

Java(TM) SE Development Kit 6 Update 31 (64-bit) 1.6 1/ TANDEM

Java(TM) SE Development Kit 7 Update 1 (64-bit) 1.7 1/ RANCOR

JavaFX 2.1.0 (64-bit) 2.1 2 | RANCOR, REX

JavaFX 2.1.0 SDK (64-bit) 2.1 2| RANCOR, REX

JavaFX 2.1.1 2.1 1| PSIMPSON-WIN764

JetBrains dotPeek 1.0 1.0 1/ RANCOR

Juniper Networks Network Connect 6.2.0 6.2 1| PSIMPSON1

Juniper Networks Network Connect 6.4.0 6.4 3 | PSIMPSON-WIN764, REX, SE-DAVIS

Juniper Networks Setup Client Activex Control 2.0 2 | JIM-WINS8, PSIMPSON-WIN764

Kerio Outlook Connector (Offline Edition) 8.1 1/ PSIMPSON1

Kerio Updater Service 1.2 1| PSIMPSON1

Kernel for OST to PST ver 11.07.01 1| PSIMPSON-WIN764

LinuxLive USB Creator 2.8 1|REX

LiveUpdate 1.80 (Symantec Corporation) 1.80 1/ MYCO30DEV

LogMeln 4.1 5| PSIMPSON1, TANDEM, REX, MWEST-WIN864, PSIMPSON-
WIN764, ...

Macromedia Dreamweaver MX 2004 7.0 1| MmayhemON1

Macromedia Extension Manager 1.5 1/ MmayhemON1

Magical Jelly Bean KeyFinder 2.0 1| REX

Mail.dll 3.0 1|REX

Malwarebytes Anti-Malware version 1.62.0.1300 1.62 1| REX

Malwarebytes Anti-Malware version 1.75.0.1300 1.75 1| MARKETING-1

MessagingToolkit QRCode 1.3 1/ RANCOR
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Microsoft .NET Compact Framework 2.0 SP2 2.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft .NET Compact Framework 3.5 3.5 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft .NET Framework 1.1 1| MYCO30DEV

Microsoft .NET Framework 2.0 Service Pack 1 2.1 1|/ MYCO30DEV

Microsoft .NET Framework 2.0 Service Pack 2 2.2 3|ISA1, JAGA, MYCO-ATL-CORE

Microsoft .NET Framework 3.0 Service Pack 2 3.2 3|ISA1, JAGA, MYCO-ATL-CORE

Microsoft .NET Framework 3.5 SP1 4|1SA1, JAGA, MmayhemON]1, ...

Microsoft .NET Framework 4 Client Profile 4.0 6 | JIM-WIN7, MmayhemON1, SE-DAVIS, REX, ...
Microsoft .NET Framework 4 Extended 4.0 5| JIM-WIN7, MmayhemON1, SE-DAVIS, REX, ...
Microsoft .NET Framework 4 Multi-Targeting Pack 4.0 4 | DEVTFS, MWEST-WIN864, RANCOR, ...
Microsoft .NET Framework 4.5 4.5 1| PSIMPSON-WIN7TEST

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5 1| RANCOR

Microsoft .NET Framework 4.5 SDK 4.5 1|/ RANCOR

Microsoft .NET Framework 4.5.1 4.5 3 | BKRICKEY-WIN7, MARKETING-1, PSIMPSON1
Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5 1|/ RANCOR

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 45 1/ RANCOR

Microsoft Application Virtualization Desktop Client 4.6 1| SE-DAVIS

Microsoft ASP.NET 2.0 AJAX Extensions 1.0 1.0 1| MWEST-WIN864

Microsoft ASP.NET 2.0 AJAX Templates for Visual Studio 2008 2.0 1| MWEST-WIN864

Microsoft ASP.NET MVC 1.0 1.0 1|REX

Microsoft ASP.NET MVC 2 2.0 2 | MWEST-WIN864, RANCOR

Microsoft ASP.NET MVC 2 - Visual Studio 2008 Tools 2.0 1|/ RANCOR

Microsoft ASP.NET MVC 2 - Visual Studio 2010 Tools 2.0 1|/ RANCOR

Microsoft ASP.NET MVC 2 - VWD Express 2010 Tools 2.0 1|/ RANCOR

Microsoft ASP.NET MVC 3 3.0 1| RANCOR

Microsoft ASP.NET MVC 3 - Visual Studio 2010 Tools Update 3.0 1/ RANCOR

Microsoft ASP.NET MVC 3 - VWD Express 2010 Tools Update 3.0 1| RANCOR

Microsoft ASP.NET Web Pages 1.0 1|/ RANCOR

Microsoft ASP.NET Web Pages - Visual Studio 2010 Tools 1.0 1| RANCOR

Microsoft ASP.NET Web Pages - VWD Express 2010 Tools 1.0 1/ RANCOR

Microsoft Baseline Security Analyzer 2.2 2.2 5|DCO01, REX, SE-DAVIS, ...

Microsoft Baseline Security Analyzer 2.3 2.3 2 | JIM-WIN8, SLOWE-WIN8

Microsoft CCR and DSS Runtime 2008 R3 2.2 2 | DEVTFS, SHAREPOINT-01

Microsoft Device Emulator (64 bit) version 3.0 - ENU 9.0 4 | MARKETING-1, MWEST-WIN864, REX, ...
Microsoft Document Explorer 2005 5| MWEST-WIN864, MYCO30DEV, RANCOR, ...
Microsoft Document Explorer 2008 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft Exchange 1/JAGA

Microsoft Exchange Web Services Managed API 1.1 14.2 1| REX

Microsoft Exchange Web Services Managed APl 1.2.1 14.3 1| RANCOR
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Microsoft GPMC Sample Scripts 1.0 2 | REX, SE-DAVIS

Microsoft Help Viewer 1.0 1.0 1| MWEST-WIN864

Microsoft Help Viewer 1.1 1.1 3| DEVTFS, RANCOR, SQL2012-01

Microsoft Help Viewer 2.1 2.1 1/ RANCOR

Microsoft Identity Extensions 2.0 2 | DEVTFS, SHAREPOINT-01

Microsoft ISA Server 2006 5.0 1/|I1SA1

Microsoft iSCSI Software Target 3.3 1| STORAGEO1

Microsoft Lync 2010 4.0 9 | REX, MmayhemON1, JIM-WIN8, TANDEM, MARKETING-1,
MWEST-WIN864, PSIMPSON-WIN764, ...

Microsoft Lync 2013 15.0 1|SLOWE-WIN8

Microsoft Lync Web App Plug-in 15.8 1|SLOWE-WIN8

Microsoft Mouse and Keyboard Center 2.0 1| MARKETING-1

Microsoft Office 2003 Web Components 11.0 2 | MYCO-ATL-CORE, MYCO30DEV

Microsoft Office 2007 Primary Interop Assemblies 12.0 1| MmayhemON1

Microsoft Office 2007 Service Pack 3 (SP3) 1| MmayhemON1

Microsoft Office 365 ProPlus - en-us 15.0 4| MWEST-WIN864, JIM-WINS8, JOES-PC, PKWinS§, ...

Microsoft Office Access database engine 2007 (English) 12.0 1/ RANCOR

Microsoft Office File Validation Add-In 14.0 1| MmayhemON1

Microsoft Office Live Meeting 2007 8.0 2 | MmayhemON1, SLOWE-WIN8

Microsoft Office Professional 2007 12.0 1| MmayhemON1

Microsoft Office Professional Plus 2010 14.0 9 [JIM-WIN7, REX, JIM-WIN8, MARKETING-1, PSIMPSON1,
PSIMPSON-WIN764, ...

Microsoft Office Professional Plus 2013 15.0 5| BKRICKEY-WIN7, DAVIS-XP, MELKINS-HP, RANCOR, ...

Microsoft Online Services Module for Windows PowerShell 1.0 5| MWEST-WIN864, PSIMPSON-WIN764, RANCOR, ...

Microsoft Online Services Sign In 1.0 5 | MmayhemON1, PSIMPSON1, RANCOR, REX, ...

Microsoft Online Services Sign-in Assistant 7.250 11 | REX, SE-DAVIS, MWEST-WIN864, BKRICKEY-WIN7,
MmayhemON1, RANCOR, MARKETING-1, PSIMPSON-
WIN764, SLOWE-WINS, JIM-WINS, ...

Microsoft Platform SDK (3790.1830) 5.2 1| REX

Microsoft Project Professional 2013 15.0 2| TANDEM, SLOWE-WINS8

Microsoft Report Viewer 2012 Runtime 11.0 3 | DEVTFS, RANCOR, SQL2012-01

Microsoft Report Viewer Redistributable 2008 SP1 1| REX

Microsoft Security Essentials 4.0 1| REX

Microsoft SharePoint Foundation 2013 15.0 1|DEVTFS

Microsoft SharePoint Server 2013 15.0 1| SHAREPOINT-01

Microsoft Silverlight 4.1 1/ REX

Microsoft Silverlight 5.1 11| MmayhemON1, JIM-WIN8, TANDEM, BKRICKEY-WIN7,
MARKETING-1, MWEST-WIN864, ...

Microsoft Silverlight 3 SDK 3.0 2| MWEST-WIN864, RANCOR

Microsoft Silverlight 4 SDK 4.0 1/ RANCOR
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Microsoft Silverlight 5 SDK 5.0 1|/ RANCOR
Microsoft SQL Server 2005 8 | MARKETING-1, MWEST-WIN864, MYCO30DEYV, ...
Microsoft SQL Server 2005 Analysis Services ADOMD.NET 9.00 1 |SHAREPOINT-01
Microsoft SQL Server 2005 Backward compatibility 8.05 2 | MYCO-ATL-CORE, MYCO30DEV
Microsoft SQL Server 2005 Books Online (English) 9.00 2 | MYCO30DEV, MYCO-ATL-CORE
Microsoft SQL Server 2005 Compact Edition [ENU] 3.1 1| BKRICKEY-WIN7
Microsoft SQL Server 2008 (64-bit) 2 | MWEST-WIN864, RANCOR
Microsoft SQL Server 2008 Browser 10.1 1| MWEST-WIN864
Microsoft SQL Server 2008 Management Objects 10.0 4 | MARKETING-1, REX, STORAGEO], ...
Microsoft SQL Server 2008 Native Client 10.1 1 MWEST-WIN864
Microsoft SQL Server 2008 Native Client 10.3 1/ RANCOR
Microsoft SQL Server 2008 Policies 10.3 1/ RANCOR
Microsoft SQL Server 2008 R2 1[JIM-WIN7
Microsoft SQL Server 2008 R2 (64-bit) 1| REX
Microsoft SQL Server 2008 R2 Data-Tier Application Framework 10.50 2| MWEST-WIN864, RANCOR
Microsoft SQL Server 2008 R2 Data-Tier Application Project 10.50 2 | MWEST-WIN864, RANCOR
Microsoft SQL Server 2008 R2 Management Objects 10.50 1| MWEST-WIN864
Microsoft SQL Server 2008 R2 Management Objects 10.51 3 | DEVTFS, RANCOR, SQL2012-01
Microsoft SQL Server 2008 R2 Management Objects (x64) 10.50 1 MWEST-WIN864
Microsoft SQL Server 2008 R2 Management Objects (x64) 10.51 1/ RANCOR
Microsoft SQL Server 2008 R2 Native Client 10.50 1/ REX
Microsoft SQL Server 2008 R2 Native Client 10.51 2 | DEVTFS, SHAREPOINT-01
Microsoft SQL Server 2008 R2 Native Client 10.52 1[JIM-WIN7
Microsoft SQL Server 2008 R2 Policies 10.50 1| REX
Microsoft SQL Server 2008 R2 Setup (English) 10.50 1/ REX
Microsoft SQL Server 2008 R2 Setup (English) 10.52 1/JIM-WIN7
Microsoft SQL Server 2008 R2 Transact-SQL Language Service 10.50 2| MWEST-WIN864, RANCOR
Microsoft SQL Server 2008 Setup Support Files 10.1 5| DEVTFS, JIM-WIN7, MWEST-WIN864, ...
Microsoft SQL Server 2008 Setup Support Files 10.3 1|/ RANCOR
Microsoft SQL Server 2012 (64-bit) 3 | DEVTFS, RANCOR, SQL2012-01
Microsoft SQL Server 2012 Command Line Utilities 11.1 1/ RANCOR
Microsoft SQL Server 2012 Data-Tier App Framework 11.1 3 | DEVTFS, SQL2012-01, RANCOR
Microsoft SQL Server 2012 Data-Tier App Framework (x64) 11.1 1/ RANCOR
Microsoft SQL Server 2012 Express LocalDB 11.1 1|/ RANCOR
Microsoft SQL Server 2012 Management Objects 11.0 2 | DEVTFS, SQL2012-01
Microsoft SQL Server 2012 Management Objects 11.1 1/ RANCOR
Microsoft SQL Server 2012 Management Objects (x64) 11.0 2 | DEVTFS, SQL2012-01
Microsoft SQL Server 2012 Management Objects (x64) 11.1 1/ RANCOR
Microsoft SQL Server 2012 Native Client 11.1 3| DEVTFS, RANCOR, SQL2012-01
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Microsoft SQL Server 2012 Policies 11.0 3| DEVTFS, RANCOR, SQL2012-01

Microsoft SQL Server 2012 RS Add-in for SharePoint 11.1 2 | DEVTFS, SQL2012-01

Microsoft SQL Server 2012 Setup (English) 111 3| DEVTFS, RANCOR, SQL2012-01

Microsoft SQL Server 2012 T-SQL Language Service 11.0 2 | DEVTFS, SQL2012-01

Microsoft SQL Server 2012 T-SQL Language Service 11.1 1| RANCOR

Microsoft SQL Server 2012 Transact-SQL Compiler Service 11.1 3| DEVTFS, RANCOR, SQL2012-01

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1 3 | DEVTFS, RANCOR, SQL2012-01

Microsoft SQL Server Browser 10.52 1[JIM-WIN7

Microsoft SQL Server Compact 3.5 for Devices ENU 3.5 5| MARKETING-1, MWEST-WIN864, RANCOR, ...

Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5 5| MARKETING-1, MWEST-WIN864, RANCOR, ...

Microsoft SQL Server Compact 3.5 SP1 English 3.5 2 | MARKETING-1, TANDEM

Microsoft SQL Server Compact 3.5 SP1 Query Tools English 3.5 1/ RANCOR

Microsoft SQL Server Compact 3.5 SP2 ENU 3.5 3| MWEST-WIN864, RANCOR, REX

Microsoft SQL Server Compact 3.5 SP2 Query Tools ENU 3.5 1| REX

Microsoft SQL Server Compact 3.5 SP2 x64 ENU 3.5 2| MWEST-WIN864, RANCOR

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0 1| RANCOR

Microsoft SQL Server Data Tools - enu (12.0.30919.1) 12.0 1|/ RANCOR

Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1) 12.0 1/ RANCOR

Microsoft SQL Server Data Tools — Database Projects — Web installer entry 10.3 2 | DEVTFS, SQL2012-01

point

Microsoft SQL Server Database Publishing Wizard 1.3 10.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...

Microsoft SQL Server Database Publishing Wizard 1.4 10.1 2 | MWEST-WIN864, RANCOR

Microsoft SQL Server Desktop Engine (Microsoft ISA Server 2006 instance) 8.00 1/|I1SA1

Microsoft SQL Server Native Client 9.00 8 | MYCO-ATL-CORE, MWEST-WIN864, RANCOR, MYCO30DEV,
MARKETING-1, REX, STORAGEO], ...

Microsoft SQL Server Setup Support Files (English) 9.00 8| MYCO-ATL-CORE, MWEST-WIN864, MYCO30DEV,
MARKETING-1, RANCOR, REX, ...

Microsoft SQL Server System CLR Types 10.50 1| MWEST-WIN864

Microsoft SQL Server System CLR Types 10.51 3| DEVTFS, RANCOR, SQL2012-01

Microsoft SQL Server System CLR Types (x64) 10.50 2 | MWEST-WIN864, REX

Microsoft SQL Server System CLR Types (x64) 10.51 1/ RANCOR

Microsoft SQL Server VSS Writer 10.1 1| MWEST-WIN864

Microsoft SQL Server VSS Writer 10.52 1/JIM-WIN7

Microsoft SQL Server VSS Writer 9.00 6| MYCO-ATL-CORE, MYCO30DEV, MARKETING-1, REX,
STORAGEQO], ...

Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0 4| DEVTFS, MWEST-WIN864, RANCOR, ...

Microsoft Sync Framework SDK v1.0 SP1 1.0 2 | MWEST-WIN864, RANCOR

Microsoft Sync Framework Services v1.0 SP1 (x64) 1.0 2 | MWEST-WIN864, RANCOR

Microsoft Sync Services for ADO.NET v2.0 SP1 (x64) 2.0 2 | MWEST-WIN864, RANCOR

Microsoft System CLR Types for SQL Server 2012 11.0 2| DEVTFS, SQL2012-01
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Microsoft System CLR Types for SQL Server 2012 11.1 1|/ RANCOR
Microsoft System CLR Types for SQL Server 2012 (x64) 11.1 3 | DEVTFS, SQL2012-01, RANCOR
Microsoft Team Foundation Server 2010 Object Model - ENU 10.0 2 | MWEST-WIN864, RANCOR
Microsoft Team Foundation Server 2013 12.0 1| DEVTFS
Microsoft Tool Web Package : DH.EXE 1.0 1|/ MYCO30DEV
Microsoft Tool Web Package : DISKMAP.EXE 1.0 1| MYCO30DEV
Microsoft Tool Web Package : GETMAC.EXE 1.00 1/ MYCO30DEV
Microsoft Tool Web Package : HEAPMON.EXE 1.00 1/ MYCO30DEV
Microsoft Tool Web Package : OH.EXE 1.00 2| MYCO30DEV, REX
Microsoft Tool Web Package : PULIST.EXE 1.00 1|/ MYCO30DEV
Microsoft Tool Web Package :GUID20BJ.EXE 1.0 1| MYCO30DEV
Microsoft Tool Web Package:GETSID.EXE 1.0 1/ MYCO30DEV
Microsoft Tool Web Package:INUSE.EXE 1.0 1/ MYCO30DEV
Microsoft Tool Web Package:PSTAT.EXE 1.0 1|/ MYCO30DEV
Microsoft Tool Web Package:Timethis.exe 1.0 1| MYCO30DEV
Microsoft Tool Web Package:Whoami.exe 1.0 1/ MYCO30DEV
Microsoft Visio Premium 2010 14.0 1| PSIMPSON1
Microsoft Visio Professional 2010 14.0 1| TANDEM
Microsoft Visio Professional 2013 15.0 2 | PSIMPSON-WIN764, REX
Microsoft Visual Basic 6.0 Professional Edition 1|SE-DAVIS
Microsoft Visual Basic Power Packs 3.0 9.0 1| MWEST-WIN864
Microsoft Visual C++ 2005 Redistributable 8.0 4| MmayhemON1, PSIMPSON1, REX, ...
Microsoft Visual C++ 2005 Redistributable (x64) 8.0 1| REX
Microsoft Visual C++ 2008 Redistributable - x64 9.0.21022 9.0 1| RANCOR
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0 6 | DAVIS-XP, OPS001, PSIMPSON-WIN764, ...
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0 8 | MARKETING-1, MWEST-WIN864, PSIMPSON-WIN764, ...
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0 8 | MARKETING-1, MWEST-WIN864, PSIMPSON-WIN764, ...
Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0 2 | JIM-WINS, REX
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0 2 | PSIMPSON-WIN764, RANCOR
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0 11 | BKRICKEY-WIN7, MARKETING-1, MmayhemON1, ...
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0 3| DEVTFS, MWEST-WIN864, SQL2012-01
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0 13 | BKRICKEY-WIN7, MARKETING-1, MmayhemON]1, ...
Microsoft Visual C++ 2010 x64 Designtime - 10.0.30319 10.0 2| MWEST-WIN864, RANCOR
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.30319 10.0 2 | PSIMPSON-WIN764, TANDEM
Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0 5| DEVTFS, MWEST-WIN864, RANCOR, ...
Microsoft Visual C++ 2010 x64 Runtime - 10.0.30319 10.0 1 MWEST-WIN864
Microsoft Visual C++ 2010 x64 Runtime - 10.0.40219 10.0 1| RANCOR
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319 10.0 4| JIM-WIN7, PSIMPSON-WIN764, SE-DAVIS, ...
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0 6 | DEVTFS, MmayhemON1, MWEST-WIN864, ...
Microsoft Visual C++ 2010 x86 Runtime - 10.0.30319 10.0 1| MWEST-WIN864
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Microsoft Visual C++ 2010 x86 Runtime - 10.0.40219 10.0 3| DEVTFS, RANCOR, SQL2012-01
Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610 11.0 1/ RANCOR
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610 11.0 1| RANCOR
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0 1/JIM-WIN8
Microsoft Visual F# 2.0 Runtime 10.0 2 | MWEST-WIN864, RANCOR
Microsoft Visual J# 2.0 Redistributable Package - SE (x64) 4 | PSIMPSON-WIN764, RANCOR, REX, ...
Microsoft Visual SourceSafe 2005 - ENU 5| MWEST-WIN864, MYCO30DEV, RANCOR, ...
Microsoft Visual Studio 2005 Premier Partner Edition - ENU 8.0 2 | MYCO-ATL-CORE, MYCO30DEV
Microsoft Visual Studio 2008 Professional Edition - ENU 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft Visual Studio 2008 Remote Debugger - ENU 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft Visual Studio 2008 Team Explorer - ENU 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft Visual Studio 2010 ADO.NET Entity Framework Tools 10.0 2 | MWEST-WIN864, RANCOR
Microsoft Visual Studio 2010 Express Prerequisites x64 - ENU 10.0 1| RANCOR
Microsoft Visual Studio 2010 IntelliTrace Collection (x64) 10.0 1|/ RANCOR
Microsoft Visual Studio 2010 Premium - ENU 10.0 1|/ RANCOR
Microsoft Visual Studio 2010 Service Pack 1 10.0 1| RANCOR
Microsoft Visual Studio 2010 Shell (Integrated) - ENU 10.0 3| DEVTFS, RANCOR, SQL2012-01
Microsoft Visual Studio 2010 Shell (Isolated) - ENU 10.0 3| DEVTFS, RANCOR, SQL2012-01
Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0 2 | MWEST-WIN864, RANCOR
Microsoft Visual Studio Macro Tools 9.0 2 | MWEST-WIN864, RANCOR
Microsoft Visual Studio Professional 2013 12.0 1| RANCOR
Microsoft Visual Studio Team Explorer 2010 - ENU 10.0 1/ RANCOR
Microsoft Visual Studio Tools for Applications 2.0 - ENU 9.0 2 | RANCOR, REX
Microsoft Visual Studio Tools for Applications Design-Time 3.0 10.0 2 | DEVTFS, SQL2012-01
Microsoft Visual Studio Tools for Applications x64 Runtime 3.0 10.0 2 | DEVTFS, SQL2012-01
Microsoft Visual Studio Tools for Applications x86 Runtime 3.0 10.0 2 | DEVTFS, SQL2012-01
Microsoft Visual Studio Web Authoring Component 12.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft Visual Web Developer 2010 Express - ENU 10.0 1|/ RANCOR
Microsoft VSS Writer for SQL Server 2012 11.1 2 | DEVTFS, SQL2012-01
Microsoft Web Deploy 2.0 2.0 1| RANCOR
Microsoft Web Deploy 3.5 3.1237 1/ RANCOR
Microsoft Web Platform Installer 3.0 3.0 2 | RANCOR, REX
Microsoft Web Publishing Wizard 1.53 1|SE-DAVIS
Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and 6.1 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
IntelliSense
Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
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Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Microsoft Works 6-9 Converter 14.0 1| PSIMPSON-WIN764

Microsoft WSE 3.0 3.0 1| RANCOR

Microsoft Xml Diff and Patch 1.0 1.0 2 | RANCOR, REX

MindFusion WinForms 1.0 1|/ RANCOR

MiniTool Partition Wizard Enterprise Edition 6.0 3| DEVWIKI, ISA1, MYCO-ATL-CORE
Mozilla Firefox 15.0 (x86 en-US) 15.0 1| PSIMPSON-WIN764

Mozilla Firefox 19.0 (x86 en-US) 19.0 2 | PSIMPSON1, TANDEM

Mozilla Firefox 22.0 (x86 en-US) 22.0 1| MWEST-WIN864

Mozilla Firefox 23.0.1 (x86 en-US) 23.0 1| SE-DAVIS

Mozilla Firefox 25.0.1 (x86 en-US) 25.0 2 | JIM-WIN8, MARKETING-1
Mozilla Firefox 5.0.1 (x86 en-US) 5.0 1| REX

Mozilla Maintenance Service 15.0 1| PSIMPSON-WIN764

Mozilla Maintenance Service 16.0 1| REX

Mozilla Maintenance Service 19.0 2 | PSIMPSON1, TANDEM

Mozilla Maintenance Service 22.0 1| MWEST-WIN864

Mozilla Maintenance Service 23.0 1|SE-DAVIS

Mozilla Maintenance Service 25.0 2 [ JIM-WIN8, MARKETING-1
Mozilla Thunderbird 14.0 (x86 en-US) 14.0 1/ TANDEM

Mozilla Thunderbird 16.0.1 (x86 en-US) 16.0 1/ REX

MSIBuilder 2.0 1|REX

MSN Toolbar 1.0 1| MmayhemON1

MSXML 4.0 SP2 Parser and SDK 4.20 3 | BKRICKEY-WIN7, MmayhemON1, PSIMPSON-WIN764
MultiScreen 1.00 1| TANDEM

MYCO 6.0 6.0 1/ MYCO30DEV

MySQL Administrator 1.1 1.1 1 |DEVWIKI

MySQL Connector Net 6.4.3 6.4 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
MySQL Connector/ODBC 5.1 5.1 1| REX

MySQL Connector/ODBC 5.2(a) 5.2 1| SE-DAVIS

MySQL Connector/ODBC 5.2(w) 5.2 1|SE-DAVIS

MySQL Control Center 0.9 1|SE-DAVIS

MySQL Documents 5.6 5.6 1|SE-DAVIS

MySQL Examples and Samples 5.6 5.6 1|SE-DAVIS

MySQL For Excel 1.1.0 1.1 1|SE-DAVIS

MySQL Installer 1.1 1| SE-DAVIS

MySQL Notifier 1.0.3 1.0 1| SE-DAVIS

MySQL Query Browser 1.1 1.1 1| DEVWIKI

MySQL Server 5.0 5.0 1| DEVWIKI

MySQL Server 5.6 5.6 1| SE-DAVIS

MySQL Workbench 5.2 CE 5.2 3| RANCOR, REX, SE-DAVIS
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NetBeans IDE 7.1.1 7.1 1| TANDEM
Network Console 8.00 2 |JAGA, REX
Network Detective Client 1.0 1| REX
Nmap 5.51 1|REX
Notepad++ 5.9 1|SE-DAVIS
Notepad++ 6.5 1[JIM-WIN8
Nucleus Kernel Outlook Password Recovery ver 10.08.01 2 | PSIMPSON-WIN764, SE-DAVIS
NuGet 1.2 1/ RANCOR
Nullsoft Install System 2.46 1| REX
NVIDIA 3D Vision Controller Driver 301.42 301.42 1| PSIMPSON-WIN764
NVIDIA 3D Vision Driver 266.58 266.58 1|REX
NVIDIA 3D Vision Driver 306.97 306.97 1| PSIMPSON-WIN764
NVIDIA Display Control Panel 6.14 1/ PSIMPSON1
NVIDIA Drivers 1| MmayhemON1
NVIDIA Drivers 1.10 1|PSIMPSON1
NVIDIA Drivers 1.6 1| MARKETING-1
NVIDIA Graphics Driver 266.58 266.58 1|REX
NVIDIA Graphics Driver 306.97 306.97 1| PSIMPSON-WIN764
NVIDIA Graphics Driver 307.83 307.83 1| MARKETING-1
NVIDIA Graphics Driver 311.06 311.06 1| RANCOR
NVIDIA HD Audio Driver 1.1.13.1 1.1 1|REX
NVIDIA HD Audio Driver 1.3.16.0 1.3 1| PSIMPSON-WIN764
NVIDIA PhysX System Software 9.10.0514 9.10 1| REX
NVIDIA PhysX System Software 9.12.0213 9.12 1| PSIMPSON-WIN764
NVIDIA Stereoscopic 3D Driver 7.17 2| PSIMPSON1, RANCOR
NVIDIA Update 1.10.8 1.10 3| MARKETING-1, PSIMPSON-WIN764, RANCOR
Online Check Deposit 6.30 1/ PSIMPSON1
Open XML SDK 2.0 for Microsoft Office 2.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
OpenOffice.org 3.4.1 3.41 1| MWEST-WIN864
OpenSSL 1.0.0d Light (32-bit) 1/ REX
OpenSSL 1.0.1c (64-bit) 1| RANCOR
Openvas-CLI 1|REX
Oracle VM VirtualBox 4.1.14 4.1 1|SE-DAVIS
Orca 3.1 1|REX
PDFCreator 1.2 1| RANCOR
PHP 5.1.2 1| DEVWIKI
PHP 5.3.27 5.3 1/JIM-WIN8
PicPick 3.2 1| MARKETING-1
PowerGUI MobileShell 2.0 BETA 2.0 1|JAGA
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PowerlSO 5.1 1|SE-DAVIS
PowerISO 5.7 1[JIM-WIN8
PowerShellScriptOMatic v.1.0 1.0 1| SE-DAVIS
Prerequisites for SSDT 11.0 2 | DEVTFS, SQL2012-01
Prerequisites for SSDT 11.1 1|/ RANCOR
PuUTTY development snapshot 2011-11-02:r9326 2011-11-02:r9326 1|SE-DAVIS
QB Network Diagnostic Tool 1.0 1/ MmayhemON1
QBFC 2.1 2.1 1| MmayhemON1
Quest ActiveRoles Management Shell for Active Directory (x64) 1.5 1/ UTILO1
Quest PowerGUI 1.9.5 1.9 1| MmayhemON1
Quick Screen Capture 3.0 3.0 4 [JIM-WIN8, MWEST-WIN864, PSIMPSON-WIN764, ...
QuickBooks Connection Diagnostic Tool 4.0 1/ PSIMPSON1
QuickBooks File Doctor 3.5 2 | BKRICKEY-WIN7, PSIMPSON-WIN764
QuickBooks Premier Edition 2012 22.0 1| MmayhemON1
QuickBooks Premier: Contractor Edition 2012 22.0 1| PSIMPSON-WIN764
QuickBooks Premier: Professional Services Edition 2012 22.0 1| BKRICKEY-WIN7
QuickShare 10.204 1| REX
QuickTime 7.69 1|PSIMPSON1
QuickTime 7.74 1| MmayhemON1
QuickTime 7 7.75 2 | DAVIS-XP, OPS001
RapidSpell Desktop .NET v5 5.0 1/ TANDEM
Realtek AC'97 Audio 1| PSIMPSON1
Realtek Ethernet Controller Driver 7.72 2 | REX, TANDEM
Realtek Ethernet Controller Driver 8.15 1|/ RANCOR
Realtek Ethernet Controller Driver For Windows 7 7.17 1| PSIMPSON-WIN764
Realtek High Definition Audio Driver 6.0 5| MmayhemON21, MELKINS-HP, MARKETING-1, REX, TANDEM,
Salesforce Outlook Edition 3.2 3.2 1| MmayhemON1
salesforce.com Data Loader 1|/ RANCOR
Samsung Data Migration 2.0 3 |RANCOR, REX, TANDEM
Samsung Magician 4.1 1|REX
Samsung Magician 4.3 1| RANCOR
SAMSUNG USB Driver for Mobile Phones 1.5 1| REX
Samsung_MonSetup 1.00 1| TANDEM
ScreenConnect 2.5 1/ UTILO1
ScreenConnect Client (2872323bbe412f4c) 3.3 1| REX
ScreenConnect Client (2872323bbe412f4c) 4.1 10| BKRICKEY-WIN7, DCO1, HVO1, ...
Search Protect 2.11 2 | DAVIS-XP, OPS001
Secunia PSI (3.0.0.2004) 3.0 1| TANDEM
Settings Manager 5.0 2 | DAVIS-XP, OPS001
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ShadowProtect 4.15 1| SE-DAVIS
ShadowProtect ImageManager 4.1 1|SE-DAVIS
Skype 6.11 6.11 1|SE-DAVIS
Snagit 10.0.2 10.0 1| TANDEM
Snagit 11 11.0 1| MmayhemON1
Snaglt 8 8.2 1| MmayhemON1
Soft Data Fax Modem with SmartCP 7.74 1| MmayhemON1
Spybot - Search & Destroy 1.6 1| REX
SQL Server Browser for SQL Server 2012 11.1 2 | DEVTFS, SQL2012-01
SQL Server System CLR Types 10.0 4 | MARKETING-1, REX, STORAGEO], ...
SQLite ADO.NET 2.0/3.5 Provider 1.066 1|REX
SQLite ODBC Driver for Win64 (remove only) 1| TANDEM
SQLXML4 9.00 2| MYCO-ATL-CORE, MYCO30DEV
SSL Diagnostics 1.1 (x86) 1.6 1/ RANCOR
StarTeam 4.0 1/ MYCO30DEV
StarTeam Cross-Platform Client 5.3 2 | RANCOR, REX
StarTeam SDK Runtime 5.4 2 | RANCOR, REX
StorageCraft Recovery Environment Builder 1.1 1| SE-DAVIS
StreetSmart Pro 4.22 1| MmayhemON1
SUABNR 1.1 1|REX
Sublime Text Build 3059 1/ RANCOR
SupportSoft Assisted Service 15 1/ MmayhemON1
Symantec AntiVirus Client 8.1 1|/ MYCO30DEV
Symantec Backup Exec Remote Agent for Windows Servers 10.1 1|DEVWIKI
SystemTools DumpSec 2.8 1| REX
TeamViewer 8 8.0 4| PSIMPSONZ1, SE-DAVIS, MARKETING-1, PSIMPSON-WIN764,
TeamViewer 9 9.0 2| RANCOR, TANDEM
Terminals 2.0 2 | PSIMPSON-WIN764, SE-DAVIS
Terminals 3.3 1/JIM-WIN8
Terminals 3.4 1| MELKINS-HP
TextPad 5 5.4 1| TANDEM
TreeSize Free V2.4 2.4 2 | BKRICKEY-WIN7, DEVWIKI
UltraSearch V1.6.1 1.6 1| REX
UltraVNC 1.0.8.2 1.0 1| JAGA
Update Rollup 1 for Windows 2000 SP4 20050809.32623 1|/ MYCO30DEV
Van Dyke Technologies SecureCRT 3.3 3.3 1| REX
Verizon Wireless Software Upgrade Assistant - Samsung(ar) 2.13 1| REX
Verizon Wireless Software Utility Application for Android - Samsung 2.14 1| REX
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VGA Boost 1.0 1|REX
VideoPad Video Editor 3.29 2 | DAVIS-XP, OPS001
ViewSonic Monitor Drivers 1| PSIMPSON-WIN764
VIPRE Business Premium 6.2 1| STORAGEO1
VirtualCloneDrive 5| BKRICKEY-WIN7, MYCO30DEV, STORAGEO], ...
Visual C++ 2008 |1A64 Runtime - v9.0.30729.01 9.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Visual C++ 2008 x64 Runtime - v9.0.30729.4148 9.0 2 | RANCOR, REX
Visual C++ 2008 x64 Runtime - v9.0.30729.5570 9.0 1| RANCOR
Visual C++ 2008 x64 Runtime - v9.0.30729.6161 9.0 2| RANCOR, REX
Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0 5 | MARKETING-1, MWEST-WIN864, RANCOR, ...
Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Visual C++ 2008 x86 Runtime - v9.0.30729.5570 9.0 1| RANCOR
Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Visual CertExam Suite 3| JOES-PC, PSIMPSON-WIN764, SE-DAVIS
Visual Studio .NET Prerequisites - English 9.0 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
Visual Studio 2005 Tools for Office Second Edition Runtime 6 | MARKETING-1, MmayhemON1, MWEST-WIN864, ...
Visual Studio 2010 Prerequisites - English 10.0 4| MWEST-WIN864, DEVTFS, RANCOR, SQL2012-01, ...
Visual Studio 2010 SP1 Tools for SQL Server Compact 4.0 ENU 4.0 1/ RANCOR
Visual Studio 2010 Tools for SQL Server Compact 3.5 SP2 ENU 4.0 2 | MWEST-WIN864, RANCOR
Visual Studio Tools for the Office system 3.0 Runtime 5| MARKETING-1, MWEST-WIN864, RANCOR, ...
VLC media player 2.0.8 2.0 1|SE-DAVIS
VLC media player 2.1.3 2.1 2 | DAVIS-XP, OPS001
VMware Infrastructure Client 2.5 2.5 1| PSIMPSON1
VMware Remote Console Plug-in 2.5 1|/ RANCOR
VMware vSphere Client 4.0 4.0 3| RANCOR, REX, TANDEM
VMware vSphere Client 4.1 4.1 3| RANCOR, REX, TANDEM
VMware vSphere Client 5.0 5.0 4 | PSIMPSON-WIN764, RANCOR, REX, ...
VMware vSphere Host Update Utility 4.0 4.0 1| REX
VNC3.3.7 3.3 1|/ MYCO30DEV
VPN Client 1| MYCO30DEV
W(CF Data Services 5.0 (OData v3) 5.0 2 | DEVTFS, SHAREPOINT-01
WCF RIA Services V1.0 SP2 4.1 1| RANCOR
Web Deployment Tool 1.1 2 | MWEST-WIN864, RANCOR
Windows 2000 Service Pack 4 1|/ MYCO30DEV
Windows 7 USB/DVD Download Tool 1.0 1| PSIMPSON-WIN764
Windows Assessment and Deployment Kit for Windows 8.1 Preview 8.100 1| RANCOR
Windows Azure Active Directory Module for Windows PowerShell 1.0 1/JIM-WINS8
Windows Imaging Component 3.0 3|ISA1, JAGA, MYCO-ATL-CORE
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Windows Internet Explorer 7 20070813.185237 1| MYCO-ATL-CORE
Windows Internet Explorer 8 20090308.140743 2 |ISA1, JAGA
Windows Live Essentials 15.4 1|/ RANCOR
Windows Live Essentials 16.4 1| BKRICKEY-WIN7
Windows Management Framework Core 1|JAGA
Windows Mobile 5.0 SDK R2 for Pocket PC 5.00 4 | MARKETING-1, MWEST-WIN864, REX, ...
Windows Mobile 5.0 SDK R2 for Smartphone 5.00 4 | MARKETING-1, MWEST-WIN864, REX, ...
Windows Password Breaker Enterprise 1| PSIMPSON-WIN764
Windows Resource Kit Tools 5.2 1|REX
Windows Search 4.0 04.00 1|JAGA
Windows Server 2003 Service Pack 2 20070217.021455 3| DEVWIKI, JAGA, MYCO-ATL-CORE
Windows Server AppFabric v1.1 CU1[KB 2671763]LDR 1.1 2 | DEVTFS, SHAREPOINT-01
Windows SideShow Managed API 1.0 SDK 1.0 1| TANDEM
Windows SideShow Managed Runtime 1.0 1.0 1| TANDEM
Windows Support Tools 5.2 1|JAGA
Windows XP Mode 1.3 1|SE-DAVIS
WinPcap 3.0 1/ MYCO30DEV
WinPcap 4.1.2 4.1 1|REX
WIinRAR 5.00 (32-bit) 5.00 1| MARKETING-1
WIinRAR 5.00 (64-bit) 5.00 2 | JOES-PC, MARKETING-1
WIinRAR archiver 2| MYCO30DEV, REX
WinSCP 1|REX
WinSCP 4.2.9 4.2 2 | RANCOR, REX
WinVNC 3.3.3 1/ MYCO30DEV
winzip 8.1 (4331) 1| REX
winzip 8.1 SR-1 (5266) 1| MYCO30DEV
WinZip Self-Extractor 1| REX
WiX Toolset v3.7.1224.0 3.7 1|REX
WMI Tools 1.50 2 DCO01, RANCOR
X-Lite 50.6 1|SE-DAVIS
XAMPP 1.8 1[JIM-WIN8
Xceed Components 2.2 3 |RANCOR, REX, TANDEM
Xming 6.9.0.31 6.9 1|REX
Yahoo! Software Update 1/ PSIMPSON1
Yahoo! Toolbar 1| PSIMPSON1
Zan Image Printer 1| TANDEM

No Domain
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Windows Applications

Application Name Version | # Computers Computers

Adobe Acrobat 9 Pro - English, Frangais, Deutsch 9.0 1| slowe-win7.corp.MyCo.com
Adobe AIR 1.5 1 |slowe-win7.corp.MyCo.com
Adobe Community Help 3.0 1| slowe-win7.corp.MyCo.com
Adobe Creative Suite 5 Master Collection 5.0 1| slowe-win7.corp.MyCo.com
Adobe Flash Player 12 ActiveX 12.0 1| slowe-win7.corp.MyCo.com
Adobe Flash Player 12 Plugin 12.0 1| slowe-win7.corp.MyCo.com
Adobe Media Player 1.8 1 |slowe-win7.corp.MyCo.com
Adobe Reader X (10.1.9) 10.1 1| slowe-win7.corp.MyCo.com
BlackBerry Device Communication Components 1.2 1| slowe-win7.corp.MyCo.com
Bomgar Representative Client [nsremote.WESTridge.com] 1| slowe-win7.corp.MyCo.com
Brother BRAdmin Light 1.21.0001 1.21 1 |slowe-win7.corp.MyCo.com
Brother MFL-Pro Suite MFC-9320CW 2.0 1| slowe-win7.corp.MyCo.com
Camtasia Studio 7 7.1 1| slowe-win7.corp.MyCo.com
Cisco AnyConnect VPN Client 2.5 1| slowe-win7.corp.MyCo.com
Citrix Online Launcher 1.0 1| slowe-win7.corp.MyCo.com
Citrix Receiver 13.1 1 |slowe-win7.corp.MyCo.com
ConnectWise Internet Client 12.2 1| slowe-win7.corp.MyCo.com
ConnectWise Internet Client 64-bit 12.2 1|slowe-win7.corp.MyCo.com
Debut Video Capture Software 1.82 1| slowe-win7.corp.MyCo.com
Excelsior Explorer 3.0 1 |slowe-win7.corp.MyCo.com
ExcelsiorGateway 2.1 1| slowe-win7.corp.MyCo.com
foghorn Agent 2.0 1| slowe-win7.corp.MyCo.com
Google Chrome 33.0 1| slowe-win7.corp.MyCo.com
Google Toolbar for Internet Explorer 1.0 1| slowe-win7.corp.MyCo.com
Greenshot 1.1.7.17 1.1 1 |slowe-win7.corp.MyCo.com
HP Officejet Pro 8600 Basic Device Software 28.0 1| slowe-win7.corp.MyCo.com
HTC Driver Installer 4.0 1| slowe-win7.corp.MyCo.com
HTC Sync Manager 1.1 1| slowe-win7.corp.MyCo.com
IPTInstaller 4.0 1 |slowe-win7.corp.MyCo.com
Juniper Networks Network Connect 6.4.0 6.4 1| slowe-win7.corp.MyCo.com
KeePass Password Safe 2.19 1| slowe-win7.corp.MyCo.com
Microsoft .NET Framework 4.5.1 4.5 1| slowe-win7.corp.MyCo.com
Microsoft Baseline Security Analyzer 2.2 2.2 1| slowe-win7.corp.MyCo.com
Microsoft Lync 2010 4.0 1 |slowe-win7.corp.MyCo.com
Microsoft Office Professional Plus 2010 14.0 1| slowe-win7.corp.MyCo.com
Microsoft Office Updates for Open XML File Format Support 14.0 1| slowe-win7.corp.MyCo.com
Microsoft Online Services Sign-in Assistant 7.250 1| slowe-win7.corp.MyCo.com
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Microsoft Silverlight 5.1 1| slowe-win7.corp.MyCo.com
Microsoft Visual C++ 2005 Redistributable 8.0 1| slowe-win7.corp.MyCo.com
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0 1| slowe-win7.corp.MyCo.com
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0 1| slowe-win7.corp.MyCo.com
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0 1| slowe-win7.corp.MyCo.com
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319 10.0 1| slowe-win7.corp.MyCo.com
Mozilla Firefox 28.0 (x86 en-US) 28.0 1| slowe-win7.corp.MyCo.com
Mozilla Maintenance Service 28.0 1| slowe-win7.corp.MyCo.com
Network Console 8.00 1| slowe-win7.corp.MyCo.com
Notepad++ 6.1 1| slowe-win7.corp.MyCo.com
Samsung Kies3 3.2 1| slowe-win7.corp.MyCo.com
ScreenSteps 2.9 2.9 1| slowe-win7.corp.MyCo.com
Search Protect 2.12 1|slowe-win7.corp.MyCo.com
Sublime Text Build 3059 1| slowe-win7.corp.MyCo.com
TeamViewer 8 8.0 1| slowe-win7.corp.MyCo.com
Terminals 2.0 1 |slowe-win7.corp.MyCo.com
TreeSize Free V2.4 2.4 1| slowe-win7.corp.MyCo.com
VideoPad Video Editor 3.29 1| slowe-win7.corp.MyCo.com
Visual CertExam Suite 1| slowe-win7.corp.MyCo.com
X-Lite 50.6 1 |slowe-win7.corp.MyCo.com
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This section contains the password strength analysis using MBSA to determine risk. Systems with security risks are highlighted in red.

MBSA

IP Address Computer Name

Assessment

10.0.7.10 PIT\OPS001

Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

10.0.7.11 PIT\MWEST-WIN864

Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

10.0.7.18 PIT\PSIMPSON-
WIN764

Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

10.0.7.19 PIT\SLOWE-WIN7

Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

10.0.7.20 PIT\SE-DAVIS

Strong Security
Administrator - Disabled
Guest - Weak, Disabled

10.0.7.26 PIT\MELKINS-HP

Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

10.0.7.27 PIT\HV02

Strong Security
Guest - Weak, Disabled

10.0.7.28 PIT\TANDEM

Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

10.0.7.29 PIT\MARKETING-1

Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

10.0.7.31 PIT\MmayhemON1

Strong Security
Guest - Weak, Disabled
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10.0.7.32 PIT\PSIMPSON1

Potential Risk
Administrator - Weak, Disabled
Guest - Weak, Disabled

pablo - Does not meet account policy

10.0.7.43 PIT\ISA1

Strong Security
Guest - Weak, Disabled
SUPPORT_388945a0 - Disabled

10.0.7.44 PIT\JIM-WIN8

Strong Security
Administrator - Disabled
Guest - Weak, Disabled

10.0.7.47 PIT\REX

Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

10.0.7.53 PIT\DEV_2012-CORE

Strong Security
Guest - Weak, Disabled

10.0.7.54 PIT\PKWIN8

Strong Security
Administrator - Weak, Disabled
Guest - Weak, Disabled

10.0.7.57 PIT\RANCOR

Strong Security
Guest - Disabled

10.0.7.60 PIT\PABUILD

Strong Security
Guest - Weak, Disabled
SUPPORT_388945a0 - Disabled

10.0.7.61 PIT\HVO5

Strong Security
Guest - Weak, Disabled

10.0.7.62 PIT\DEVWIKI

Strong Security
Guest - Weak, Disabled
SUPPORT_388945a0 - Disabled

10.0.7.63 PITJIM-WIN7

Potential Risk

Administrator - Weak, Disabled
Guest - Weak, Disabled

jim - Does not meet account policy

10.0.7.65 PIT\MYCO30DEV

Potential Risk
Guest - Weak, Disabled
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TsInternetUser - Access denied.
10.0.7.67 PITJAGA Strong Security

Guest - Weak, Disabled

SUPPORT_388945a0 - Disabled
10.0.7.69 PIT\DEVTFS Strong Security

Guest - Weak, Disabled
10.0.7.74 PIT\BKRICKEY-WIN7 | Strong Security

Administrator - Weak, Disabled

Guest - Weak, Disabled
10.0.7.75 PIT\DEVWIKI Strong Security

Guest - Weak, Disabled

SUPPORT_388945a0 - Disabled
10.0.7.82 PIT\PSIMPSON- Strong Security

WIN7TEST Administrator - Weak, Disabled

Guest - Weak, Disabled
10.0.7.90 PIT\JOES-PC Strong Security

Administrator - Weak, Disabled

Guest - Weak, Disabled
10.0.7.100 PIT\PABUILD Strong Security

Guest - Weak, Disabled
SUPPORT_388945a0 - Disabled
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This section contains the patching status of computers determine through the Microsoft Baseline Security Analyzer and Windows Update. MBSA
gathers data through a remote scan and looks primarily for Security Updates. Windows Update checks the local computer for all non-hidden

updates. Missing updates in both areas are highlighted in red. Security and critical updates are bolded.

MBSA
IP Address Computer Name Issue Result Assessment
10.0.7.10 PIT\OPS001 Security Updates Unable to scan Cannot contact Windows Update
Agent on target computer, possibly
due to firewall settings.
10.0.7.11 PIT'\MWEST-WIN864 | Security Updates Unable to scan Cannot contact Windows Update
Agent on target computer, possibly
due to firewall settings.
10.0.7.18 PIT\PSIMPSON- Security Updates Unable to scan Cannot contact Windows Update
WIN764 Agent on target computer, possibly
due to firewall settings.
10.0.7.19 PIT\SLOWE-WIN7 Security Updates Unable to scan Cannot contact Windows Update
Agent on target computer, possibly
due to firewall settings.
10.0.7.20 PIT\SE-DAVIS Developer Tools, Runtimes, and Passed No security updates are missing.
Redistributables Security Updates
Microsoft Application Passed No security updates are missing.
Virtualization Security Updates
Microsoft Lync Server and Passed No security updates are missing.
Microsoft Lync Security Updates
Office Communications Server And |Passed No security updates are missing.
Office Communicator Security
Updates
Office Security Updates Passed No security updates are missing.
Silverlight Security Updates Passed No security updates are missing.
Skype Security Updates Passed No security updates are missing.
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SQL Server Security Updates Passed No security updates are missing.
Windows Security Updates Passed No security updates are missing.
10.0.7.26 PIT\MELKINS-HP Security Updates Unable to scan Cannot contact Windows Update
Agent on target computer, possibly
due to firewall settings.
10.0.7.27 PIT\HV02 SQL Server Security Updates Passed No security updates are missing.
Windows Security Updates Failed (critical) 9 security updates are missing. 2
service packs or update rollups
are missing.
10.0.7.28 PIT\TANDEM Security Updates Unable to scan Cannot contact Windows Update
Agent on target computer, possibly
due to firewall settings.
10.0.7.29 PIT\MARKETING-1 | Security Updates Unable to scan Cannot contact Windows Update
Agent on target computer, possibly
due to firewall settings.
10.0.7.31 PIT\MMAYHEMON1 |Bing Security Updates Passed No security updates are missing.
Developer Tools, Runtimes, and Failed (critical) 1 security updates are missing.
Redistributables Security Updates
Microsoft Lync Server and Failed (critical) 1 security updates are missing. 1
Microsoft Lync Security Updates service packs or update rollups
are missing.
Office Communications Server And |Passed No security updates are missing.
Office Communicator Security
Updates
Office Security Updates Failed (critical) 15 security updates are missing.
Silverlight Security Updates Failed (critical) 1 security updates are missing.
SQL Server Security Updates Passed No security updates are missing.
Windows Security Updates Failed (critical) 67 security updates are missing. 2
service packs or update rollups
are missing.
10.0.7.32 PIT\PSIMPSON1 Developer Tools, Runtimes, and Passed No security updates are missing.

Redistributables Security Updates
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Office Security Updates Passed No security updates are missing.
SDK Components Security Updates |Passed No security updates are missing.
Silverlight Security Updates Passed No security updates are missing.
SQL Server Security Updates Passed No security updates are missing.
Windows Security Updates Passed No security updates are missing.
10.0.7.43 PIT\ISA1 Internet Security and Acceleration | Failed (critical) 1 security updates are missing. 1
Server Security Updates service packs or update rollups
are missing.
SQL Server Security Updates Failed (critical) 1 security updates are missing.
Windows Security Updates Failed (critical) 15 security updates are missing. 2
service packs or update rollups
are missing.
10.0.7.44 PITJIM-WIN8 Security Updates Unable to scan Cannot contact Windows Update
Agent on target computer, possibly
due to firewall settings.
10.0.7.47 PIT\REX Developer Tools, Runtimes, and | Failed (critical) 3 security updates are missing.

Redistributables Security Updates

Microsoft Lync Server and
Microsoft Lync Security Updates

Failed (critical)

1 security updates are missing. 1
service packs or update rollups
are missing.

Office Communications Server And
Office Communicator Security
Updates

Passed

No security updates are missing.

Office Security Updates

Failed (critical)

32 security updates are missing. 2
service packs or update rollups
are missing.

SDK Components Security Updates

Passed

No security updates are missing.

Silverlight Security Updates

Failed (critical)

1 security updates are missing.

SQL Server Security Updates

Failed (non-critical)

1 service packs or update rollups
are missing.

Windows Security Updates

Failed (critical)

69 security updates are missing. 4
service packs or update rollups
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are missing.
10.0.7.57 PIT\RANCOR Developer Tools, Runtimes, and Passed No security updates are missing.
Redistributables Security Updates
Office Security Updates Passed No security updates are missing.
SDK Components Security Updates |Passed No security updates are missing.
Silverlight Security Updates Passed No security updates are missing.
SQL Server Security Updates Passed No security updates are missing.
Windows Security Updates Passed No security updates are missing.
10.0.7.60 PIT\PABUILD Security Updates Unable to scan Computer has an older version of
the client and security database
demands a newer version. Current
version is N/A and minimum
required version is N/A.
10.0.7.62 PIT\DEVWIKI Windows Security Updates Failed (critical) 130 security updates are missing.
5 service packs or update rollups
are missing.
10.0.7.63 PITJIM-WIN7 Security Updates Unable to scan Cannot contact Windows Update
Agent on target computer, possibly
due to firewall settings.
10.0.7.65 PIT\MYCO30DEV Security Updates Unable to scan Cannot load security CAB file.
10.0.7.67 PITJAGA Security Updates Unable to scan Cannot load security CAB file.
10.0.7.74 PIT\BKRICKEY-WIN7 |Security Updates Unable to scan Cannot contact Windows Update
Agent on target computer, possibly
due to firewall settings.
10.0.7.75 PIT\DEVWIKI Windows Security Updates Failed (critical) 130 security updates are missing.
5 service packs or update rollups
are missing.
10.0.7.82 PIT\PSIMPSON- Security Updates Unable to scan Cannot contact Windows Update
WIN7TEST Agent on target computer, possibly
due to firewall settings.
10.0.7.90 PIT\JOES-PC Security Updates Unable to scan Cannot contact Windows Update

Agent on target computer, possibly
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Computer Name

Issue

Result

Assessment

due to firewall settings.
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This section contains a listing of detected Antivirus, Antispyware, Firewall, and Backup information as detected through @.Securitz Center and/or
& Installed Services for major vendors, which is then categorized by domain or workgroup membership.

Values in the \"Name\" column contain either the name of the product, None indicating the machine returned information but no product was

found, or <empty> indicating information was not obtainable. Further, a status of v indicates \"yes\", ¥ indicates \"no\", and <empty>
indicates that a status was not available.

CORP.MYCO.COM

Computer Name IAntivirus IAntispyware Firewall IBackup

Name On Current Name On Current Name on [Name On
BKRICKEY-WIN7 & GFI Languard v & GFI Languard v ©windows Firewall fNone

©Gri software VIPRE. v % |G software viPre, v x

©windows Defender| % v

© © ©
DCO1 None None ©windows Firewall] % [None
DC02 None None @Windows Firewall v~ [None
DCO03 None None @Windows Firewall v~ [None
DEV_2012-CORE None None ©Windows Firewall v~ [None
DEVTFS None None ©windows Firewalll % [None
DEVWIKI None None @wmdows Firewall| ¥ %Backup Exec v
DHAROLD-PC
EHAMMOND-WIN7
EPTOWER
FILE2012-1 None None ©windows Firewalll v~ [None
FT-LENOVO
GHAMMOND-LT
HVO1 None None ©windows Firewalll v [None
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Computer Name IAntivirus IAntispyware Firewall IBackup
Name On (Current Name On Current Name on [Name On
HV02 None None ©windows Firewall| % [None
HV03 None None ©windows Firewall % [None
HV04 None None ©windows Firewalll % [None
HV05 None None ©windows Firewall v [None
ISA1
JAGA None None ©windows Firewall % [None
JIM-WIN7 None ©windows Defender| v X ©windows Firewalll v’ [None
JIM-WIN8 ©windows Defender| v v' |®windows Defender| v V' |®windows Firewall v~ [None
JOES-PC @ windows Defender| v v' |®windows Defender| v v' |®windows Firewall v~ [None
MARKETING-1 None ©windows Defender v* v |®windows Firewall v~ JNone
MELKINS-HP ©windows Defender| v~ v' |®windows Defender| v v' |®windows Firewall v~ [None
MmayhemON1 None @Windows Defender| X v’ [None None
MmayhemON-HP
MSUMMER-LT
MWEST-WIN864 ©windows Defender| v~ v' |®windows Defender| v v' |®windows Firewall v~ [None
MYCO30DEV None None one None
MYCO-ATL-CORE None None ©windows Firewall]| % [None
MYCOPATCH
MYCOROOTAUTH None None ©windows Firewall % [None
OPS001 ©windows Defender| v~ v' |®windows Defender v v' |®Owindows Firewalll v~ JNone
PABUILD None None ©windows Firewall % [None
PKWin8 ©Windows Defender v' |®windows Defender| v v' |Owindows Firewall v~ [None
PSIMPSON1 None None ©windows Firewall % [None
PSIMPSON-WIN764 ©Windows Defender % v' |®windows Defender| % V' |®windows Firewall v~ [None
PSIMPSON-WIN7TEST None ©windows Defender v* v |®windows Firewall v~ [None
RANCOR ©windows Defender| v~ v' |®windows Defender v V' |Qwindows Firewall % [None
REMOTE
REX ©wmicrosoft security | v v |Omicrosoft security | v v |®Owindows Firewalll % [None
ssentials ssentials
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Computer Name IAntivirus IAntispyware Firewall IBackup
Name On |Current [Name On [Current [Name On [Name On
©Windows Defender % v
SE-DAVIS None ©Windows Defender| % v |®Owindows Firewall ¥ | shadowprotect| v
%StorageCraft X
SHAREPOINT-01 None None @Windows Firewalll v~ [None
SLOWE-WIN8 %GFI Languard v %GFI Languard v @Windows Firewall v~ [None
@GFI Software VIPRE| ¥ X @GFI Software VIPRE| v X
©Windows Defender| % v" |®windows Defender % v
5QL2012-01 None None ©windows Firewalll v~ [None
STORAGEO1 None None ©windows Firewalll % [None
TANDEM None ©Windows Defender v X ©Windows Firewall v~ [None
THRASH2
USER-PC23
uTILO1 None None ©windows Firewalll % [None
uTIL12 None None ©windows Firewalll v~ None
No Domain
Computer Name IAntivirus IAntispyware Firewall IBackup
Name On Current Name On Current Name on [Name On
© ©
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12 - Listening Ports

This section contains a list of common ports/protocols assessed, and is categorized by domain or workgroup membership. Items with a red
check indicate a potential risk.

CORP.MYCO.COM

IP Address Computer Name FTP Telnet SMTP DNS HTTP HTTPS SQLServer MysQL RDP HTTP
(21/TCP) (23/TCP) (25/TCP) (53/TCP) (80/TCP) (443/TCP) | (1433/TCP) | (3306/TCP) | (3389/TCP) | (8080/TCP)

10.0.7.10 OPS001 v

10.0.7.11 MWEST-WIN864 v

10.0.7.18 PSIMPSON-WIN764 v

10.0.7.20 SE-DAVIS v v

10.0.7.26 MELKINS-HP v

10.0.7.27 HV02 v v

10.0.7.28 TANDEM v

10.0.7.29 MARKETING-1 v

10.0.7.31 MMAYHEMON1 v

10.0.7.32 PSIMPSON1 v

10.0.7.43 ISA1 v v v

10.0.7.44 JIM-WIN8 v v v

10.0.7.47 REX v

10.0.7.52 DEVXP v

10.0.7.53 DEV_2012-CORE v

10.0.7.54 PKWIN8 v

10.0.7.55 MYCOPATCH v

10.0.7.57 RANCOR v v v

10.0.7.60 PABUILD v

10.0.7.61 HVO05 v

10.0.7.62 DEVWIKI v v v

10.0.7.63 JIM-WIN7 v v

10.0.7.65 MYCO30DEV v v v v v v v

10.0.7.66 HJOEL-WIN764 v v v

10.0.7.67 JAGA v v v

10.0.7.68 REMOTE v v v v

10.0.7.69 DEVTFS v v v
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IP Address Computer Name FTP Telnet SMTP DNS HTTP HTTPS SQlServer MysQL RDP HTTP
(21/TCP) (23/1CP) (25/TCP) (53/TCP) (80/TCP) (443/TCP) | (1433/TCP) | (3306/TCP) | (3389/TCP) | (8080/TCP)
10.0.7.74 BKRICKEY-WIN7 v
10.0.7.75 DEVWIKI v v v
10.0.7.77 MYCO v v
10.0.7.82 PSIMPSON-WIN7TEST v
10.0.7.90 JOES-PC v
10.0.7.100 PABUILD v
No Domain
IP Address Computer Name FTP SSH Telnet HTTP HTTPS RDP VNC
(21/TCP) (22/1CP) (23/TCP) (80/TCP) (443/TCP) (3389/TCP) (5900/TCP)
10.0.7.0 JIMS02 v
10.0.7.19 SLOWE-WIN7 v
10.0.7.30 ZBOXUBUNTU v
10.0.7.45 PITMACMINI v v
10.0.7.56 FTWORK-PC v v
10.0.7.58 SEPEO2F6D63AE24 v
10.0.7.64 v v v v
10.0.7.70 v v v
10.0.7.71 v
10.0.7.76 HP2100-OPS v v v
10.0.7.85 v
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13 - Internet Access

This section lists of the latency between the computer and both Google and Yahoo, as well as a trace route to Google for further diagnostics if
needed.

Internet Access

Latency Tests:
Retrieval time for Google.com: 83 ms
Retrieval time for Yahoo.com: 227 ms

Internet trace route to Google.com:
Tracing route to www.google.com [74.125.131.99] over a maximum of 30 hops:

10 ms10.0.1.1

230 ms96.120.4.229

38 msxe-11-1-0-32767-sur01.ndatlanta.ga.atlanta.comcast.net [68.85.68.61]
48 msxe-17-1-3-0-ar01.b0atlanta.ga.atlanta.comcast.net [68.86.106.133]
511 mshe-5-12-0-0-10-cr01.56marietta.ga.ibone.comcast.net [68.86.93.125]
619 msas15169-1-c.56marietta.ga.ibone.comcast.net [23.30.206.146]

710 ms72.14.233.56

811 ms66.249.94.20

929 ms72.14.237.119

1030 ms216.239.48.103

114734 ms

1235 msvc-in-f99.1e100.net [74.125.131.99]

Trace complete.
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14 - External Speed Test

This section displays upload and download speed.

Upload Speed: 22.02 Mb/s Download Speed: 50.10 Mb/s
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NDT Server Location Download Upload Slowest Link in End-to-End Path
213.248.112.101 Amsterdam, The Netherlands  0.90 Mb/s 16.66 Mb/s |a 622 Mbps OC-12 subnet
83.212.4.24 Athens, Greece 3.35 Mb/s 2.15 Mb/s a 622 Mbps OC-12 subnet
4.71.254.147 Atlanta, Georgia 17.77 Mb/s |22.02 Mb/s |a 622 Mbps OC-12 subnet
4.71.251.147 Chicago, lllinois 50.10 Mb/s 19.77 Mb/s |a 622 Mbps OC-12 subnet
38.107.216.17 Dallas, Texas 4.62 Mb/s 18.90 Mb/s |a 622 Mbps OC-12 subnet
193.1.12.203 Dublin, Ireland 2.72 Mb/s 10.27 Mb/s |a 622 Mbps OC-12 subnet
80.239.142.203 Frankfurt, Germany 8.35 Mb/s 19.57 Mb/s |a 622 Mbps OC-12 subnet
109.239.110.11 London, United Kingdom 33.59 Mb/s |15.29 Mb/s |a 622 Mbps OC-12 subnet
38.98.51.20 Los Angeles, California 5.89 Mb/s 17.71 Mb/s |a 622 Mbps OC-12 subnet
213.200.103.139 Madrid, Spain 6.78 Mb/s 17.47 Mb/s |a 622 Mbps OC-12 subnet
4.71.210.211 Miami, Florida 9.63 Mb/s 21.56 Mb/s |a 622 Mbps OC-12 subnet
213.200.99.203 Milano, Italy 13.14 Mb/s |9.62 Mb/s a 622 Mbps OC-12 subnet
64.9.225.141 Mountain View, California 49.20 Mb/s [20.67 Mb/s |a 622 Mbps OC-12 subnet
109.239.110.11 Nantou, Taiwan 30.37 Mb/s 17.12 Mb/s |a 622 Mbps OC-12 subnet
216.156.197.139 New York City, New York 16.76 Mb/s |20.82 Mb/s |a 622 Mbps OC-12 subnet
38.106.70.147 Newark, New Jersey 3.76 Mb/s 20.35 Mb/s |a 622 Mbps OC-12 subnet
80.239.168.203 Paris, France 7.71 Mb/s 16.42 Mb/s |a 622 Mbps OC-12 subnet
38.102.0.109 Seattle, Washington 40.63 Mb/s [20.44 Mb/s |a 622 Mbps OC-12 subnet
81.167.39.11 Stavanger, Norway 16.04 Mb/s 110.13 Mb/s |a 622 Mbps OC-12 subnet
103.10.233.11 Sydney, Australia 2.91 Mb/s 2.12 Mb/s | a 622 Mbps OC-12 subnet
203.178.130.203 Tokyo, Japan NDT server offline at time of run.
213.208.152.11 Wien, Austria 8.59 Mb/s 19.14 Mb/s |a 622 Mbps OC-12 subnet
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15 - Internet Domain

This section contains the WHOIS and MX records for domains added to this assessment. WHOIS information helps determine domain ownership

and renewal, while MX records indicate the server responsible for handling email requests (this may redirect elsewhere if acting as a spam
filtering service).

myco.com
WHOIS Record
Whois Server Version 2.0

Domain names in the .com and .net domains can now be registered
with many different competing registrars. Go to http://www.internic.net
for detailed information.

Domain Name: myco.COM

Registrar: GODADDY.COM, LLC

Whois Server: whois.godaddy.com

Referral URL: http://registrar.godaddy.com
Name Server: NS57.DOMAINCONTROL.COM
Name Server: NS58.DOMAINCONTROL.COM
Status: clientDeleteProhibited

Status: clientRenewProhibited

Status: clientTransferProhibited

Status: clientUpdateProhibited

Updated Date: 24-nov-2013

Creation Date: 23-nov-2010

Expiration Date: 23-nov-2014

>>> Last update of whois database: Wed, 02 Apr 2014 01:45:26 UTC <<<

NOTICE: The expiration date displayed in this record is the date the
registrar's sponsorship of the domain name registration in the registry is
currently set to expire. This date does not necessarily reflect the expiration
date of the domain name registrant's agreement with the sponsoring
registrar. Users may consult the sponsoring registrar's Whois database to
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WHOIS Record

view the registrar's reported date of expiration for this registration.

TERMS OF USE: You are not authorized to access or query our Whois
database through the use of electronic processes that are high-volume and
automated except as reasonably necessary to register domain names or
modify existing registrations; the Data in VeriSign Global Registry

Services' ("VeriSign") Whois database is provided by VeriSign for
information purposes only, and to assist persons in obtaining information
about or related to a domain name registration record. VeriSign does not
guarantee its accuracy. By submitting a Whois query, you agree to abide
by the following terms of use: You agree that you may use this Data only
for lawful purposes and that under no circumstances will you use this Data
to: (1) allow, enable, or otherwise support the transmission of mass
unsolicited, commercial advertising or solicitations via e-mail, telephone,
or facsimile; or (2) enable high volume, automated, electronic processes
that apply to VeriSign (or its computer systems). The compilation,
repackaging, dissemination or other use of this Data is expressly
prohibited without the prior written consent of VeriSign. You agree not to
use electronic processes that are automated and high-volume to access or
query the Whois database except as reasonably necessary to register
domain names or modify existing registrations. VeriSign reserves the right
to restrict your access to the Whois database in its sole discretion to ensure
operational stability. VeriSign may restrict or terminate your access to the
Whois database for failure to abide by these terms of use. VeriSign
reserves the right to modify these terms at any time.

The Registry database contains ONLY .COM, .NET, .EDU domains and
Registrars.Domain Name: myco.COM

Registry Domain ID: 1626953233_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: http://www.godaddy.com

Update Date: 2013-11-24 06:34:05

Creation Date: 2010-11-23 12:58:55

Registrar Registration Expiration Date: 2014-11-23 12:58:55
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146
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Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.480-624-2505
Domain Status: clientTransferProhibited
Domain Status: clientUpdateProhibited
Domain Status: clientRenewProhibited
Domain Status: clientDeleteProhibited
Registry Registrant ID:

Registrant Name: michael mayhemon
Registrant Organization: myco, Inc.
Registrant Street: 6135 Rivercliffe Drive
Registrant City: Atlanta

Registrant State/Province: Georgia

Registrant Postal Code: 30328

Registrant Country: United States

Registrant Phone: +1.4042298999

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: mmayhemon@mindspring.com
Registry Admin ID:

Admin Name: michael mayhemon

Admin Organization: myco, Inc.

Admin Street: 6135 Rivercliffe Drive

Admin City: Atlanta

Admin State/Province: Georgia

Admin Postal Code: 30328

Admin Country: United States

Admin Phone: +1.4042298999

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: mmayhemon@mindspring.com
Registry Tech ID:

Tech Name: michael mayhemon

Tech Organization: myco, Inc.

Tech Street: 6135 Rivercliffe Drive
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WHOIS Record

Tech City: Atlanta

Tech State/Province: Georgia

Tech Postal Code: 30328

Tech Country: United States

Tech Phone: +1.4042298999

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: mmayhemon@mindspring.com

Name Server: NS57.DOMAINCONTROL.COM

Name Server: NS58.DOMAINCONTROL.COM

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
Last update of WHOIS database: 2014-04-02T01:00:00Z

The data contained in GoDaddy.com, LLC's Whols database,

while believed by the company to be reliable, is provided "as is"

with no guarantee or warranties regarding its accuracy. This

information is provided for the sole purpose of assisting you

in obtaining information about domain name registration records.

Any use of this data for any other purpose is expressly forbidden without the prior written
permission of GoDaddy.com, LLC. By submitting an inquiry,

you agree to these terms of usage and limitations of warranty. In particular,
you agree not to use this data to allow, enable, or otherwise make possible,
dissemination or collection of this data, in part or in its entirety, for any
purpose, such as the transmission of unsolicited advertising and

and solicitations of any kind, including spam. You further agree

not to use this data to enable high volume, automated or robotic electronic
processes designed to collect or compile this data for any purpose,
including mining this data for your own personal or commercial purposes.

Please note: the registrant of the domain name is specified
in the "registrant" section. In most cases, GoDaddy.com, LLC
is not the registrant of domain names listed in this database.

\ MXMailServer (Preference) TTL
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MXMailServer (Preference)

TTL

myco-com.mail.protection.outlook.com (0)

3599
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Appendix I: Detailed Computer Analysis

This section provides additional information on the servers, workstations, and devices in this report. Details are obtained via RPC, WMI or local

scan.

CORP.MYCO.COM

Computer Operating System |CPU RAM Analysis
Name
BKRICKEY-WIN7 | Windows 7 Pentium(R) 3072 Last 5 System Error Msgs:
Enterprise Dual-Core CPU | MB 4-1-2014 9:31:05 PM 3221487623 The device, \Device\HarddiskO\DRO, has a bad block.
E5400 @ 4-1-2014 9:31:03 PM 3221487623 The device, \Device\HarddiskO\DRO, has a bad block.
2.70GHz 4-1-2014 9:31:01 PM 3221487623 The device, \Device\HarddiskO\DRO, has a bad block.

4-1-2014 9:30:58 PM 3221487623 The device, \Device\HarddiskO\DRO, has a bad block.
4-1-2014 9:30:56 PM 3221487623 The device, \Device\HarddiskO\DRO, has a bad block.
Last 5 Application Error Msgs:

4-1-2014 2:44:22 AM 0

3-31-2014 12:44:06 AM 0

3-30-2014 3:14:24 AM 0

3-29-2014 3:51:12 AM O

3-28-2014 4:16:55 AM 0

Scheduled Tasks:

Adobe Flash Player Updater

CCleanerSkipUAC

Microsoft Office 15 Sync Maintenance for MYCO-BKRICKEY BKRICKEY-win7.Corp.MyCo.com
Microsoft Office 15 Sync Maintenance for {8a0919b6-0602-4b9e-af39-5aee6fdacd8b}
BKRICKEY-win7.Corp.MyCo.com

{5BF42FOE-AA61-44C5-A27F-2825E7DFB926}
{FA5E26D9-591C-4A27-BE04-B4307BOFAD48}

Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 288.05 GB, 242.54 GB free, 15.8% used

D: 10GB, 5.31 GB free, 46.9% used

Service Tag:

830TRL1
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Computer Operating System
Name

CPU

RAM

Analysis

CPU Count:

1

CPU Core Count:

2

Windows Key:

BBBBB-BBBBB-BBBBB-BBBBB-BBBBB

Make and Model:

Dell Inc./Vostro 230

Memory Banks:

Memory BankO : DIMM-Synchronous-2048 Mb-1333 Mhz
Memory Bank1 : DIMM-Synchronous-1024 Mb-1333 Mhz
CPUs:

Pentium(R) Dual-Core CPU E5400 @ 2.70GHz : CPUO-2

System Slots:

System SlotO : PCIEX16-Available-OK

System Slot1 : PCI1-Available-OK

System Slot2 : PCI2-Available-OK

System Slot3 : PCIEX1-Available-OK

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)
unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IPv6)
unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)
00:26:2D:28:C5:47 : 10.0.7.74,fe80::8176:9cb6:2173:b513-k57nd60x-[00000007] Broadcom
NetLink (TM) Gigabit Ethernet

unknown : -NdisWan-[00000008] WAN Miniport (IP)

unknown : -tunnel-[00000009] Microsoft ISATAP Adapter
20:41:53:59:4E:FF : -AsyncMac-[00000010] RAS Async Adapter
unknown : -athr-[00000011] DW1525 (802.11n) WLAN PCle Card
unknown : -tunnel-[00000012] Microsoft ISATAP Adapter
unknown : -tunnel-[00000013] Microsoft ISATAP Adapter
unknown : -tunnel-[00000014] Microsoft ISATAP Adapter
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Name

Operating System

CPU

RAM

Analysis

unknown : -SBFWIMCLMP-[00000015] GFI Software Firewall NDIS IM Filter Miniport
unknown : -tunnel-[00000016] Microsoft 6to4 Adapter

unknown : -vwifimp-[00000017] Microsoft Virtual WiFi Miniport Adapter

unknown : -tunnel-[00000018] Microsoft Teredo Tunneling Adapter

unknown : -SBFWIMCLMP-[00000019] GFI Software Firewall NDIS IM Filter Miniport
00:26:2D:28:C5:47 : -SBFWIMCLMP-[00000020] GFI Software Firewall NDIS IM Filter Miniport
C6:04:20:52:41:53 : -SBFWIMCLMP-[00000021] GFI Software Firewall NDIS IM Filter Miniport
C6:04:20:52:41:53 : -SBFWIMCLMP-[00000022] GFI Software Firewall NDIS IM Filter Miniport
C6:04:20:52:41:53 : -SBFWIMCLMP-[00000023] GFI Software Firewall NDIS IM Filter Miniport
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows 7 Enterprise

OS Architecture:

32-bit

OS Virtual Memory:

5888 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

6/6/2012 12:14:51 PM

PAE Enabled:

True

Active Anti-virus: GFl Languard, GFl Software VIPRE

Active Anti-spyware: GF| Languard, GF| Software VIPRE

Active Firewall: Windows Firewall

DAVIS-XP

Windows XP
Professional

Intel(R)
Core(TM) i3-
2130 CPU @

6144
MB

Last 5 System Error Msgs:
3-27-2014 10:56:22 AM 10028 DCOM was unable to communicate with the computer
storage01.pit.com using any of the configured protocols; requested by PID 1214
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Computer Operating System
Name

CPU

RAM

Analysis

3.40GHz

(C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

3-27-2014 10:56:22 AM 10028 DCOM was unable to communicate with the computer
hv2012-1.corp.MyCo.com using any of the configured protocols; requested by PID 1214
(C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

3-27-2014 10:56:04 AM 10028 DCOM was unable to communicate with the computer
10.0.1.5 using any of the configured protocols; requested by PID 1214
(C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

3-27-2014 10:56:01 AM 10028 DCOM was unable to communicate with the computer
dc01.corp.MyCo.com using any of the configured protocols; requested by PID 1214
(C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

3-27-2014 10:55:38 AM 10028 DCOM was unable to communicate with the computer
10.0.0.21 using any of the configured protocols; requested by PID 1214
(C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

Last 5 Application Error Msgs:

3-27-2014 5:35:11 PM 1000 Faulting application name: DIIHost.exe, version: 6.2.9200.16384,
time stamp: 0x50108850 Faulting module name: tsccvid64.dll, version: 3.0.0.0, time stamp:
0x4c44a8a8 Exception code: 0xc0000005 Fault offset: 0x000000000000640b Faulting process
id: 0x1298 Faulting application start time: Ox01cf4a046edd2e6b Faulting application path:
C:\Windows\system32\DIIHost.exe Faulting module path:
C:\Windows\SysWOW64\tsccvid64.dll Report Id: aca3f47e-b5f7-11e3-be73-4c72b98aac85
Faulting package full name: Faulting package-relative application ID:

3-27-2014 5:26:04 PM 1000 Faulting application name: DIIHost.exe, version: 6.2.9200.16384,
time stamp: 0x50108850 Faulting module name: tsccvid64.dll, version: 3.0.0.0, time stamp:
0x4c44a8a8 Exception code: 0xc0000005 Fault offset: 0x000000000000640b Faulting process
id: 0x16d8 Faulting application start time: 0x01cf4a032884933c Faulting application path:
C:\Windows\system32\DIIHost.exe Faulting module path:
C:\Windows\SysWOW64\tsccvid64.dll Report Id: 667ace2c-b5f6-11e3-be73-4c72b98aac85
Faulting package full name: Faulting package-relative application ID:

3-27-2014 1:27:28 PM 3238068302 Activation context generation failed for
"C:\SRecycle.Bin\S-1-5-21-356494474-603968661-3470298851-18616\SRY95UJQ.exe".Error
in manifest or policy file "" on line . A component version required by the application conflicts
with another component version already active. Conflicting components are:. Component 1:
C:\Windows\WinSxS\manifests\amd64_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579 none_418ab7ef718b27ef.manifest.
Component 2: C:\Windows\WinSxS\manifests\x86_microsoft.windows.common-
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controls_6595b64144ccfldf_6.0.9200.16579_none_8937eec6860750f5.manifest.

3-27-2014 1:09:36 PM 3238068302 Activation context generation failed for
"C:\Users\sRammond\Downloads\Softonic_downloader_quicktime.exe".Error in manifest or
policy file "" on line . A component version required by the application conflicts with another
component version already active. Conflicting components are:. Component 1:
C:\Windows\WinSxS\manifests\amd64_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_418ab7ef718b27ef.manifest.
Component 2: C:\Windows\WinSxS\manifests\x86_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_8937eec6860750f5.manifest.

3-27-2014 1:06:57 PM 3238068302 Activation context generation failed for
"C:\Users\sRammond\Downloads\Softonic_downloader_quicktime.exe".Error in manifest or
policy file "" on line . A component version required by the application conflicts with another
component version already active. Conflicting components are:. Component 1:
C:\Windows\WinSxS\manifests\amd64_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_418ab7ef718b27ef.manifest.
Component 2: C:\Windows\WinSxS\manifests\x86_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_8937eec6860750f5.manifest.

Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 127 GB, 93.86 GB free, 26.09% used

CPU Count:

1

CPU Core Count:

2

Make and Model:

Gateway/DX4870

Memory Banks:

Memory BankO : DIMM-Synchronous-4096 Mb-1333 Mhz

Memory Bank1 : DIMM-Synchronous-2048 Mb-1333 Mhz

CPUs:

Intel(R) Core(TM) i3-2130 CPU @ 3.40GHz : CPUO-2

System Slots:

System SlotO : PCIEx16-Available-OK

System Slot1 : PCIE_X1_1-Available-OK
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System Slot2 : PCIE_X1_2-Available-OK
System Slot3 : PCIE_X1_3-Available-OK
NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)

unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter

unknown : -AsyncMac-[00000009] RAS Async Adapter

4C:72:B9:8A:AC:85 : 10.0.7.10;fe80::f4f2:7d07:6fb1:1b96-eliexpress-[00000010] Intel(R)

82579V Gigabit Network Connection

unknown : -tunnel-[00000011] Microsoft ISATAP Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)
OS Caption:

Microsoft Windows 8 Enterprise
OS Architecture:

64-bit

OS Virtual Memory:

6912 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:
C:\Windows

OS Install Date:

2/18/2014 5:51:03 AM

Active Anti-virus: Windows Defender
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Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall
DCO1 Windows Server Intel(R) 512 MB |Last 5 System Error Msgs:
2012 Standard Xeon(R) CPU 4-1-2014 9:47:51 PM 10028 DCOM was unable to communicate with the computer
L5639 @ SHREDDER using any of the configured protocols; requested by PID 19¢8
2.13GHz (C:\Users\wparson\AppData\Local\Temp\RunHIPAADataCollector.exe).

4-1-2014 9:47:51 PM 10028 DCOM was unable to communicate with the computer HPV00
using any of the configured protocols; requested by PID 19c8
(C:\Users\wparson\AppData\Local\Temp\RunHIPAADataCollector.exe).

4-1-2014 9:47:51 PM 10028 DCOM was unable to communicate with the computer
DHAROLD-PC using any of the configured protocols; requested by PID 19¢c8
(C:\Users\wparson\AppData\Local\Temp\RunHIPAADataCollector.exe).

4-1-2014 9:47:45 PM 10028 DCOM was unable to communicate with the computer COSTEN-
SG using any of the configured protocols; requested by PID 19¢c8
(C:\Users\wparson\AppData\Local\Temp\RunHIPAADataCollector.exe).

4-1-2014 9:47:44 PM 10028 DCOM was unable to communicate with the computer THRASH2
using any of the configured protocols; requested by PID 19c8
(C:\Users\wparson\AppData\Local\Temp\RunHIPAADataCollector.exe).

Last 5 Application Error Msgs:

3-3-2014 11:36:05 AM 8193 Volume Shadow Copy Service error: Unexpected error calling
routine RegOpenKeyExW(-2147483646,SYSTEM\CurrentControlSet\Services\VSS\Diag,...). hr
= 0x80070005, Access is denied. . Operation: Initializing Writer Context: Writer Class Id:
{8132975-6f93-4464-a53e-1050253ae220} Writer Name: System Writer Writer Instance ID:
{efad9109-6afe-4497-a44f-f957e971a5f5}

3-3-2014 11:30:25 AM 3221226486 Acquisition of End User License failed. hr=0xC004C003
Sku 1d=7d7240c9-5ea0-4a33-8061-a5f44d061f2e

3-3-2014 11:30:25 AM 3221233672 License acquisition failure details. hr=0xC004C003
3-3-2014 11:30:17 AM 2147484665 Installation of the Proof of Purchase failed. 0xCO04E016
Partial Pkey=39KCB ACID=? Detailed Error[?]

3-3-2014 11:30:01 AM 2147484665 Installation of the Proof of Purchase failed. 0xCO04E016
Partial Pkey=39KCB ACID=? Detailed Error[?]

Disk Capacity:

C: 126.66 GB, 89.19 GB free, 29.58% used

Service Tag:

2313-7957-2802-9397-1511-6773-75
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CPU Count:

1

CPU Core Count:

4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-512 Mb-unknown Mhz

1 <slot available>

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
unknown : -AsyncMac-[00000009] RAS Async Adapter

unknown : -netvsc-[00000010] Microsoft Hyper-V Network Adapter
unknown : -tunnel-[00000011] Microsoft ISATAP Adapter

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter

unknown : -tunnel-[00000013] Microsoft Teredo Tunneling Adapter
00:15:5D:07:37:0C : 172.20.1.3;10.0.1.3;fe80::¢479:f74:16d0:1a95-netvsc-[00000014]
Microsoft Hyper-V Network Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:
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Microsoft Windows Server 2012 Standard
OS Architecture:

64-bit

OS Virtual Memory:
7584 MB

OS System Directory:
C:\Windows\system32
OS Windows Directory:
C:\Windows

OS Install Date:
6/24/2013 12:28:10 AM
PAE Enabled:

True

DCO02

Windows Server
2012 R2 Datacenter

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

1024
MB

Last 5 System Error Msgs:

4-1-2014 9:18:53 PM 5719 This computer was not able to set up a secure session with a
domain controller in domain SUPPORT due to the following: There are currently no logon
servers available to service the logon request. This may lead to authentication problems.
Make sure that this computer is connected to the network. If the problem persists, please
contact your domain administrator. ADDITIONAL INFO If this computer is a domain controller
for the specified domain, it sets up the secure session to the primary domain controller
emulator in the specified domain. Otherwise, this computer sets up the secure session to any
domain controller in the specified domain.

4-1-2014 8:08:44 PM 5722 The session setup from the computer MYCOPATCH failed to
authenticate. The name(s) of the account(s) referenced in the security database is
MYCOPATCHS. The following error occurred: Access is denied.

4-1-2014 4:22:49 PM 5719 This computer was not able to set up a secure session with a
domain controller in domain SUPPORT due to the following: There are currently no logon
servers available to service the logon request. This may lead to authentication problems.
Make sure that this computer is connected to the network. If the problem persists, please
contact your domain administrator. ADDITIONAL INFO If this computer is a domain controller
for the specified domain, it sets up the secure session to the primary domain controller
emulator in the specified domain. Otherwise, this computer sets up the secure session to any
domain controller in the specified domain.

4-1-2014 4:08:43 PM 5722 The session setup from the computer MYCOPATCH failed to
authenticate. The name(s) of the account(s) referenced in the security database is
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MYCOPATCHS. The following error occurred: Access is denied.

4-1-2014 10:53:43 AM 5722 The session setup from the computer MYCOPATCH failed to
authenticate. The name(s) of the account(s) referenced in the security database is
MYCOPATCHS. The following error occurred: Access is denied.

Last 5 Application Error Msgs:

3-28-2014 5:34:21 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-27-2014 4:06:29 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-21-2014 4:05:47 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-20-2014 2:31:30 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-14-2014 3:38:55 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230
Disk Capacity:

C: 126.48 GB, 117.23 GB free, 7.31% used

Service Tag:

8044-2319-1276-6454-1247-3509-49

CPU Count:

1

CPU Core Count:

4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-1024 Mb-unknown Mhz

Memory Bank1 : Unknown-Unknown-0 Mb-unknown Mhz

Memory Bank2 : Unknown-Unknown-0 Mb-unknown Mhz

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)
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unknown : -RasSstp-[00000001] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IP)
unknown : -NdisWan-[00000006] WAN Miniport (IPv6)
unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
00:15:5D:07:37:09 : 172.20.0.4;10.0.1.4;fe80::ed31:c216:4b35:3c5e-netvsc-[00000010]
Microsoft Hyper-V Network Adapter

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter
DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows Server 2012 R2 Datacenter

OS Architecture:

64-bit

OS Virtual Memory:

2592 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

1/24/2014 3:36:13 PM

Active Anti-virus: N/A

Active Anti-spyware: N/A

Active Firewall: Windows Firewall

DCOo3

Windows Server
2012 R2 Datacenter

Intel(R)
Xeon(R) CPU
L5639 @

1024
MB

Last 5 System Error Msgs:
4-1-2014 3:01:44 PM 10028 DCOM was unable to communicate with the computer
MYCORootAuth.Corp.MyCo.com using any of the configured protocols; requested by PID fdc

PROPRIETARY & CONFIDENTIAL

PAGE 94 of 202




HillSouth E

iT solutions.

Full Detail Report
NETWORK ASSESSMENT

Computer Operating System
Name

CPU

RAM

Analysis

2.13GHz

(C:\Windows\system32\taskhost.exe).

4-1-2014 7:01:43 AM 10028 DCOM was unable to communicate with the computer
MYCORootAuth.Corp.MyCo.com using any of the configured protocols; requested by PID 220
(C:\Windows\system32\taskhost.exe).

3-31-2014 11:01:41 PM 10028 DCOM was unable to communicate with the computer
MYCORootAuth.Corp.MyCo.com using any of the configured protocols; requested by PID c3c
(C:\Windows\system32\taskhost.exe).

3-31-2014 3:01:37 PM 10028 DCOM was unable to communicate with the computer
MYCORootAuth.Corp.MyCo.com using any of the configured protocols; requested by PID 3d4
(C:\Windows\system32\taskhost.exe).

3-31-2014 7:01:38 AM 10028 DCOM was unable to communicate with the computer
MYCORootAuth.Corp.MyCo.com using any of the configured protocols; requested by PID b90
(C:\Windows\system32\taskhost.exe).

Last 5 Application Error Msgs:

4-1-2014 3:01:44 PM 1073741830 Automatic certificate enrollment for local system failed
(0x800706ba) The RPC server is unavailable. .

4-1-2014 3:01:44 PM 3260678157 Certificate enrollment for Local system failed to enroll for
a DomainController certificate with request ID N/A from
MYCORootAuth.Corp.MyCo.com\MyCo Enterprise Root CA (The RPC server is unavailable.
0x800706ba (WIN32: 1722 RPC_S_SERVER_UNAVAILABLE)).

4-1-2014 3:01:44 PM 2186936402 Certificate enrollment for Local system failed in
authentication to all urls for enrollment server associated with policy id: {80B1C0A2-44EE-
4C9A-87F8-F1009ECEE682} (The RPC server is unavailable. 0x800706ba (WIN32: 1722
RPC_S_SERVER_UNAVAILABLE)). Failed to enroll for template: DomainController

4-1-2014 7:01:43 AM 1073741830 Automatic certificate enrollment for local system failed
(0x800706ba) The RPC server is unavailable. .

4-1-2014 7:01:43 AM 3260678157 Certificate enrollment for Local system failed to enroll for
a DomainController certificate with request ID N/A from
MYCORootAuth.Corp.MyCo.com\MyCo Enterprise Root CA (The RPC server is unavailable.
0x800706ba (WIN32: 1722 RPC_S_SERVER_UNAVAILABLE)).

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230

Disk Capacity:

C: 126.48 GB, 111.26 GB free, 12.03% used

Service Tag:
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9445-4395-2879-5746-0168-9165-21

CPU Count:

1

CPU Core Count:

4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-1024 Mb-unknown Mhz
Memory Bank1 : Unknown-Unknown-0 Mb-unknown Mhz
Memory Bank2 : Unknown-Unknown-0 Mb-unknown Mhz
CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)
unknown : -RasSstp-[00000001] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IP)
unknown : -NdisWan-[00000006] WAN Miniport (IPv6)
unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
00:15:5D:07:37:0A : 172.20.0.23;fe80::54da:30ff:b6d6:12d1-netvsc-[00000010] Microsoft
Hyper-V Network Adapter

unknown : -tunnel-[00000013] Microsoft ISATAP Adapter
DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows Server 2012 R2 Datacenter

OS Architecture:
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64-bit

OS Virtual Memory:
2704 MB

OS System Directory:
C:\Windows\system32
OS Windows Directory:
C:\Windows

OS Install Date:
1/30/2014 12:16:06 AM
Active Anti-virus: N/A
Active Anti-spyware: N/A
Active Firewall: Windows Firewall

DEV_2012-
CORE

Hyper-V Server 2012

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

512 MB

Last 5 System Error Msgs:

3-26-2014 1:53:47 PM 5719 This computer was not able to set up a secure session with a
domain controller in domain PIT due to the following: There are currently no logon servers
available to service the logon request. This may lead to authentication problems. Make sure
that this computer is connected to the network. If the problem persists, please contact your
domain administrator. ADDITIONAL INFO If this computer is a domain controller for the
specified domain, it sets up the secure session to the primary domain controller emulator in
the specified domain. Otherwise, this computer sets up the secure session to any domain
controller in the specified domain.

3-4-2014 5:14:19 PM 36888 A fatal alert was generated and sent to the remote endpoint.
This may result in termination of the connection. The TLS protocol defined fatal error code is
40. The Windows SChannel error state is 1205.

3-4-2014 5:14:19 PM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported
by the server. The SSL connection request has failed.

Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 126.66 GB, 121.8 GB free, 3.84% used

Service Tag:

3993-7820-9629-6494-5219-0600-71

CPU Count:

1
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CPU Core Count:

1

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory Bank0 : Unknown-Unknown-512 Mb-unknown Mhz

1 <slot available>

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-1

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -VMSMP-[00000008] Hyper-V Virtual Ethernet Adapter
unknown : -kdnic-[00000009] Microsoft Kernel Debug Network Adapter
unknown : -AsyncMac-[00000010] RAS Async Adapter
00:15:5D:01:E0:19 : 10.0.7.53;fe80::€85d:5c5e:360:5030-dc21x4VM-[00000011] Intel 21140-
Based PCl Fast Ethernet Adapter (Emulated)

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter
unknown : -tunnel-[00000013] Microsoft ISATAP Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Hyper-V Server 2012

OS Architecture:

64-bit
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OS Virtual Memory:

768 MB

OS System Directory:
C:\Windows\system32
OS Windows Directory:
C:\Windows

OS Install Date:
11/4/2013 3:30:06 PM
Active Anti-virus: N/A
Active Anti-spyware: N/A
Active Firewall: Windows Firewall

DEVTFS

Windows Server
2012 Standard

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

10240
MB

Last 5 System Error Msgs:

3-31-2014 10:48:15 AM 5783 The session setup to the Windows NT or Windows 2000
Domain Controller \\dc01.Corp.MyCo.com for the domain PIT is not responsive. The current
RPC call from Netlogon on \\DEVTFS to \\dc01.Corp.MyCo.com has been cancelled.
3-28-2014 4:04:05 PM 3221232503 The AppFabric Caching Service service terminated
unexpectedly. It has done this 1 time(s). The following corrective action will be taken in
60000 milliseconds: Restart the service.

3-26-2014 2:59:22 PM 5719 This computer was not able to set up a secure session with a
domain controller in domain PIT due to the following: There are currently no logon servers
available to service the logon request. This may lead to authentication problems. Make sure
that this computer is connected to the network. If the problem persists, please contact your
domain administrator. ADDITIONAL INFO If this computer is a domain controller for the
specified domain, it sets up the secure session to the primary domain controller emulator in
the specified domain. Otherwise, this computer sets up the secure session to any domain
controller in the specified domain.

3-17-2014 2:30:22 PM 5783 The session setup to the Windows NT or Windows 2000 Domain
Controller \\dc01.Corp.MyCo.com for the domain PIT is not responsive. The current RPC call
from Netlogon on \\DEVTFS to \\dc01.Corp.MyCo.com has been cancelled.

Last 5 Application Error Msgs:

4-1-2014 3:33:13 PM 3000 TF53010: The following error has occurred in a Team Foundation
component or extension: Date (UTC): 4/1/2014 7:33:13 PM Machine: DEVTFS Application
Domain: TfsJobAgent.exe Assembly: Microsoft.TeamFoundation.Framework.Server,
Version=12.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a; v4.0.30319 Service
Host: Process Details: Process Name: TFSJobAgent Process Id: 1976 Thread Id: 4132 Account
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name: NT AUTHORITY\NETWORK SERVICE Detailed Message: TF271001: An error occurred
while attempting to send an email notification to the following address: rphillis@myco.com.
Further email notification errors that occur within the next five minutes might not be logged.
Verify that the email notification settings are correct in the Team Foundation Administration
Console. Exception Message: Failure sending mail. (type SmtpException) Exception Stack
Trace: at System.Net.Mail.SmtpClient.Send(MailMessage message) at
Microsoft.TeamFoundation.Joelervice.Extensions.Core.NotificationJobExtension.SendEmail(T
eamFoundationRequestContext requestContext, TeamFoundationNotification notification,
TeamFoundationldentity subscriber) Inner Exception Details: Exception Message: Unable to
connect to the remote server (type WebException)Exception Stack Trace: at
System.Net.ServicePoint.GetConnection(PooledStream PooledStream, Object owner,
Boolean async, IPAddress& address, Socket& abortSocket, Socket& abortSocket6) at
System.Net.PooledStream.Activate(Object owningObject, Boolean async,
GeneralAsyncDelegate asyncCallback) at System.Net.ConnectionPool.GetConnection(Object
owningObject, GeneralAsyncDelegate asyncCallback, Int32 creationTimeout) at
System.Net.Mail.SmtpConnection.GetConnection(ServicePoint servicePoint) at
System.Net.Mail.SmtpClient.Send(MailMessage message) Inner Exception Details: Exception
Message: A connection attempt failed because the connected party did not properly respond
after a period of time, or established connection failed because connected host has failed to
respond 192.168.220.11:25 (type SocketException) Exception Stack Trace: at
System.Net.Sockets.Socket.DoConnect(EndPoint endPointSnapshot, SocketAddress
socketAddress) at System.Net.ServicePoint.ConnectSocketInternal(Boolean connectFailure,
Socket s4, Socket s6, Socket& socket, IPAddress& address, ConnectSocketState state,
IAsyncResult asyncResult, Exception& exception)

4-1-2014 2:25:09 PM 3000 TF53010: The following error has occurred in a Team Foundation
component or extension: Date (UTC): 4/1/2014 6:25:09 PM Machine: DEVTFS Application
Domain: TfsJobAgent.exe Assembly: Microsoft.TeamFoundation.Framework.Server,
Version=12.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a; v4.0.30319 Service
Host: Process Details: Process Name: TFSJobAgent Process Id: 1976 Thread Id: 3988 Account
name: NT AUTHORITY\ANETWORK SERVICE Detailed Message: TF271001: An error occurred
while attempting to send an email notification to the following address: rphillis@myco.com.
Further email notification errors that occur within the next five minutes might not be logged.
Verify that the email notification settings are correct in the Team Foundation Administration
Console. Exception Message: Failure sending mail. (type SmtpException) Exception Stack
Trace: at System.Net.Mail.SmtpClient.Send(MailMessage message) at
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Microsoft.TeamFoundation.Joelervice.Extensions.Core.NotificationJobExtension.SendEmail(T
eamFoundationRequestContext requestContext, TeamFoundationNotification notification,
TeamFoundationldentity subscriber) Inner Exception Details: Exception Message: Unable to
connect to the remote server (type WebException)Exception Stack Trace: at
System.Net.ServicePoint.GetConnection(PooledStream PooledStream, Object owner,
Boolean async, IPAddress& address, Socket& abortSocket, Socket& abortSocket6) at
System.Net.PooledStream.Activate(Object owningObject, Boolean async,
GeneralAsyncDelegate asyncCallback) at System.Net.ConnectionPool.GetConnection(Object
owningObject, GeneralAsyncDelegate asyncCallback, Int32 creationTimeout) at
System.Net.Mail.SmtpConnection.GetConnection(ServicePoint servicePoint) at
System.Net.Mail.SmtpClient.Send(MailMessage message) Inner Exception Details: Exception
Message: A connection attempt failed because the connected party did not properly respond
after a period of time, or established connection failed because connected host has failed to
respond 192.168.220.11:25 (type SocketException) Exception Stack Trace: at
System.Net.Sockets.Socket.DoConnect(EndPoint endPointSnapshot, SocketAddress
socketAddress) at System.Net.ServicePoint.ConnectSocketInternal(Boolean connectFailure,
Socket s4, Socket s6, Socket& socket, IPAddress& address, ConnectSocketState state,
IAsyncResult asyncResult, Exception& exception)

4-1-2014 1:06:14 PM 3000 TF53010: The following error has occurred in a Team Foundation
component or extension: Date (UTC): 4/1/2014 5:06:14 PM Machine: DEVTFS Application
Domain: TfsJobAgent.exe Assembly: Microsoft.TeamFoundation.Framework.Server,
Version=12.0.0.0, Culture=neutral, PublickeyToken=b03f5f7f11d50a3a; v4.0.30319 Service
Host: Process Details: Process Name: TFSJobAgent Process Id: 1976 Thread Id: 4964 Account
name: NT AUTHORITY\ANETWORK SERVICE Detailed Message: TF271001: An error occurred
while attempting to send an email notification to the following address: rphillis@myco.com.
Further email notification errors that occur within the next five minutes might not be logged.
Verify that the email notification settings are correct in the Team Foundation Administration
Console. Exception Message: Failure sending mail. (type SmtpException) Exception Stack
Trace: at System.Net.Mail.SmtpClient.Send(MailMessage message) at
Microsoft.TeamFoundation.Joelervice.Extensions.Core.NotificationJobExtension.SendEmail(T
eamFoundationRequestContext requestContext, TeamFoundationNotification notification,
TeamFoundationldentity subscriber) Inner Exception Details: Exception Message: Unable to
connect to the remote server (type WebException)Exception Stack Trace: at
System.Net.ServicePoint.GetConnection(PooledStream PooledStream, Object owner,
Boolean async, IPAddress& address, Socket& abortSocket, Socket& abortSocket6) at
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System.Net.PooledStream.Activate(Object owningObject, Boolean async,
GeneralAsyncDelegate asyncCallback) at System.Net.ConnectionPool.GetConnection(Object
owningObject, GeneralAsyncDelegate asyncCallback, Int32 creationTimeout) at
System.Net.Mail.SmtpConnection.GetConnection(ServicePoint servicePoint) at
System.Net.Mail.SmtpClient.Send(MailMessage message) Inner Exception Details: Exception
Message: A connection attempt failed because the connected party did not properly respond
after a period of time, or established connection failed because connected host has failed to
respond 192.168.220.11:25 (type SocketException) Exception Stack Trace: at
System.Net.Sockets.Socket.DoConnect(EndPoint endPointSnapshot, SocketAddress
socketAddress) at System.Net.ServicePoint.ConnectSocketInternal(Boolean connectFailure,
Socket s4, Socket s6, Socket& socket, IPAddress& address, ConnectSocketState state,
IAsyncResult asyncResult, Exception& exception)

4-1-2014 12:56:37 PM 3000 TF53010: The following error has occurred in a Team Foundation
component or extension: Date (UTC): 4/1/2014 4:56:37 PM Machine: DEVTFS Application
Domain: TfsJobAgent.exe Assembly: Microsoft.TeamFoundation.Framework.Server,
Version=12.0.0.0, Culture=neutral, PublickeyToken=b03f5f7f11d50a3a; v4.0.30319 Service
Host: Process Details: Process Name: TFSJobAgent Process Id: 1976 Thread Id: 4280 Account
name: NT AUTHORITY\ANETWORK SERVICE Detailed Message: TF271001: An error occurred
while attempting to send an email notification to the following address: rphillis@myco.com.
Further email notification errors that occur within the next five minutes might not be logged.
Verify that the email notification settings are correct in the Team Foundation Administration
Console. Exception Message: Failure sending mail. (type SmtpException) Exception Stack
Trace: at System.Net.Mail.SmtpClient.Send(MailMessage message) at
Microsoft.TeamFoundation.Joelervice.Extensions.Core.NotificationJobExtension.SendEmail(T
eamFoundationRequestContext requestContext, TeamFoundationNotification notification,
TeamFoundationldentity subscriber) Inner Exception Details: Exception Message: Unable to
connect to the remote server (type WebException)Exception Stack Trace: at
System.Net.ServicePoint.GetConnection(PooledStream PooledStream, Object owner,
Boolean async, IPAddress& address, Socket& abortSocket, Socket& abortSocket6) at
System.Net.PooledStream.Activate(Object owningObject, Boolean async,
GeneralAsyncDelegate asyncCallback) at System.Net.ConnectionPool.GetConnection(Object
owningObject, GeneralAsyncDelegate asyncCallback, Int32 creationTimeout) at
System.Net.Mail.SmtpConnection.GetConnection(ServicePoint servicePoint) at
System.Net.Mail.SmtpClient.Send(MailMessage message) Inner Exception Details: Exception
Message: A connection attempt failed because the connected party did not properly respond
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after a period of time, or established connection failed because connected host has failed to
respond 192.168.220.11:25 (type SocketException) Exception Stack Trace: at
System.Net.Sockets.Socket.DoConnect(EndPoint endPointSnapshot, SocketAddress
socketAddress) at System.Net.ServicePoint.ConnectSocketInternal(Boolean connectFailure,
Socket s4, Socket s6, Socket& socket, IPAddress& address, ConnectSocketState state,
IAsyncResult asyncResult, Exception& exception)

4-1-2014 12:46:58 PM 3000 TF53010: The following error has occurred in a Team Foundation
component or extension: Date (UTC): 4/1/2014 4:46:58 PM Machine: DEVTFS Application
Domain: TfsJobAgent.exe Assembly: Microsoft.TeamFoundation.Framework.Server,
Version=12.0.0.0, Culture=neutral, PublickeyToken=b03f5f7f11d50a3a; v4.0.30319 Service
Host: Process Details: Process Name: TFSJobAgent Process Id: 1976 Thread Id: 2944 Account
name: NT AUTHORITY\ANETWORK SERVICE Detailed Message: TF271001: An error occurred
while attempting to send an email notification to the following address: rphillis@myco.com.
Further email notification errors that occur within the next five minutes might not be logged.
Verify that the email notification settings are correct in the Team Foundation Administration
Console. Exception Message: Failure sending mail. (type SmtpException) Exception Stack
Trace: at System.Net.Mail.SmtpClient.Send(MailMessage message) at
Microsoft.TeamFoundation.Joelervice.Extensions.Core.NotificationJobExtension.SendEmail(T
eamFoundationRequestContext requestContext, TeamFoundationNotification notification,
TeamFoundationldentity subscriber) Inner Exception Details: Exception Message: Unable to
connect to the remote server (type WebException)Exception Stack Trace: at
System.Net.ServicePoint.GetConnection(PooledStream PooledStream, Object owner,
Boolean async, IPAddress& address, Socket& abortSocket, Socket& abortSocket6) at
System.Net.PooledStream.Activate(Object owningObject, Boolean async,
GeneralAsyncDelegate asyncCallback) at System.Net.ConnectionPool.GetConnection(Object
owningObject, GeneralAsyncDelegate asyncCallback, Int32 creationTimeout) at
System.Net.Mail.SmtpConnection.GetConnection(ServicePoint servicePoint) at
System.Net.Mail.SmtpClient.Send(MailMessage message) Inner Exception Details: Exception
Message: A connection attempt failed because the connected party did not properly respond
after a period of time, or established connection failed because connected host has failed to
respond 192.168.220.11:25 (type SocketException) Exception Stack Trace: at
System.Net.Sockets.Socket.DoConnect(EndPoint endPointSnapshot, SocketAddress
socketAddress) at System.Net.ServicePoint.ConnectSocketInternal(Boolean connectFailure,
Socket s4, Socket s6, Socket& socket, IPAddress& address, ConnectSocketState state,
IAsyncResult asyncResult, Exception& exception)
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Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-500
Listening Ports:

HTTP (80/TCP)

SQlServer (1433/TCP)

HTTP (8080/TCP)

Disk Capacity:

C: 126.66 GB, 92.09 GB free, 27.29% used

Service Tag:

0934-4413-3928-5790-7124-7782-07

CPU Count:

1

CPU Core Count:

4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO0 : Unknown-Unknown-3968 Mb-unknown Mhz

Memory Bankl : Unknown-Unknown-6272 Mb-unknown Mhz

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
unknown : -AsyncMac-[00000009] RAS Async Adapter

unknown : -dc21x4VM-[00000010] Intel 21140-Based PCI Fast Ethernet Adapter (Emulated)
00:15:5D:07:1C:00 : 10.0.7.69-netvsc-[00000011] Microsoft Hyper-V Network Adapter
unknown : -tunnel-[00000012] Microsoft ISATAP Adapter
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unknown : -tunnel-[00000013] Microsoft Teredo Tunneling Adapter
unknown : -tunnel-[00000014] Microsoft ISATAP Adapter
DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Windows Server 2012 Standard

OS Architecture:

64-bit

OS Virtual Memory:

11712 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

11/21/2013 10:29:42 AM

DEVWIKI

Windows Server
2003

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

1534
MB

Last 5 System Error Msgs:

4-1-2014 6:12:19 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{99602E1D-0181-48E5-8CEOQ-
FB392F5CA4DA4}. The backup browser is stopping.

4-1-2014 6:07:49 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{57E129A7-9C24-474F-9AB8-
7BE81FF5A9F4}. The backup browser is stopping.

4-1-2014 1:36:18 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{57E129A7-9C24-474F-9AB8-
7BE81FF5A9F4}. The backup browser is stopping.

3-28-2014 3:29:56 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{99602E1D-0181-48E5-8CEOQ-
FB392F5CA4DA4}. The backup browser is stopping.

3-27-2014 11:00:49 AM 3221233504 The browser service has failed to retrieve the backup
list too many times on transport \Device\NetBT_Tcpip_{99602E1D-0181-48E5-8CEO-
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FB392F5CA4DA4}. The backup browser is stopping.

Last 5 Application Error Msgs:

3-24-2014 10:30:11 AM 1002 Hanging application notepad.exe, version 5.2.3790.3959, hang
module hungapp, version 0.0.0.0, hang address 0x00000000.
3-24-2014 10:25:31 AM 1002 Hanging application notepad.exe, version 5.2.3790.3959, hang
module hungapp, version 0.0.0.0, hang address 0x00000000.
3-24-2014 10:25:28 AM 1002 Hanging application notepad.exe, version 5.2.3790.3959, hang
module hungapp, version 0.0.0.0, hang address 0x00000000.
Listening Ports:

HTTP (80/TCP)

MySQL (3306/TCP)

RDP (3389/TCP)

Disk Capacity:

C: 21.87 GB, 16.34 GB free, 25.29% used

D: 9.09 GB, 8.78 GB free, 3.41% used

Service Tag:

6522-4888-4703-2233-6437-6416-39

CPU Count:

1

CPU Core Count:

1

Windows Key:

HTT48-2D2W3-6YMRW-HYDMF-JK8YB

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory Bank0 : Unknown-Unknown-1534 Mb-unknown Mhz

1 <slot available>

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-1

NICs:

unknown : -E100B-[00000001] Intel(R) PRO/100 Network Connection
unknown : -AsyncMac-[00000002] RAS Async Adapter

unknown : -Rasl2tp-[00000003] WAN Miniport (L2TP)
50:50:54:50:30:30 : -PptpMiniport-[00000004] WAN Miniport (PPTP)
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33:50:6F:45:30:30 : -RasPppoe-[00000005] WAN Miniport (PPPOE)
unknown : -Raspti-[00000006] Direct Parallel

unknown : -NdisWan-[00000007] WAN Miniport (IP)
00:15:5D:01:E0:10 : 10.0.7.75-DC21x4-[00000008] Intel 21140-Based PCI Fast Ethernet
Adapter (Generic)

00:15:5D:01:E0:0F : 10.0.7.62-netvsc-[00000009] Microsoft Hyper-V Network Adapter
DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

5.2.3790 Service Pack 2 (Build 3790)

OS Caption:

Microsoft(R) Windows(R) Server 2003, Standard Edition

OS Virtual Memory:

3440 MB

OS System Directory:

C:\WINDOWS\system32

OS Windows Directory:

C:\WINDOWS

OS Install Date:

2/14/2006 10:08:47 AM

PAE Enabled:

True

DHAROLD-PC

Windows 7
Enterprise

EHAMMOND-
WIN7

Windows 7
Enterprise

EPTOWER

Windows 8
Enterprise

FILE2012-1

Windows Server
2012 R2 Standard

Intel(R)
Xeon(R) CPU
E5320 @
1.86GHz

8192
MB

Last 5 System Error Msgs:

3-31-2014 2:50:16 PM 3221240472 Unable to create log file
C:\inetpub\logs\LogFiles\W3SVC1\ex140331.log. Make sure that the logging directory is
correct and this computer has write access to that directory.

3-28-2014 4:56:11 PM 1096 The processing of Group Policy failed. Windows could not apply
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the registry-based policy settings for the Group Policy object
LDAP://CN=Machine,cn={5BC126E9-10B8-4F7E-82BC-
C2AE5CA3121B},cn=policies,cn=system,DC=Corp,DC=MyCo,DC=com. Group Policy settings
will not be resolved until this event is resolved. View the event details for more information
on the file name and path that caused the failure.

3-28-2014 4:53:14 PM 4097 The machine File2012-1 attempted to join the domain
corp.MyCo.com but failed. The error code was 1332.

3-28-2014 4:47:41 PM 3221232502 The Printer Extensions and Notifications service is
marked as an interactive service. However, the system is configured to not allow interactive
services. This service may not function properly.

3-28-2014 7:43:45 PM 3221232495 The IP Helper service terminated with the following
error: The service cannot be started, either because it is disabled or because it has no
enabled devices associated with it.

Last 5 Application Error Msgs:

3-28-2014 4:56:57 PM 3221226473 Security policy cannot be propagated. Cannot access the
template. Error code = 3.
\\Corp.PerformancelT.com\sysvol\Corp.PerformancelT.com\Policies\{31B2F340-016D-11D2-
945F-00C04FB984F9\Machine\Microsoft\Windows NT\SecEdit\GptTmpl.inf.

3-28-2014 4:56:36 PM 3221226473 Security policy cannot be propagated. Cannot access the
template. Error code = 3.
\\Corp.PerformancelT.com\SysVol\Corp.PerformancelT.com\Policies\{5BC126E9-10B8-4F7E-
82BC-C2AE5CA3121B}\Machine\Microsoft\Windows NT\SecEdit\GptTmpl.inf.

3-28-2014 4:56:16 PM 2248220674 The client-side extension could not apply computer policy
settings for 'Common Disk Access {AB5F62C8-8CAF-49B5-A8ED-4A8E73691D55} because it
failed with error code '0x8007052e The user name or password is incorrect.' See trace file for
more details.

3-28-2014 4:53:32 PM 3221241859 Failed to run task \Microsoft\Windows\WS\License
Validation. Error Code: 0x80041326.

3-28-2014 4:47:40 PM 3221226480 The Open Procedure for service "BITS" in DLL
"C:\Windows\System32\bitsperf.dll" failed. Performance data for this service will not be
available. The first four bytes (DWORD) of the Data section contains the error code.
Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230

Disk Capacity:

C: 127.65 GB, 116.02 GB free, 9.11% used
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D: 12907.81 GB, 12843.27 GB free, 0.5% used

Service Tag:

CMHX5D1

CPU Count:

1

CPU Core Count:

4

Make and Model:

Dell Inc./PowerEdge 1900

Memory Banks:

Memory BankO0 : unknown-Synchronous-4096 Mb-667 Mhz

Memory Bank1 : unknown-Synchronous-4096 Mb-667 Mhz

CPUs:

Intel(R) Xeon(R) CPU E5320 @ 1.86GHz : CPUO-4

System Slots:

System SlotO : PCI1-Available-OK

System Slot1 : PCI2-Available-OK

System Slot2 : PCI3-In Use-OK

System Slot3 : PCl4-Available-OK

System Slot4 : PCI5-Available-OK

System Slot5 : PCI6-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
unknown : -AsyncMac-[00000009] RAS Async Adapter
90:E2:BA:01:37:EE : -eliexpress-[00000010] Intel(R) Gigabit ET Dual Port Server Adapter
90:E2:BA:01:37:EF : -eliexpress-[00000011] Intel(R) Gigabit ET Dual Port Server Adapter
00:19:B9:CD:D3:22 : -12nd-[00000012] Broadcom BCM5708C NetXtreme Il Gigk (NDIS VBD
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Client)
unknown
unknown
unknown
unknown
Miniport
90:E2:BA:01:37:EE : 10.0.1.41;fe80::28eb:a4d9:d7be:3de-NdisimPlatformMp-[00000017]
Microsoft Network Adapter Multiplexor Driver

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows Server 2012 R2 Standard

OS Architecture:

64-bit

OS Virtual Memory:

10112 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

3/28/2014 4:46:39 PM

Active Anti-virus: N/A

Active Anti-spyware: N/A

Active Firewall: Windows Firewall

: -tunnel-[00000013] Microsoft ISATAP Adapter
: -tunnel-[00000014] Microsoft ISATAP Adapter
: -tunnel-[00000015] Microsoft ISATAP Adapter
: -NdisImPlatformMp-[00000016] Microsoft Network Adapter Multiplexor Default

FT-LENOVO

Windows 8
Enterprise

GHAMMOND-LT

Windows 8
Enterprise

HVO01

Windows Server
2012 R2 Standard

Intel(R)
Xeon(R) CPU

65536
MB

Last 5 System Error Msgs:
3-24-2014 3:27:40 PM 1006 Automatic System Recovery (ASR) action was performed Action
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2.13GHz Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230
Disk Capacity:

C: 127.66 GB, 108.33 GB free, 15.14% used

H: 3595.87 GB, 2073.26 GB free, 42.34% used
Service Tag:

HPVDVL1

CPU Count:

2

CPU Core Count:

12

Make and Model:

Dell Inc./PowerEdge R710

Memory Banks:

Memory BankO : DIMM-unknown-4096 Mb-1333 Mhz
Memory Bankl : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank10 :
Memory Bank11 :
Memory Bank12 :
Memory Bank13 :
Memory Bank14 :
Memory Bank15 :

Memory Bank2 :
Memory Bank3 :
Memory Bank4 :
Memory Bank5 :
Memory Bankeé :
Memory Bank?7 :
Memory Bank8 :
Memory Bank9 :
CPUs:

DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-6
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU1-6

System Slots:
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System Slot0 : PCI1-Available-OK

System Slot1 : PCI2-Available-OK

System Slot2 : PCI3-Available-OK

System Slot3 : PCl4-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)

unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
00:26:B9:5B:72:6B : -12nd-[00000010] Broadcom BCM5709C NetXtreme Il Gigk (NDIS VBD
Client)

00:26:B9:5B:72:69 : -12nd-[00000011] Broadcom BCM5709C NetXtreme Il GigE (NDIS VBD
Client)

00:26:B9:5B:72:67 : -12nd-[00000012] Broadcom BCM5709C NetXtreme Il GigkE (NDIS VBD
Client)

unknown : -12nd-[00000013] Broadcom BCM5709C NetXtreme Il GigkE (NDIS VBD Client)
unknown : -VMSMP-[00000015] Hyper-V Virtual Ethernet Adapter

unknown : -VMSMP-[00000016] Hyper-V Virtual Switch Extension Adapter
00:26:B9:5B:72:67 : 10.0.1.111;fe80::18e4:ba5c:a01c:32fe-VMSMP-[00000017] Hyper-V
Virtual Ethernet Adapter

unknown : -NdisiImPlatformMp-[00000018] Microsoft Network Adapter Multiplexor Default
Miniport

00:26:B9:5B:72:67 : -NdisImPlatformMp-[00000019] Microsoft Network Adapter Multiplexor
Driver

unknown : -tunnel-[00000020] Microsoft ISATAP Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:
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6.3.9600 unknown (Build 9600)
OS Caption:

Microsoft Windows Server 2012 R2 Standard
OS Architecture:

64-bit

OS Virtual Memory:

75264 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:
C:\Windows

OS Install Date:

12/5/2013 3:46:43 PM

Active Anti-virus: N/A

Active Anti-spyware: N/A

Active Firewall: Windows Firewall

HV02

Windows Server
2012 R2 Standard

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

65536
MB

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230

Listening Ports:

HTTP (80/TCP)

RDP (3389/TCP)

Disk Capacity:

C: 127.66 GB, 108.79 GB free, 14.78% used

H: 3595.87 GB, 2391.27 GB free, 33.5% used

Service Tag:

GDCDVL1

CPU Count:

2

CPU Core Count:

12

Make and Model:

Dell Inc./PowerEdge R710

Memory Banks:

Memory Bank0 : DIMM-unknown-4096 Mb-1333 Mhz
Memory Bank1 : DIMM-unknown-4096 Mb-1333 Mhz
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Memory Bank10 :
Memory Bank11 :
Memory Bank12 :
Memory Bank13 :
Memory Bank14 :
Memory Bank15 :

Memory Bank2 :
Memory Bank3 :
Memory Bank4 :
Memory Bank5 :
Memory Bank6 :
Memory Bank7 :
Memory Banks8 :
Memory Bank9 :
CPUs:

DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-6
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU1-6

System Slots:

System SlotO : PCI1-Available-OK
System Slot1 : PCI2-Available-OK
System Slot2 : PCI3-Available-OK
System Slot3 : PCI4-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)
unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)

unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
00:26:B9:5C:2A:DC : -12nd-[00000010] Broadcom BCM5709C NetXtreme Il Gigk (NDIS VBD
Client)

00:26:B9:5C:2A:E2 : -I12nd-[00000011] Broadcom BCM5709C NetXtreme Il Gigk (NDIS VBD
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Computer Operating System | CPU RAM Analysis

Name
Client)
00:26:B9:5C:2A:E0 : -12nd-[00000012] Broadcom BCM5709C NetXtreme Il Gigk (NDIS VBD
Client)
00:26:B9:5C:2A:DE : -12nd-[00000013] Broadcom BCM5709C NetXtreme Il Gigk (NDIS VBD
Client)

unknown : -tunnel-[00000014] Microsoft ISATAP Adapter

unknown : -VMSMP-[00000015] Hyper-V Virtual Ethernet Adapter

unknown : -VMSMP-[00000016] Hyper-V Virtual Switch Extension Adapter
00:26:B9:5C:2A:DE : 10.0.1.121;fe80::4942:d202:d8e7:bf74-VMSMP-[00000017] Hyper-V
Virtual Ethernet Adapter

unknown : -NdisiImPlatformMp-[00000018] Microsoft Network Adapter Multiplexor Default
Miniport

00:26:B9:5C:2A:EO0 : -NdisiImPlatformMp-[00000019] Microsoft Network Adapter Multiplexor
Driver

unknown : -tunnel-[00000020] Microsoft ISATAP Adapter

unknown : -tunnel-[00000021] Microsoft ISATAP Adapter

unknown : -VMSMP-[00000023] Hyper-V Virtual Switch Extension Adapter
00:26:B9:5C:2A:DC : 10.0.7.27;fe80::3969:4359:3d2¢:a005-VMSMP-[00000024] Hyper-V
Virtual Ethernet Adapter

unknown : -VMSMP-[00000025] Hyper-V Virtual Switch Extension Adapter
00:15:5D:07:37:04 : 192.168.1.12;fe80::57a:aa42:5166:2945-VMSMP-[00000026] Hyper-V
Virtual Ethernet Adapter

unknown : -tunnel-[00000027] Microsoft ISATAP Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows Server 2012 R2 Standard

OS Architecture:

64-bit

OS Virtual Memory:

75264 MB
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Computer Operating System | CPU RAM Analysis
Name
OS System Directory:
C:\Windows\system32
OS Windows Directory:
C:\Windows
OS Install Date:
12/5/2013 3:55:52 PM
HV03 Windows Server Intel(R) 65536 |Last 5 System Error Msgs:
2012 Standard Xeon(R) CPU |MB 3-13-2014 5:14:00 PM 10028 DCOM was unable to communicate with the computer
L5639 @ HV02.Corp.MyCo.com using any of the configured protocols; requested by PID 1fdc
2.13GHz (C:\Windows\system32\mmc.exe).

3-13-2014 5:13:34 PM 10028 DCOM was unable to communicate with the computer
HV02.Corp.MyCo.com using any of the configured protocols; requested by PID 1fdc
(C:\Windows\system32\mmc.exe).

3-13-2014 5:13:08 PM 10028 DCOM was unable to communicate with the computer
HV02.Corp.MyCo.com using any of the configured protocols; requested by PID 1fdc
(C:\Windows\system32\mmc.exe).

3-13-2014 5:12:42 PM 10028 DCOM was unable to communicate with the computer
HV02.Corp.MyCo.com using any of the configured protocols; requested by PID 1fdc
(C:\Windows\system32\mmc.exe).

3-5-2014 10:37:01 PM 3221229791 A duplicate name has been detected on the TCP network.
The IP address of the computer that sent the message is in the data. Use nbtstat -nin a
command window to see which name is in the Conflict state.

Disk Capacity:

C: 127.66 GB, 92.68 GB free, 27.4% used

H: 3595.87 GB, 2575.43 GB free, 28.38% used

Service Tag:

7V8DVL1

CPU Count:

2

CPU Core Count:

12

Make and Model:

Dell Inc./PowerEdge R710

Memory Banks:

Memory Bank0 : DIMM-unknown-4096 Mb-1333 Mhz
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Computer Operating System

Name

CPU

RAM

Analysis

Memory Bank1 :

Memory Bank10 :
Memory Bank11 :
Memory Bank12 :
Memory Bank13 :
Memory Bank14 :
Memory Bank15 :

Memory Bank2 :
Memory Bank3 :
Memory Bank4 :
Memory Bank5 :
Memory Bank6 :
Memory Bank7 :
Memory Bank8 :
Memory Bank9 :
CPUs:

DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-6
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU1-6

System Slots:

System SlotO : PCI1-Available-OK
System Slot1 : PCI2-Available-OK
System Slot2 : PCI3-Available-OK
System Slot3 : PCl4-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)
unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)

unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter

unknown : -AsyncMac-[00000009] RAS Async Adapter

00:26:B9:5B:86:C4 : 10.0.1.139;fe80::edf2:c762:e346:98f2-12nd-[00000010] Broadcom
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BCM5709C NetXtreme Il GigE (NDIS VBD Client)
00:26:B9:5B:86:C8 : -12nd-[00000011] Broadcom BCM5709C NetXtreme Il GigkE (NDIS VBD

Client)
00:26:B9:5B:86:CA : -12nd-[00000012] Broadcom BCM5709C NetXtreme Il Gigk (NDIS VBD
Client)
00:26:B9:5B:86:C6 : -12nd-[00000013] Broadcom BCM5709C NetXtreme Il Gigk (NDIS VBD
Client)

unknown : -tunnel-[00000014] Microsoft ISATAP Adapter

unknown : -tunnel-[00000015] Microsoft ISATAP Adapter

unknown : -NdislmPlatformMp-[00000016] Microsoft Network Adapter Multiplexor Default
Miniport

00:26:B9:5B:86:CA : -NdisImPlatformMp-[00000017] Microsoft Network Adapter Multiplexor
Driver

unknown : -tunnel-[00000018] Microsoft ISATAP Adapter

unknown : -VMSMP-[00000019] Hyper-V Virtual Ethernet Adapter

00:00:00:00:00:00 : -VMSMP-[00000020] Hyper-V Virtual Switch Extension Adapter
00:15:5D:01:DF:05 : 10.0.1.131;fe80::7586:7631:35d2:d111-VMSMP-[00000021] Hyper-V
Virtual Ethernet Adapter

unknown : -tunnel-[00000022] Microsoft ISATAP Adapter

00:15:5D:01:DF:06 : 10.0.1.132;fe80::d488:ab86:21dc:f17b-VMSMP-[00000023] Hyper-V
Virtual Ethernet Adapter

00:15:5D:01:DF:07 : 10.0.1.133;fe80::35ef:a38¢:532b:2032-VMSMP-[00000024] Hyper-V
Virtual Ethernet Adapter

00:15:5D:01:DF:08 : 10.0.1.134;fe80::8cea:1f32:c38c:c777-VMSMP-[00000025] Hyper-V
Virtual Ethernet Adapter

00:15:5D:01:DF:09 : 10.0.1.135;fe80::9815:3b88:3231:92ed-VMSMP-[00000026] Hyper-V
Virtual Ethernet Adapter

unknown : -tunnel-[00000027] Microsoft ISATAP Adapter

unknown : -tunnel-[00000028] Microsoft ISATAP Adapter

unknown : -tunnel-[00000029] Microsoft ISATAP Adapter

00:00:00:00:00:00 : -VMSMP-[00000030] Hyper-V Virtual Switch Extension Adapter
unknown : -tunnel-[00000032] Microsoft ISATAP Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:
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Name

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)
OS Caption:

Microsoft Windows Server 2012 Standard
OS Architecture:

64-bit

OS Virtual Memory:

74240 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:
C:\Windows

OS Install Date:

8/6/2013 2:01:04 PM

HV04 Windows Server Intel(R) 65536 |Last 5 System Error Msgs:

2012 Standard Xeon(R) CPU |MB 4-1-2014 9:42:39 PM 1006 The processing of Group Policy failed. Windows could not

L5639 @ authenticate to the Active Directory service on a domain controller. (LDAP Bind function call
2.13GHz failed). Look in the details tab for error code and description.

4-1-2014 7:57:38 PM 1006 The processing of Group Policy failed. Windows could not
authenticate to the Active Directory service on a domain controller. (LDAP Bind function call
failed). Look in the details tab for error code and description.

4-1-2014 6:24:37 PM 1006 The processing of Group Policy failed. Windows could not
authenticate to the Active Directory service on a domain controller. (LDAP Bind function call
failed). Look in the details tab for error code and description.

4-1-2014 4:37:37 PM 1006 The processing of Group Policy failed. Windows could not
authenticate to the Active Directory service on a domain controller. (LDAP Bind function call
failed). Look in the details tab for error code and description.

4-1-2014 2:50:36 PM 1006 The processing of Group Policy failed. Windows could not
authenticate to the Active Directory service on a domain controller. (LDAP Bind function call
failed). Look in the details tab for error code and description.

Last 5 Application Error Msgs:

3-24-2014 2:42:37 PM 1000 Faulting application name: mmc.exe, version: 6.2.9200.16496,
time stamp: Ox50ece2e8 Faulting module name: KERNELBASE.dII, version: 6.2.9200.16451,
time stamp: 0x50988aa6 Exception code: 0xe0434352 Fault offset: 0x000000000003811c
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Faulting process id: 0x21bc Faulting application start time: 0x01cf20eaf5b02e0a Faulting
application path: C:\Windows\system32\mmc.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: 11645682-b384-11e3-93f7-0026b95bbf0c
Faulting package full name: Faulting package-relative application ID:

3-24-2014 2:42:36 PM 1026 Application: mmc.exe Framework Version: v4.0.30319
Description: The process was terminated due to an unhandled exception. Exception Info:
System.Runtime.InteropServices.COMException Stack: at
System.Runtime.InteropServices.Marshal.ThrowExceptionForHRInternal(Int32, IntPtr) at
System.Management.SinkForEventQuery.Cancel() at
System.Management.ManagementEventWatcher.Stop() at
System.Management.ManagementEventWatcher.Finalize()

Disk Capacity:

C: 127.66 GB, 101.43 GB free, 20.55% used

H: 3595.87 GB, 2155.27 GB free, 40.06% used

Service Tag:

6V8DVL1

CPU Count:

2

CPU Core Count:

12

Make and Model:

Dell Inc./PowerEdge R710

Memory Banks:

Memory BankO : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank1 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank10 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank11 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank12 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank13 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank14 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank15 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank2 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank3 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank4 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank5 : DIMM-unknown-4096 Mb-1333 Mhz
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Memory Bank6 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank7 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank8 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank9 : DIMM-unknown-4096 Mb-1333 Mhz

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-6

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU1-6

System Slots:

System SlotO : PCI1-Available-OK

System Slot1 : PCI2-Available-OK

System Slot2 : PCI3-Available-OK

System Slot3 : PCl4-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)

unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter

unknown : -AsyncMac-[00000009] RAS Async Adapter

00:26:B9:5B:BF:0E : -I2nd-[00000010] Broadcom BCM5709C NetXtreme Il GigE (NDIS VBD
Client)

00:26:B9:5B:BF:10 : -12nd-[00000011] Broadcom BCM5709C NetXtreme Il Gigk (NDIS VBD
Client)

00:26:B9:5B:BF:0C : 10.0.1.149;fe80::8c6d:ddal:13ad:fd-12nd-[00000012] Broadcom
BCM5709C NetXtreme Il Gigk (NDIS VBD Client)

00:26:B9:5B:BF:12 : -I2nd-[00000013] Broadcom BCM5709C NetXtreme Il GigE (NDIS VBD
Client)

unknown : -tunnel-[00000014] Microsoft ISATAP Adapter

unknown : -tunnel-[00000015] Microsoft ISATAP Adapter

unknown : -NdisiImPlatformMp-[00000016] Microsoft Network Adapter Multiplexor Default
Miniport
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00:26:B9:5B:BF:0E : -NdisImPlatformMp-[00000017] Microsoft Network Adapter Multiplexor
Driver

unknown : -tunnel-[00000018] Microsoft ISATAP Adapter

unknown : -VMSMP-[00000019] Hyper-V Virtual Ethernet Adapter

00:00:00:00:00:00 : -VMSMP-[00000020] Hyper-V Virtual Switch Extension Adapter
00:15:5D:01:E0:00 : 10.0.1.141;fe80::€919:af5c:af75:293b-VMSMP-[00000021] Hyper-V
Virtual Ethernet Adapter

00:15:5D:01:E0:01 : 10.0.1.142;fe80::2525:e075:9d4f:7bf-VMSMP-[00000022] Hyper-V
Virtual Ethernet Adapter

00:15:5D:01:E0:02 : 10.0.1.143;fe80::f5¢3:9297:8c17:ee9-VMSMP-[00000023] Hyper-V
Virtual Ethernet Adapter

00:15:5D:01:E0:03 : 10.0.1.144;fe80::9c07:7aca:72d0:fda0-VMSMP-[00000024] Hyper-V
Virtual Ethernet Adapter

00:15:5D:01:E0:04 : 10.0.1.145;fe80::34ad:b600:194a:1206-VMSMP-[00000025] Hyper-V
Virtual Ethernet Adapter

unknown : -tunnel-[00000026] Microsoft ISATAP Adapter

unknown : -tunnel-[00000027] Microsoft ISATAP Adapter

unknown : -tunnel-[00000028] Microsoft ISATAP Adapter

unknown : -tunnel-[00000029] Microsoft ISATAP Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Windows Server 2012 Standard

OS Architecture:

64-bit

OS Virtual Memory:

74240 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows
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OS Install Date:
8/6/2013 2:00:11 PM
HV05 Windows Server Intel(R) 65536 |Scheduled Tasks:
2012 R2 Standard Xeon(R) CPU |MB Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230
L5639 @ Listening Ports:
2.13GHz RDP (3389/TCP)
Disk Capacity:

C: 127.66 GB, 108.2 GB free, 15.24% used
H: 3595.87 GB, 3495.59 GB free, 2.79% used

Service Tag:
4DCDVL1

CPU Count:

2

CPU Core Count:
12

Make and Model:
Dell Inc./PowerEdge R710

Memory Banks:

Memory Bank0 : DIMM-unknown-4096 Mb-1333 Mhz
Memory Bank1 : DIMM-unknown-4096 Mb-1333 Mhz

Memory Bank10 :
Memory Bank11 :
Memory Bank12 :
Memory Bank13 :
Memory Bank14 :
Memory Bank15 :

Memory Bank2 :
Memory Bank3 :
Memory Bank4 :
Memory Banks5 :
Memory Banké6 :
Memory Bank? :
Memory Bank8 :
Memory Bank9 :
CPUs:

DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz

DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
DIMM-unknown-4096 Mb-1333 Mhz
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Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-6

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU1-6

System Slots:

System SlotO : PCI1-Available-OK

System Slot1 : PCI2-Available-OK

System Slot2 : PCI3-Available-OK

System Slot3 : PCI4-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)

unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter

unknown : -tunnel-[00000009] Microsoft ISATAP Adapter

00:26:B9:5C:0D:66 : -12nd-[00000010] Broadcom BCM5709C NetXtreme Il GigE (NDIS VBD
Client)

00:26:B9:5C:0D:6A : -I12nd-[00000011] Broadcom BCM5709C NetXtreme Il GigkE (NDIS VBD
Client)

00:26:B9:5C:0D:68 : -12nd-[00000012] Broadcom BCM5709C NetXtreme Il GigE (NDIS VBD
Client)

00:26:B9:5C:0D:64 : 10.0.7.61;fe80::€8d0:4753:3951:e84a-12nd-[00000013] Broadcom
BCM5709C NetXtreme Il GigkE (NDIS VBD Client)

unknown : -tunnel-[00000014] Microsoft ISATAP Adapter

unknown : -tunnel-[00000017] Microsoft ISATAP Adapter

unknown : -NdislmPlatformMp-[00000018] Microsoft Network Adapter Multiplexor Default
Miniport

00:26:B9:5C:0D:66 : 10.0.1.151;fe80::5dc0:2289:4c28:b4c1-NdisimPlatformMp-[00000019]
Microsoft Network Adapter Multiplexor Driver

DEP:

On for All programs and services except those | select

OS Manufacturer:
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Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)
OS Caption:

Microsoft Windows Server 2012 R2 Standard
OS Architecture:

64-bit

OS Virtual Memory:

75264 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:
C:\Windows

OS Install Date:

12/5/2013 6:15:08 PM

Active Anti-virus: N/A

Active Anti-spyware: N/A

Active Firewall: Windows Firewall

ISA1

Windows Server
2003

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

Windows Key:
M8266-7XP62-VVHTD-DQ8R7-QK6RY

JAGA

Windows Server
2003

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

1024
MB

Last 5 System Error Msgs:

4-1-2014 6:07:38 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{2FF36AA0-1010-41C2-B8C2-
930F05454D00}. The backup browser is stopping.

3-25-2014 11:38:37 AM 3221233504 The browser service has failed to retrieve the backup
list too many times on transport \Device\NetBT_Tcpip_{2FF36AA0-1010-41C2-B8C2-
930F05454D00}. The backup browser is stopping.

3-18-2014 5:57:39 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{2FF36AA0-1010-41C2-B8C2-
930F05454D00}. The backup browser is stopping.

3-18-2014 11:15:56 AM 3221233504 The browser service has failed to retrieve the backup
list too many times on transport \Device\NetBT_Tcpip_{2FF36AA0-1010-41C2-B8C2-
930F05454D00}. The backup browser is stopping.
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3-17-2014 5:50:05 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{2FF36AA0-1010-41C2-B8C2-
930F05454D00}. The backup browser is stopping.

Last 5 Application Error Msgs:

4-1-2014 9:46:00 PM 439 Catalog Database (864) Catalog Database: Unable to write a
shadowed header for file C:\WINDOWS\system32\CatRoot2\tmp.edb. Error -1808.
4-1-2014 9:46:00 PM 439 Catalog Database (864) Catalog Database: Unable to write a
shadowed header for file C:\WINDOWS\system32\CatRoot2\tmp.edb. Error -1808.
4-1-2014 9:46:00 PM 439 Catalog Database (864) Catalog Database: Unable to write a
shadowed header for file C:\WINDOWS\system32\CatRoot2\tmp.edb. Error -1808.
4-1-2014 9:46:00 PM 439 Catalog Database (864) Catalog Database: Unable to write a
shadowed header for file C:\WINDOWS\system32\CatRoot2\tmp.edb. Error -1808.
4-1-2014 9:46:00 PM 439 Catalog Database (864) Catalog Database: Unable to write a
shadowed header for file C:\WINDOWS\system32\CatRoot2\tmp.edb. Error -1808.
Listening Ports:

HTTP (80/TCP)

RDP (3389/TCP)

HTTP (8080/TCP)

Disk Capacity:

C: 10GB, 0 GB free, 100% used

E: 23.89 GB, 11.11 GB free, 53.5% used

Service Tag:

0714-8774-9997-4993-9929-5585-66

CPU Count:

2

CPU Core Count:

2

Windows Key:

HTT48-2D2W3-6YMRW-HYDMF-JK8YB

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory Bank0 : Unknown-Unknown-1024 Mb-unknown Mhz

1 <slot available>

CPUs:
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Name
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-1
Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU1-1
NICs:
unknown : -b57w2k-[00000001] Broadcom NetXtreme Gigabit Ethernet
unknown : -b57w2k-[00000002] Broadcom NetXtreme Gigabit Ethernet
20:41:53:59:4E:FF : -AsyncMac-[00000003] RAS Async Adapter
unknown : -Rasl2tp-[00000004] WAN Miniport (L2TP)
50:50:54:50:30:30 : -PptpMiniport-[00000005] WAN Miniport (PPTP)
33:50:6F:45:30:30 : -RasPppoe-[00000006] WAN Miniport (PPPOE)
unknown : -Raspti-[00000007] Direct Parallel
unknown : -NdisWan-[00000008] WAN Miniport (IP)
00:15:5D:01:E0:2A : 10.0.7.67-netvsc-[00000009] Microsoft Hyper-V Network Adapter
DEP:
On for All programs and services except those | select
OS Manufacturer:
Microsoft Corporation
OS Version:
5.2.3790 Service Pack 2 (Build 3790)
OS Caption:
Microsoft(R) Windows(R) Server 2003, Standard Edition
OS Virtual Memory:
1712 MB
OS System Directory:
C:\WINDOWS\system32
OS Windows Directory:
C:\WINDOWS
OS Install Date:
2/11/2006 4:15:52 PM
PAE Enabled:
True

JIM-WIN7 Windows 7 Intel(R) 6144 Last 5 System Error Msgs:

Enterprise Xeon(R) CPU |MB 3-21-2014 12:18:05 PM 36871 A fatal error occurred while creating an SSL client credential.
L5639 @ The internal error state is 10013.
2.13GHz 3-19-2014 8:43:54 AM 36871 A fatal error occurred while creating an SSL client credential.

The internal error state is 10013.
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3-17-2014 10:51:20 AM 36871 A fatal error occurred while creating an SSL client credential.
The internal error state is 10013.

3-6-2014 3:45:42 PM 36871 A fatal error occurred while creating an SSL client credential. The
internal error state is 10013.

Listening Ports:

HTTP (80/TCP)

RDP (3389/TCP)

Disk Capacity:

C: 126.9 GB, 101 GB free, 20.41% used

Service Tag:

7242-6114-4960-1418-0345-9017-97

CPU Count:

1

CPU Core Count:

2

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory Bank0 : Unknown-Unknown-3968 Mb-unknown Mhz

Memory Bank1 : Unknown-Unknown-2176 Mb-unknown Mhz

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO0-2

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)

unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IPv6)

unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)

unknown : -dc21x4VM-[00000007] Intel 21140-Based PCI Fast Ethernet Adapter (Emulated)
unknown : -NdisWan-[00000008] WAN Miniport (IP)

unknown : -tunnel-[00000009] Microsoft ISATAP Adapter

20:41:53:59:4E:FF : -AsyncMac-[00000010] RAS Async Adapter

unknown : -netvsc-[00000011] Microsoft Virtual Machine Bus Network Adapter
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unknown : -tunnel-[00000012] Microsoft Teredo Tunneling Adapter
00:15:5D:01:E0:13 : 10.0.7.63-netvsc-[00000013] Microsoft Hyper-V Network Adapter
unknown : -tunnel-[00000014] Microsoft ISATAP Adapter
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows 7 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

12288 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

8/12/2013 8:57:44 AM

Active Anti-virus: N/A

Active Anti-spyware: Windows Defender

Active Firewall: Windows Firewall

JIM-WIN8

Windows 8.1
Enterprise

Intel(R)
Core(TM) i5-
3330S CPU @
2.70GHz

12288
MB

Last 5 System Error Msgs:

4-1-2014 5:41:16 PM 5783 The session setup to the Windows NT or Windows 2000 Domain
Controller \\UTILO1.Corp.MyCo.com for the domain PIT is not responsive. The current RPC
call from Netlogon on \\JIM-WINS8 to \\UTILO1.Corp.MyCo.com has been cancelled.
4-1-2014 10:00:00 AM 10016 The machine-default permission settings do not grant Local
Activation permission for the COM Server application with CLSID {C2F03A33-21F5-47FA-
B4BB-156362A2F239} and APPID {316CDED5-E4AE-4B15-9113-7055D84DCC97} to the user
NT AUTHORITY\LOCAL SERVICE SID (S-1-5-19) from address LocalHost (Using LRPC) running in
the application container Unavailable SID (Unavailable). This security permission can be
modified using the Component Services administrative tool.

4-1-2014 5:44:49 AM 10010 The server {1B1F472E-3221-4826-97DB-2C2324D389AE} did not
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register with DCOM within the required timeout.

4-1-2014 5:44:19 AM 10010 The server {BF6C1E47-86EC-4194-9CE5-13C15DCB2001} did not
register with DCOM within the required timeout.

3-31-2014 10:21:41 AM 10016 The machine-default permission settings do not grant Local
Activation permission for the COM Server application with CLSID {C2F03A33-21F5-47FA-
B4BB-156362A2F239} and APPID {316CDED5-E4AE-4B15-9113-7055D84DCC97} to the user
PIT\JDAVIS SID (S-1-5-21-356494474-603968661-3470298851-1244) from address LocalHost
(Using LRPC) running in the application container
Microsoft.BingWeather_3.0.1.174_x64__8wekyb3d8bbwe SID (S-1-15-2-2040986369-
264322980-3882385089-1970153872-3662121739-3363227934-2464603330). This security
permission can be modified using the Component Services administrative tool.

Last 5 Application Error Msgs:

4-1-2014 3:42:25 PM 1002 The program Explorer.EXE version 6.3.9600.16441 stopped
interacting with Windows and was closed. To see if more information about the problem is
available, check the problem history in the Action Center control panel. Process ID: 441c Start
Time: 01cf4516cdfe970d Termination Time: 0 Application Path: C:\WINDOWS\Explorer.EXE
Report Id: 7a194b9e-b9d5-11e3-be7c-7446a0969d27 Faulting package full name: Faulting
package-relative application ID:

4-1-2014 3:31:27 PM 1002 The program NOTEPAD.EXE version 6.3.9600.16384 stopped
interacting with Windows and was closed. To see if more information about the problem is
available, check the problem history in the Action Center control panel. Process ID: 1544
Start Time: 01cf4de0f1a933a5 Termination Time: 15 Application Path:
C:\WINDOWS\system32\NOTEPAD.EXE Report Id: 359cc26d-b9d4-11e3-be7c-7446a0969d27
Faulting package full name: Faulting package-relative application ID:

4-1-2014 5:46:54 AM 3238068257 Activation context generation failed for "C:\Program
Files\Adobe\Adobe Premiere Pro CS5\Setup\resources\libraries\ARKCmdCaps.dII".
Dependent Assembly

Microsoft.VC90.CRT,processorArchitecture="x86",type="win32", version="9.0.30729.1" could
not be found. Please use sxstrace.exe for detailed diagnosis.

4-1-2014 5:46:54 AM 3238068257 Activation context generation failed for "C:\Program
Files\Adobe\Adobe Premiere Pro CS5\SetupRoyalty\resources\libraries\ARKCmdDefrag.dlI".
Dependent Assembly
Microsoft.VC90.CRT,processorArchitecture="x86",type="win32",version="9.0.30729.1" could
not be found. Please use sxstrace.exe for detailed diagnosis.

4-1-2014 5:46:54 AM 3238068257 Activation context generation failed for "C:\Program
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Files\Adobe\Adobe Premiere Pro CS5\SetupRoyalty\resources\libraries\ARKEngine.dIl".
Dependent Assembly
Microsoft.VC90.CRT,processorArchitecture="x86",type="win32",version="9.0.30729.1" could
not be found. Please use sxstrace.exe for detailed diagnosis.

Scheduled Tasks:

AdobeAAMUpdater-1.0-MYCO-JDAVIS

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA

Microsoft Office 15 Sync Maintenance for {39307a67-7faa-4ccc-8f4e-73c0bd17063d} jim-
win8.Corp.MyCo.com

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1114
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1244
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-5615
Listening Ports:

HTTP (80/TCP)

HTTPS (443/TCP)

RDP (3389/TCP)

Disk Capacity:

C: 931 GB, 832.7 GB free, 10.56% used

CPU Count:

1

CPU Core Count:

4

Make and Model:

Hewlett-Packard/700-027c

Memory Banks:

Memory BankO : DIMM-Synchronous-4096 Mb-1600 Mhz

Memory Bank1 : DIMM-Synchronous-8192 Mb-1600 Mhz

CPUs:

Intel(R) Core(TM) i5-3330S CPU @ 2.70GHz : CPUO-4

System Slots:

System SlotO : PCl Express x16 Slot-Available-OK

System Slot1 : PCl Express x1 Slot #1-Available-OK

System Slot2 : PCI Express x1 Slot #2-Available-OK

System Slot3 : PCI Express x1 Slot #3-Available-OK
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System Slot4 : Mini Card Slot-In Use-OK

NICs:

74:46:A0:96:9D:27 : 10.0.7.44,fe80::c18b:1a25:db41:7e4c-RTL8168-[00000000] Realtek PCle
GBE Family Controller

unknown : -kdnic-[00000001] Microsoft Kernel Debug Network Adapter
0C:84:DC:3B:F6:23 : -netr28x-[00000002] Ralink RT3290 802.11bgn Wi-Fi Adapter
unknown : -tunnel-[00000003] Microsoft ISATAP Adapter

unknown : -RasSstp-[00000004] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000005] WAN Miniport (IKEv2)

unknown : -RasPppoe-[00000006] WAN Miniport (PPPOE)

0C:84:DC:3B:F6:25 : -vwifimp-[00000007] Microsoft Wi-Fi Direct Virtual Adapter
unknown : -PptpMiniport-[00000008] WAN Miniport (PPTP)

unknown : -Rasl2tp-[00000009] WAN Miniport (L2TP)

unknown : -NdisWan-[00000010] WAN Miniport (IP)

unknown : -NdisWan-[00000011] WAN Miniport (IPv6)

unknown : -NdisWan-[00000012] WAN Miniport (Network Monitor)
20:41:53:59:4E:FF : -AsyncMac-[00000013] RAS Async Adapter

unknown : -tunnel-[00000014] Microsoft Teredo Tunneling Adapter

unknown : -tunnel-[00000015] Microsoft ISATAP Adapter

unknown : -usb_rndisx-[00000016] Remote NDIS based Internet Sharing Device
unknown : -tunnel-[00000017] Microsoft ISATAP Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows 8.1 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

21440 MB

OS System Directory:

C:\WINDOWS\system32
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OS Windows Directory:

C:\WINDOWS

OS Install Date:

11/21/2013 10:07:40 AM

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

JOES-PC

Windows 8
Enterprise

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

512 MB

Last 5 System Error Msgs:

3-4-2014 5:19:13 PM 5783 The session setup to the Windows NT or Windows 2000 Domain
Controller \\UTILO1.Corp.MyCo.com for the domain PIT is not responsive. The current RPC
call from Netlogon on \\JOES-PC to \\UTILO1.Corp.MyCo.com has been cancelled.
Last 5 Application Error Msgs:

3-31-2014 10:07:04 PM 0

3-30-2014 10:07:04 PM 0

3-29-2014 10:07:03 PM 0

3-28-2014 10:07:03 PM 0

3-27-2014 10:07:04 PM 0

Scheduled Tasks:

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-4125
Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 126.66 GB, 89.44 GB free, 29.39% used

Service Tag:

9859-9839-0346-4617-4349-8561-42

CPU Count:

1

CPU Core Count:

4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

PROPRIETARY & CONFIDENTIAL

PAGE 133 of 202




HillSouth 5

iT solutions.

Full Detail Report
NETWORK ASSESSMENT

Computer Operating System

Name

CPU

RAM

Analysis

Memory BankO : Unknown-Unknown-512 Mb-unknown Mhz

1 <slot available>

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
unknown : -AsyncMac-[00000009] RAS Async Adapter
00:15:5D:01:DF:01 : 10.0.7.90;fe80::45cd:40f4:ed10:f421-netvsc-[00000010] Microsoft
Hyper-V Network Adapter

unknown : -tunnel-[00000011] Microsoft ISATAP Adapter

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter

unknown : -tunnel-[00000013] Microsoft Teredo Tunneling Adapter
unknown : -tunnel-[00000014] Microsoft ISATAP Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Windows 8 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

3712 MB

OS System Directory:

C:\Windows\system32
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OS Windows Directory:

C:\Windows

OS Install Date:

7/8/2013 11:33:50 AM

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MARKETING-1 | Windows 7
Enterprise

AMD
Athlon(tm) Il
X2 240
Processor

3072
MB

Last 5 System Error Msgs:

3-31-2014 1:49:48 PM 3221618724 The shadow copies of volume C: were aborted because
the shadow copy storage could not grow due to a user imposed limit.

3-28-2014 8:32:56 PM 3221618724 The shadow copies of volume C: were aborted because
the shadow copy storage could not grow due to a user imposed limit.

3-28-2014 9:15:11 AM 3221618724 The shadow copies of volume C: were aborted because
the shadow copy storage could not grow due to a user imposed limit.

3-26-2014 2:49:41 AM 3221618724 The shadow copies of volume C: were aborted because
the shadow copy storage could not grow due to a user imposed limit.

3-25-2014 6:13:29 PM 3221618724 The shadow copies of volume C: were aborted because
the shadow copy storage could not grow due to a user imposed limit.

Last 5 Application Error Msgs:

3-24-2014 5:01:34 PM 1002 The program OUTLOOK.EXE version 14.0.7113.5000 stopped
interacting with Windows and was closed. To see if more information about the problem is
available, check the problem history in the Action Center control panel. Process ID: lefc Start
Time: 01cf47902d11a7f9 Termination Time: O Application Path: C:\Program Files
(x86)\Microsoft Office\Office14\OUTLOOK.EXE Report Id: 72da6eca-b397-11e3-b3e9-
7071bc171a04

3-24-2014 2:37:57 PM 1002 The program OUTLOOK.EXE version 14.0.7113.5000 stopped
interacting with Windows and was closed. To see if more information about the problem is
available, check the problem history in the Action Center control panel. Process ID: 1f90 Start
Time: 01cf478fbf705169 Termination Time: 0 Application Path: C:\Program Files
(x86)\Microsoft Office\Office14\OUTLOOK.EXE Report Id: 62ebb23a-b383-11e3-b3e9-
7071bcl71a04

3-24-2014 2:34:55 PM 1002 The program OUTLOOK.EXE version 14.0.7113.5000 stopped
interacting with Windows and was closed. To see if more information about the problem is
available, check the problem history in the Action Center control panel. Process ID: cd8 Start
Time: 01cf3df40a87b47f Termination Time: 0 Application Path: C:\Program Files
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(x86)\Microsoft Office\Office14\OUTLOOK.EXE Report Id: ee74c90a-b382-11e3-b3e9-
7071bc171a04

3-19-2014 9:31:18 AM 1000 Faulting application name: IEXPLORE.EXE, version:
11.0.9600.16521, time stamp: 0x53114399 Faulting module name: MSHTML.dII, version:
11.0.9600.16521, time stamp: 0x5311622b Exception code: 0xc0000005 Fault offset:
0x0028b1c7 Faulting process id: Ox1e8c Faulting application start time: 0x01cf43776121b542
Faulting application path: C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE Faulting
module path: C:\Windows\system32\MSHTML.dIl Report Id: bfef4c92-af6a-11e3-b3e9-
7071bc171a04

3-17-2014 11:38:26 AM 20227 Cold={86E15203-3FAF-4D81-B371-774C7368A749}: The user
PIT\rjohnson dialed a connection named Broadband Connection which has failed. The error
code returned on failure is 651.

Scheduled Tasks:

Adobe Flash Player Updater

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA

UpdaterEX

{OBE06349-316F-4451-99F0-7750F3BB09CD}
{145938E3-1FF1-468F-B341-DA7E1D92920A}

Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 63.9GB, 5.13 GB free, 91.97% used

Service Tag:

DMO0001

CPU Count:

1

CPU Core Count:

2

Make and Model:

HP-Pavilion/BQ466AA-ABA s5510f

Memory Banks:

Memory BankO : DIMM-unknown-1024 Mb-800 Mhz

Memory Bankl : DIMM-unknown-2048 Mb-800 Mhz

CPUs:
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AMD Athlon(tm) Il X2 240 Processor : CPUO-2

System Slots:

System Slot0 : PCI1-Available-OK

System Slot1 : PCIEX16-In Use-OK

System Slot2 : PCIEX1_1-Available-OK

System Slot3 : PCIEX1_2-Available-OK

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)
unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IPv6)
unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)
70:71:BC:17:1A:04 : 10.0.7.29;fe80::71c2:34a9:3a51:831e-NVNET-[00000007] NVIDIA nForce
10/100 Mbps Ethernet

unknown : -NdisWan-[00000008] WAN Miniport (IP)

unknown : -tunnel-[00000009] Microsoft ISATAP Adapter
20:41:53:59:4E:FF : -AsyncMac-[00000010] RAS Async Adapter
unknown : -tunnel-[00000011] Microsoft Teredo Tunneling Adapter
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows 7 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

7040 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

PROPRIETARY & CONFIDENTIAL

PAGE 137 of 202




HillSouth E

i

Full Detail Report

outons. NETWORK ASSESSMENT
Computer Operating System | CPU RAM Analysis
Name
C:\Windows
OS Install Date:
1/29/2013 7:36:14 PM
Active Anti-virus: N/A
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall
MELKINS-HP Windows 8 Intel(R) 6144 Last 5 System Error Msgs:
Enterprise Core(TM) i5- |MB 4-1-2014 11:39:54 AM 20 Installation Failure: Windows failed to install the following update
2400S CPU @ with error 0x80070103: Intel Corporation - Graphics Adapter WDDM1.1, Graphics Adapter
2.50GHz WDDM1.2 - Intel(R) HD Graphics.

4-1-2014 9:16:38 AM 5783 The session setup to the Windows NT or Windows 2000 Domain
Controller \\dc01.Corp.MyCo.com for the domain PIT is not responsive. The current RPC call
from Netlogon on \\MELKINS-HP to \\dc01.Corp.MyCo.com has been cancelled.

4-1-2014 3:00:30 AM 20 Installation Failure: Windows failed to install the following update
with error 0x80070103: Intel Corporation - Graphics Adapter WDDM1.1, Graphics Adapter
WDDM1.2 - Intel(R) HD Graphics.

3-31-2014 3:00:32 AM 20 Installation Failure: Windows failed to install the following update
with error 0x80070103: Intel Corporation - Graphics Adapter WDDM1.1, Graphics Adapter
WDDM1.2 - Intel(R) HD Graphics.

3-30-2014 11:28:38 AM 20 Installation Failure: Windows failed to install the following update
with error 0x80070103: Intel Corporation - Graphics Adapter WDDM1.1, Graphics Adapter
WDDM1.2 - Intel(R) HD Graphics.

Last 5 Application Error Msgs:

3-31-2014 8:25:58 AM 2486 App Microsoft.Reader_8wekyb3d8bbwe!Microsoft.Reader did
not launch within its allotted time.

3-25-2014 5:03:39 PM 1000 Faulting application name: myco.exe, version: 2.15.0.0, time
stamp: 0x510ab123 Faulting module name: KERNELBASE.dII, version: 6.2.9200.16451, time
stamp: 0x50988aa6 Exception code: Oxe0434f4d Fault offset: 0x000000000003811c Faulting
process id: Oxf8c Faulting application start time: 0x01cf485a482558ff Faulting application
path:
C:\Users\mELKINS\AppData\Local\Apps\2.0\0OQOXNM90.WOR\ZHYR2DB5.DKL\rapi..tion_2b7
lacb264b6ed64_0003.0000_747df8adb1018969\myco.exe Faulting module path:
C:\Windows\system32\KERNELBASE.dIl Report Id: ef9aeae3-b460-11e3-be7e-e06995e315b6
Faulting package full name: Faulting package-relative application ID:

3-25-2014 9:18:36 AM 2486 App Microsoft.Reader_8wekyb3d8bbwe!Microsoft.Reader did
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not launch within its allotted time.

3-20-2014 6:23:13 PM 2486 App
microsoft.windowsphotos_8wekyb3d8bbwe!Microsoft.WindowsLive.ModernPhotos did not
launch within its allotted time.

3-20-2014 10:54:49 AM 1002 The program NetworkDetective.exe version 2.0.16.0 stopped
interacting with Windows and was closed. To see if more information about the problem is
available, check the problem history in the Action Center control panel. Process ID: d84 Start
Time: 01cf444c1360a683 Termination Time: 15 Application Path:
C:\Users\mELKINS\AppData\Local\Apps\2.0\0OQOXNM90.WOR\ZHYR2DB5.DKL\netw..tion_f2
bc56ff93dd3dff_0002.0001_a55bca779d272a50\NetworkDetective.exe Report Id: 921ecb97-
b03f-11e3-be7e-e06995e315b6 Faulting package full name: Faulting package-relative
application ID:

Scheduled Tasks:

G2MUpdateTask-S-1-5-21-356494474-603968661-3470298851-18609

Microsoft Office 15 Sync Maintenance for MYCO-mELKINS mELKINS-hp.Corp.MyCo.com
Microsoft Office 15 Sync Maintenance for {27b77ff0-cfbe-4c35-8198-1f7f505a606f} mELKINS-
hp.Corp.MyCo.com

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-18609
Optimize Start Menu Cache Files-S-1-5-21-3962318556-2403850690-630931340-1001
User_Feed_Synchronization-{8BOFAC4E-5972-4A32-B214-411B747C9001}

Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 74.5GB, 29.16 GB free, 60.86% used

Service Tag:

3CR1251F51

CPU Count:

1

CPU Core Count:

4

Make and Model:

Hewlett-Packard/p7-1047c

Memory Banks:

Memory Bank0 : DIMM-Synchronous-4096 Mb-1333 Mhz

Memory Bank1 : DIMM-Synchronous-2048 Mb-1333 Mhz
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CPUs:
Intel(R) Core(TM) i5-2400S CPU @ 2.50GHz : CPUO-4
System Slots:

System Slot0 : J6B2-Available-OK

System Slot1 : J6B1-Available-OK

System Slot2 : J6D1-Available-OK

System Slot3 : J7B1-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
unknown : -AsyncMac-[00000009] RAS Async Adapter
DO:DF:9A:4E:F2:CE : -netr28x-[00000010] 802.11n Wireless LAN Card
E0:69:95:E3:15:B6 : 10.0.7.26;fe80::28¢c4:9632:1b7a:de2a-RTL8167-[00000011] Realtek PCle
GBE Family Controller

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter
DO:DF:9A:4E:F2:C8 : -vwifimp-[00000013] Microsoft Wi-Fi Direct Virtual Adapter
unknown : -vwifimp-[00000014] Microsoft Wi-Fi Direct Virtual Adapter
unknown : -tunnel-[00000015] Microsoft ISATAP Adapter

unknown : -tunnel-[00000016] Microsoft Teredo Tunneling Adapter
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Windows 8 Enterprise

OS Architecture:
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64-bit

OS Virtual Memory:

7024 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

2/4/2014 10:54:20 AM

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

MmayhemON1

Windows Vista
Business

AMD
Athlon(tm) 64
X2 Dual Core
Processor
5000+

3072
MB

Last 5 System Error Msgs:

3-26-2014 9:51:43 AM 3221232506 The Adobe Acrobat Update Service service terminated
unexpectedly. It has done this 1 time(s).

3-26-2014 9:51:13 AM 3221232506 The BackupClientSvc service terminated unexpectedly. It
has done this 1 time(s).

3-26-2014 9:50:31 AM 3221232506 The QBIDPService service terminated unexpectedly. It
has done this 1 time(s).

3-26-2014 9:50:27 AM 3221232506 The QBCFMonitorService service terminated
unexpectedly. It has done this 1 time(s).

3-24-2014 5:57:06 PM 3221232494 The Windows Update service hung on starting.

Last 5 Application Error Msgs:

3-27-2014 4:44:49 PM 4 An unexpected error has occured in "QuickBooks": Returning NULL
QBWinlInstance Handle

3-27-2014 4:44:49 PM 4 An unexpected error has occured in "QuickBooks": Returning NULL
QBWinlInstance Handle

3-27-2014 4:44:49 PM 4 An unexpected error has occured in "QuickBooks": Returning NULL
QBWinlInstance Handle

3-27-2014 4:00:48 PM 1000 Faulting application iexplore.exe, version 9.0.8112.16450, time
stamp 0x503723f6, faulting module unknown, version 0.0.0.0, time stamp 0x00000000,
exception code 0xc0000005, fault offset 0x740074b2, process id 0x169c, application start
time 0x01cf49f6ee96c37f.

3-25-2014 4:59:39 PM 2000 Accepted Safe Mode action : Microsoft Office Outlook.
Scheduled Tasks:
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AdobeAAMUpdater-1.0-MYCO-mmayhemON
G2MUpdateTask-S-1-5-21-356494474-603968661-3470298851-1146
GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA
User_Feed_Synchronization-{A5C8E66C-5BC1-4780-9A99-442351AC7D9E}
Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 286.43 GB, 16.25 GB free, 94.33% used

D: 11.66 GB, 1.59 GB free, 86.36% used

CPU Count:

1

CPU Core Count:

2

Windows Key:

2KHQH-FXVKW-XHQH2-F7WMY-YXPRH

Make and Model:

HP-Pavilion/FQ568AA-ABA s3700f

Memory Banks:

Memory BankO : DIMM-unknown-1024 Mb-800 Mhz

Memory Bankl : DIMM-unknown-2048 Mb-800 Mhz

CPUs:

AMD Athlon(tm) 64 X2 Dual Core Processor 5000+ : CPUO-2

System Slots:

System SlotO : PCI1-In Use-OK

System Slot1 : PCIEX16-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)
50:50:54:50:30:30 : -PptpMiniport-[00000001] WAN Miniport (PPTP)
33:50:6F:45:30:30 : -RasPppoe-[00000002] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000003] WAN Miniport (IPv6)
00:24:8C:4A:53:83 : 10.0.7.31;fe80::983b:94ca:da95:a5a2-NVENETFD-[00000004] NVIDIA
nForce 10/100 Mbps Ethernet

unknown : -RasSstp-[00000005] WAN Miniport (SSTP)

unknown : -NdisWan-[00000006] WAN Miniport (IP)
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unknown : -NdisWan-[00000008] WAN Miniport (Network Monitor)
20:41:53:59:4E:FF : -AsyncMac-[00000009] RAS Async Adapter
unknown : -tunnel-[00000010] Microsoft ISATAP Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
6.0.6002 Service Pack 2 (Build 6002)
OS Caption:
Microsoft Windows Vista Business
OS Architecture:
32-bit
OS Virtual Memory:
6112 MB
OS System Directory:
C:\Windows\system32
OS Windows Directory:
C:\Windows
OS Install Date:
4/12/2009 7:14:15 PM
PAE Enabled:
True
MmayhemON- | Windows 8.1
HP Enterprise
MSUMMER-LT |Windows 7
Enterprise
MWEST- Windows 8 Intel(R) 8192 Last 5 System Error Msgs:
WIN864 Enterprise Core(TM)i7- |MB 3-25-2014 4:33:23 AM 5783 The session setup to the Windows NT or Windows 2000 Domain
4770K CPU @ Controller \\dc01.Corp.MyCo.com for the domain PIT is not responsive. The current RPC call
3.50GHz from Netlogon on \\MWEST-WIN864 to \\dc01.Corp.MyCo.com has been cancelled.

3-23-2014 4:09:23 PM 5783 The session setup to the Windows NT or Windows 2000 Domain
Controller \\DCO02.Corp.MyCo.com for the domain PIT is not responsive. The current RPC call
from Netlogon on \\MWEST-WIN864 to \\DC02.Corp.MyCo.com has been cancelled.
3-19-2014 2:38:05 PM 36888 A fatal alert was generated and sent to the remote endpoint.
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This may result in termination of the connection. The TLS protocol defined fatal error code is
40. The Windows SChannel error state is 107.

3-19-2014 2:38:05 PM 36874 An SSL 3.0 connection request was received from a remote
client application, but none of the cipher suites supported by the client application are
supported by the server. The SSL connection request has failed.

3-18-2014 10:07:20 AM 36888 A fatal alert was generated and sent to the remote endpoint.
This may result in termination of the connection. The TLS protocol defined fatal error code is
40. The Windows SChannel error state is 107.

Last 5 Application Error Msgs:

3-26-2014 9:29:11 AM 1002 The program devenv.exe version 9.0.30729.1 stopped
interacting with Windows and was closed. To see if more information about the problem is
available, check the problem history in the Action Center control panel. Process ID: 10f0 Start
Time: 01cf3ec87e12af31 Termination Time: O Application Path: c:\Program Files
(x86)\Microsoft Visual Studio 9.0\Common7\IDE\devenv.exe Report Id: 982f3f13-b4ea-11e3-
be98-94dbc9967b7f Faulting package full name: Faulting package-relative application ID:
3-26-2014 9:29:11 AM 3221226474 The remote debugger is unable to communicate with
Visual Studio, and must abort the remote debugging session. Please restart debugging.
3-26-2014 9:27:08 AM 1002 The program NetworkDetective.vshost.exe version 0.0.0.0
stopped interacting with Windows and was closed. To see if more information about the
problem is available, check the problem history in the Action Center control panel. Process
ID: 18a8 Start Time: 01cf48f6e6a199d0 Termination Time: 5 Application Path:
X:\AllProjects\NetworkDetective\bin\Debug\NetworkDetective.vshost.exe Report Id:
4f79e84f-b4ea-11e3-be98-94dbc9967b7f Faulting package full name: Faulting package-
relative application ID:

3-13-2014 10:17:44 AM 1000 Faulting application name: devenv.exe, version: 9.0.30729.1,
time stamp: 0x488f2b50 Faulting module name: unknown, version: 0.0.0.0, time stamp:
0x00000000 Exception code: 0xc0000005 Fault offset: 0x00280020 Faulting process id:
0x153c Faulting application start time: 0x01lcf2becdbdf0210 Faulting application path:
c:\Program Files (x86)\Microsoft Visual Studio 9.0\Common7\IDE\devenv.exe Faulting
module path: unknown Report Id: 3e6e379a-aaba-11e3-be97-94dbc9967b7f Faulting
package full name: Faulting package-relative application ID:

Scheduled Tasks:

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA

Microsoft Office 15 Sync Maintenance for {a22e2a53-5947-4c13-a542-1bc8e17b1895}
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mMWEST-win864.Corp.MyCo.com

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1221
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-16619
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-2134
Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 910.7 GB, 824.66 GB free, 9.45% used

Service Tag:

To Be Filled By O.E.M.

CPU Count:

1

CPU Core Count:

4

Make and Model:

MSI/MS-7850

Memory Banks:

Memory Bank0 : DIMM-Synchronous-4096 Mb-1333 Mhz
Memory Bank1 : DIMM-Synchronous-4096 Mb-1333 Mhz
CPUs:

Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz : CPUO-4
System Slots:

System Slot0 : J6B2-In Use-OK

System Slot1 : J6B1-In Use-OK

System Slot2 : J6D1-In Use-OK

System Slot3 : J7B1-In Use-OK

System Slot4 : J8B4-In Use-OK

System Slot5 : J8D1-In Use-OK

System Slot6 : J8B3-In Use-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)
unknown : -RasSstp-[00000001] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
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unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)

unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter

unknown : -AsyncMac-[00000009] RAS Async Adapter

unknown : -eliexpress-[00000010] Intel(R) 82579V Gigabit Network Connection
unknown : -athr-[00000011] Qualcomm Atheros AR5SBWB222 Wireless Network Adapter
unknown : -BthPan-[00000012] Bluetooth Device (Personal Area Network)
unknown : -tunnel-[00000014] Microsoft ISATAP Adapter

unknown : -tunnel-[00000015] Microsoft Teredo Tunneling Adapter

unknown : -tunnel-[00000016] Microsoft ISATAP Adapter

DC:85:DE:00:0A:C6 : -netr28ux-[00000017] 802.11bgn 1T1R Wireless Adapter
D4:3D:7E:F7:33:12 : 10.0.7.11;fe80::7977:c113:9a24:40a1-RTL8168-[00000018] Realtek PCle
GBE Family Controller

DC:85:DE:00:0A:CO : -vwifimp-[00000019] Microsoft Wi-Fi Direct Virtual Adapter
DC:85:DE:00:0A:C7 : -vwifimp-[00000020] Microsoft Hosted Network Virtual Adapter
94:DB:C9:96:7B:7F : -BthPan-[00000021] Bluetooth Device (Personal Area Network)
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Windows 8 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

9344 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

11/28/2012 8:17:17 AM
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Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall
MYCO30DEV Windows 2000 Intel(R) 2304 Last 5 System Error Msgs:
Server Pentium(R) Il |MB 4-1-2014 6:03:12 PM 3221233504 The browser service has failed to retrieve the backup list
CPU-S too many times on transport \Device\NetBT Tcpip_{62EB60D3-8756-4AD9-8650-
1400MHz EC6B4B21DB55}. The backup browser is stopping.

3-26-2014 1:03:14 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{62EB60D3-8756-4AD9-8650-
EC6B4B21DB55}. The backup browser is stopping.

3-26-2014 9:56:44 AM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT Tcpip_{62EB60D3-8756-4AD9-8650-
EC6B4B21DB55}. The backup browser is stopping.

3-25-2014 12:45:44 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{62EB60D3-8756-4AD9-8650-
EC6B4B21DB55}. The backup browser is stopping.

3-24-2014 2:02:44 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{62EB60D3-8756-4AD9-8650-
EC6B4B21DB55}. The backup browser is stopping.

Last 5 Application Error Msgs:

3-28-2014 5:08:07 PM 11925 Product: ScreenConnect Client (2872323bbe412f4c) -- Error
1925. You do not have sufficient privileges to complete this installation for all users of the
machine. Log on as administrator and then retry this installation.

3-9-2014 6:10:06 AM 107 Report Server Windows Service (MSSQLSERVER) cannot connect to
the report server database.

Listening Ports:

FTP (21/TCP)

SMTP (25/TCP)

HTTP (80/TCP)

HTTPS (443/TCP)

SQLServer (1433/TCP)

RDP (3389/TCP)

HTTP (8080/TCP)

Disk Capacity:

C: 33.87 GB, 11.59 GB free, 65.78% used
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Service Tag:

1VKR331

CPU Count:

1

CPU Core Count:

1

Windows Key:

QCQD7-4QCKH-JRGD9-WBY4H-CO9HQW

Make and Model:

Dell Computer Corporation/PowerEdge 1650

Memory Banks:

Memory Bank0 : DIMM-Synchronous-1024 Mb-133 Mhz

Memory Bank1 : DIMM-Synchronous-1024 Mb-133 Mhz

Memory Bank2 : DIMM-Synchronous-128 Mb-133 Mhz

Memory Bank3 : DIMM-Synchronous-128 Mb-133 Mhz

CPUs:

Intel(R) Pentium(R) Il CPU - S 1400MHz : CPUO-1

System Slots:

System SlotO : PCI1-Available-OK

System Slot1 : PCI2-In Use-OK

NICs:

00:0B:DB:91:24:B4 : 10.0.7.65-E1000-[00000000] Intel(R) 82544E| Based Network Connection
00:0B:DB:91:24:B5 : -E1000-[00000001] Intel(R) 82544El Based Network Connection
unknown : -AsyncMac-[00000002] RAS Async Adapter

unknown : -Rasl2tp-[00000003] WAN Miniport (L2TP)

50:50:54:50:30:30 : -PptpMiniport-[00000004] WAN Miniport (PPTP)
unknown : -Raspti-[00000005] Direct Parallel

unknown : -NdisWan-[00000006] WAN Miniport (IP)

4A:3D:20:52:41:53 : --[00000007] Deterministic Network Enhancer Miniport
00:0B:DB:91:24:B5 : --[00000008] Deterministic Network Enhancer Miniport
00:0B:DB:91:24:B4 : --[00000009] Deterministic Network Enhancer Miniport
unknown : -CVirtA-[00000010] Cisco Systems VPN Adapter

unknown : --[00000011] Deterministic Network Enhancer Miniport

MYCO-ATL-
CORE

Windows Server
2003

Intel(R)
Xeon(R) CPU

4096
MB

Last 5 System Error Msgs:
4-1-2014 6:04:13 PM 3221233504 The browser service has failed to retrieve the backup list
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L5639 @ too many times on transport \Device\NetBT_Tcpip_{CDEDBCE8-B230-46CC-938C-
2.13GHz 4C997855883F}. The backup browser is stopping.

4-1-2014 12:43:42 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{CDEDBCE8-B230-46CC-938C-
4C997855883F}. The backup browser is stopping.

3-25-2014 1:12:39 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{CDEDBCE8-B230-46CC-938C-
4C997855883F}. The backup browser is stopping.

3-25-2014 10:20:39 AM 3221233504 The browser service has failed to retrieve the backup
list too many times on transport \Device\NetBT_Tcpip_{CDEDBCE8-B230-46CC-938C-
4C997855883F}. The backup browser is stopping.

3-19-2014 3:32:42 PM 3221233504 The browser service has failed to retrieve the backup list
too many times on transport \Device\NetBT_Tcpip_{CDEDBCE8-B230-46CC-938C-
4C997855883F}. The backup browser is stopping.

Last 5 Application Error Msgs:

4-1-2014 9:45:04 PM 3221229568 An unhandled exception
('System.Net.Mail.SmtpException') occurred in NorthridgeCore2.ExchangeExtractor.exe
[13748]. Just-In-Time debugging this exception failed with the following error: Debugger
could not be started because no user is logged on. Check the documentation index for 'Just-
in-time debugging, errors' for more information.

4-1-2014 9:45:02 PM 5000 EventType clr20r3, P1 mmf4lwn05cnwenfcgmOvavgjoavbbsim, P2
1.0.0.0, P3 4a1195a4, P4 system, P5 2.0.0.0, P6 4889de7a, P7 3425, P8 31c, P9
system.net.mail.smtpexception, P10 NIL.

4-1-2014 9:40:04 PM 3221229568 An unhandled exception
('System.Net.Mail.SmtpException') occurred in NorthridgeCore2.ExchangeExtractor.exe
[19080]. Just-In-Time debugging this exception failed with the following error: Debugger
could not be started because no user is logged on. Check the documentation index for 'Just-
in-time debugging, errors' for more information.

4-1-2014 9:40:02 PM 5000 EventType clr20r3, P1 mmf4lwn05cnwenfcgmOvavgjoavbbsim, P2
1.0.0.0, P3 4a1195a4, P4 system, P5 2.0.0.0, P6 4889de7a, P7 3425, P8 31c, P9
system.net.mail.smtpexception, P10 NIL.

4-1-2014 9:35:04 PM 3221229568 An unhandled exception
('System.Net.Mail.SmtpException') occurred in NorthridgeCore2.ExchangeExtractor.exe
[21708]. Just-In-Time debugging this exception failed with the following error: Debugger
could not be started because no user is logged on. Check the documentation index for 'Just-

PROPRIETARY & CONFIDENTIAL

PAGE 149 of 202



HillSouth 5

i

solutions.

Full Detail Report

NETWORK ASSESSMENT

Computer
Name

Operating System

CPU

RAM

Analysis

in-time debugging, errors' for more information.

Disk Capacity:

C: 30.96 GB, 12.71 GB free, 58.95% used

Service Tag:

5834-3866-9467-1032-1081-7901-32

CPU Count:

2

CPU Core Count:

2

Windows Key:

M7MG2-DTDW4-42G23-KDPV4-MPPBY

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-3968 Mb-unknown Mhz
Memory Bank1 : Unknown-Unknown-128 Mb-unknown Mhz

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-1

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU1-1

NICs:

unknown : -b57w2k-[00000001] Broadcom NetXtreme Gigabit Ethernet
unknown : -b57w2k-[00000002] Broadcom NetXtreme Gigabit Ethernet
unknown : -AsyncMac-[00000003] RAS Async Adapter

unknown : -Rasl2tp-[00000004] WAN Miniport (L2TP)
50:50:54:50:30:30 : -PptpMiniport-[00000005] WAN Miniport (PPTP)
33:50:6F:45:30:30 : -RasPppoe-[00000006] WAN Miniport (PPPOE)
unknown : -Raspti-[00000007] Direct Parallel

unknown : -NdisWan-[00000008] WAN Miniport (IP)

00:15:5D:01:E0:0E : 10.0.1.17-netvsc-[00000009] Microsoft Hyper-V Network Adapter

DEP:

On for All programs and services except those | select
OS Manufacturer:

Microsoft Corporation

OS Version:

5.2.3790 Service Pack 2 (Build 3790)
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OS Caption:
Microsoft(R) Windows(R) Server 2003, Standard Edition
OS Virtual Memory:
5984 MB

OS System Directory:
C:\WINDOWS\system32
OS Windows Directory:
C:\WINDOWS

OS Install Date:
4/22/2009 5:20:25 PM
PAE Enabled:

True

MYCOPATCH

Windows 2000
Server

Listening Ports:
RDP (3389/TCP)

MYCOROOTAUT
H

Windows Server
2012 R2 Datacenter

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

512 MB

Last 5 Application Error Msgs:

3-28-2014 3:09:29 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-27-2014 5:47:44 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-21-2014 5:53:44 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-20-2014 3:41:10 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-15-2014 2:54:04 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230
Optimize Start Menu Cache Files-S-1-5-21-61459782-2168061628-1698989895-500
Disk Capacity:

C: 126.48 GB, 118.2 GB free, 6.55% used

Service Tag:

1579-8610-3608-6521-3796-3942-24

CPU Count:

1

CPU Core Count:
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Name
4
Make and Model:
Microsoft Corporation/Virtual Machine
Memory Banks:

Memory Bank0 : Unknown-Unknown-512 Mb-unknown Mhz
Memory Bank1 : Unknown-Unknown-0 Mb-unknown Mhz
Memory Bank2 : Unknown-Unknown-0 Mb-unknown Mhz
CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPU0-4

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)
unknown : -RasSstp-[00000001] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IP)
unknown : -NdisWan-[00000006] WAN Miniport (IPv6)
unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
00:15:5D:07:1C:0C : 10.0.1.44;fe80::6094:cc4a:ae90:ed66-netvsc-[00000010] Microsoft
Hyper-V Network Adapter

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter
DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows Server 2012 R2 Datacenter

OS Architecture:

64-bit

OS Virtual Memory:

2096 MB

OS System Directory:
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C:\Windows\system32
OS Windows Directory:
C:\Windows
OS Install Date:
2/12/2014 10:45:03 PM
0OPS001 Windows 8 Intel(R) 6144 Last 5 System Error Msgs:
Enterprise Core(TM)i3- |MB 3-27-2014 10:56:22 AM 10028 DCOM was unable to communicate with the computer
2130CPU @ storage01.pit.com using any of the configured protocols; requested by PID 1214
3.40GHz (C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

3-27-2014 10:56:22 AM 10028 DCOM was unable to communicate with the computer
hv2012-1.corp.MyCo.com using any of the configured protocols; requested by PID 1214
(C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

3-27-2014 10:56:04 AM 10028 DCOM was unable to communicate with the computer
10.0.1.5 using any of the configured protocols; requested by PID 1214
(C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

3-27-2014 10:56:01 AM 10028 DCOM was unable to communicate with the computer
dc01.corp.MyCo.com using any of the configured protocols; requested by PID 1214
(C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

3-27-2014 10:55:38 AM 10028 DCOM was unable to communicate with the computer
10.0.0.21 using any of the configured protocols; requested by PID 1214
(C:\Users\sRammond\Desktop\New Scan\RunNetworkDetective.exe).

Last 5 Application Error Msgs:

3-27-2014 5:35:11 PM 1000 Faulting application name: DIIHost.exe, version: 6.2.9200.16384,
time stamp: 0x50108850 Faulting module name: tsccvid64.dll, version: 3.0.0.0, time stamp:
0x4c44a8a8 Exception code: 0xc0000005 Fault offset: 0x000000000000640b Faulting process
id: 0x1298 Faulting application start time: 0x01cf4a046edd2e6b Faulting application path:
C:\Windows\system32\DIIHost.exe Faulting module path:
C:\Windows\SysWOW64\tsccvid64.dll Report Id: aca3f47e-b5f7-11e3-be73-4c72b98aac85
Faulting package full name: Faulting package-relative application ID:

3-27-2014 5:26:04 PM 1000 Faulting application name: DIIHost.exe, version: 6.2.9200.16384,
time stamp: 0x50108850 Faulting module name: tsccvid64.dll, version: 3.0.0.0, time stamp:
0x4c44a8a8 Exception code: 0xc0000005 Fault offset: 0x000000000000640b Faulting process
id: 0x16d8 Faulting application start time: 0x01cf4a032884933c Faulting application path:
C:\Windows\system32\DIIHost.exe Faulting module path:
C:\Windows\SysWOW64\tsccvid64.dll Report Id: 667ace2c-b5f6-11e3-be73-4c72b98aac85
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Faulting package full name: Faulting package-relative application ID:

3-27-2014 1:27:28 PM 3238068302 Activation context generation failed for
"C:\SRecycle.Bin\S-1-5-21-356494474-603968661-3470298851-18616\SRY95UJQ.exe".Error
in manifest or policy file "" on line . A component version required by the application conflicts
with another component version already active. Conflicting components are:. Component 1:
C:\Windows\WinSxS\manifests\amd64_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_418ab7ef718b27ef.manifest.
Component 2: C:\Windows\WinSxS\manifests\x86_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_8937eec6860750f5.manifest.

3-27-2014 1:09:36 PM 3238068302 Activation context generation failed for
"C:\Users\sRammond\Downloads\Softonic_downloader_quicktime.exe".Error in manifest or
policy file "" on line . A component version required by the application conflicts with another
component version already active. Conflicting components are:. Component 1:
C:\Windows\WinSxS\manifests\amd64_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_418ab7ef718b27ef.manifest.
Component 2: C:\Windows\WinSxS\manifests\x86_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_8937eec6860750f5.manifest.

3-27-2014 1:06:57 PM 3238068302 Activation context generation failed for
"C:\Users\sRammond\Downloads\Softonic_downloader_quicktime.exe".Error in manifest or
policy file "" on line . A component version required by the application conflicts with another
component version already active. Conflicting components are:. Component 1:
C:\Windows\WinSxS\manifests\amd64_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_418ab7ef718b27ef.manifest.
Component 2: C:\Windows\WinSxS\manifests\x86_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9200.16579_none_8937eec6860750f5.manifest.
Scheduled Tasks:

EPUpdater

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-18616
Optimize Start Menu Cache Files-S-1-5-21-4058751697-3631256369-3802784679-1001
{6DA50387-633E-4860-86A3-C2615E3EF5AB}

Listening Ports:

RDP (3389/TCP)

Disk Capacity:
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C: 127 GB, 93.86 GB free, 26.09% used

CPU Count:

1

CPU Core Count:

2

Make and Model:

Gateway/DX4870

Memory Banks:

Memory BankO : DIMM-Synchronous-4096 Mb-1333 Mhz
Memory Bankl : DIMM-Synchronous-2048 Mb-1333 Mhz
CPUs:

Intel(R) Core(TM) i3-2130 CPU @ 3.40GHz : CPUO-2

System Slots:

System SlotO : PCIEx16-Available-OK

System Slot1 : PCIE_X1_1-Available-OK

System Slot2 : PCIE_X1_2-Available-OK

System Slot3 : PCIE_X1_3-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)
unknown : -RasSstp-[00000001] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IP)
unknown : -NdisWan-[00000006] WAN Miniport (IPv6)
unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
unknown : -AsyncMac-[00000009] RAS Async Adapter
4C:72:B9:8A:AC:85 : 10.0.7.10;fe80::f4f2:7d07:6fb1:1b96-eliexpress-[00000010] Intel(R)
82579V Gigabit Network Connection

unknown : -tunnel-[00000011] Microsoft ISATAP Adapter
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation
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OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Windows 8 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

6912 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

2/18/2014 5:51:03 AM

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

PABUILD

Windows Server
2003

unknown

Listening Ports:
HTTP (80/TCP)

PKWin8

Windows 8.1 Pro

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

1024
MB

Last 5 System Error Msgs:

4-1-2014 2:15:10 AM 10010 The server {1B1F472E-3221-4826-97DB-2C2324D389AE} did not
register with DCOM within the required timeout.

4-1-2014 2:14:40 AM 10010 The server {BF6C1E47-86EC-4194-9CE5-13C15DCB2001} did not
register with DCOM within the required timeout.

3-30-2014 3:27:07 AM 5783 The session setup to the Windows NT or Windows 2000 Domain
Controller \\UTILO1.Corp.MyCo.com for the domain PIT is not responsive. The current RPC
call from Netlogon on \\PKWINS to \\UTILO1.Corp.MyCo.com has been cancelled.

3-30-2014 3:06:12 AM 10010 The server {1B1F472E-3221-4826-97DB-2C2324D389AE} did
not register with DCOM within the required timeout.

3-30-2014 3:05:41 AM 10010 The server {BF6C1E47-86EC-4194-9CE5-13C15DCB2001} did not
register with DCOM within the required timeout.

Last 5 Application Error Msgs:

3-28-2014 5:39:02 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-27-2014 2:40:32 AM 2147483905 The volume Recovery was not optimized because an
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error was encountered: The parameter is incorrect. (0x80070057)

3-22-2014 3:28:18 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-20-2014 2:39:27 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-14-2014 5:08:40 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230
User_Feed_Synchronization-{EF1CD4B4-90BE-47F1-9A98-2E15776C940A}

Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 126.48 GB, 108.89 GB free, 13.91% used

Service Tag:

7023-0101-8892-0937-6588-8690-01

CPU Count:

1

CPU Core Count:

4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-1024 Mb-unknown Mhz

Memory Bankl : Unknown-Unknown-0 Mb-unknown Mhz

Memory Bank2 : Unknown-Unknown-0 Mb-unknown Mhz

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

00:15:5D:07:37:0D : 10.0.7.54;fe80::8823:c21e:9a31:1861-netvsc-[00000000] Microsoft
Hyper-V Network Adapter

unknown : -kdnic-[00000001] Microsoft Kernel Debug Network Adapter

unknown : -tunnel-[00000002] Microsoft ISATAP Adapter

unknown : -tunnel-[00000003] Microsoft ISATAP Adapter

DEP:
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On for essential Windows programs and services only
OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows 8.1 Pro

OS Architecture:

64-bit

OS Virtual Memory:

4000 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

3/3/2014 1:09:54 PM

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

PSIMPSON1

Windows 7
Enterprise

Intel(R)
Celeron(R)
CPU 2.80GHz

1024
MB

Last 5 System Error Msgs:

4-1-2014 10:38:17 AM 3221618724 The shadow copies of volume C: were aborted because
the shadow copy storage could not grow due to a user imposed limit.

4-1-2014 8:50:16 AM 5783 The session setup to the Windows NT or Windows 2000 Domain
Controller \\dc01.Corp.MyCo.com for the domain PIT is not responsive. The current RPC call
from Netlogon on \\PSIMPSON1 to \\dc01.Corp.MyCo.com has been cancelled.

3-30-2014 12:42:02 PM 5783 The session setup to the Windows NT or Windows 2000
Domain Controller \\dc01.Corp.MyCo.com for the domain PIT is not responsive. The current
RPC call from Netlogon on \\PSIMPSON1 to \\dc01.Corp.MyCo.com has been cancelled.
3-29-2014 12:32:26 PM 5783 The session setup to the Windows NT or Windows 2000
Domain Controller \\DC02.Corp.MyCo.com for the domain PIT is not responsive. The current
RPC call from Netlogon on \\PSIMPSON1 to \\DC02.Corp.MyCo.com has been cancelled.
3-29-2014 9:05:12 AM 5783 The session setup to the Windows NT or Windows 2000 Domain
Controller \\dc01.Corp.MyCo.com for the domain PIT is not responsive. The current RPC call
from Netlogon on \\PSIMPSON1 to \\dc01.Corp.MyCo.com has been cancelled.
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Last 5 Application Error Msgs:

3-25-2014 1:53:17 PM 101

Scheduled Tasks:

GoogleUpdateTaskMachineCore
GoogleUpdateTaskMachineUA

SidebarExecute
{A1BC4DC4-3F86-411F-A54B-07E2ED64D1E9}

Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 74.55 GB, 3.23 GB free, 95.67% used

CPU Count:

1

CPU Core Count:

1

Windows Key:

BBBBB-BBBBB-BBBBB-BBBBB-BBBBB

Make and Model:

Compagq Presario 061/PX789AA-ABA SR1510NX NA530
Memory Banks:

Memory Bank0 : DIMM-Synchronous-512 Mb-unknown Mhz
Memory Bank1 : DIMM-Synchronous-512 Mb-unknown Mhz
CPUs:

Intel(R) Celeron(R) CPU 2.80GHz : CPUO-1

System Slots:

System SlotO : PCI1-Available-OK

System Slot1 : PCI2-Available-OK

System Slot2 : PCI3-In Use-OK

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)
unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IPv6)
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unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)
00:11:D8:E6:21:3A : 10.0.7.32;fe80::2c82:d2ec:55f3:d0b9-RTL8023xp-[00000007] Realtek
RTL8139/810x Family Fast Ethernet NIC

unknown : -NdisWan-[00000008] WAN Miniport (IP)

unknown : -tunnel-[00000009] Microsoft ISATAP Adapter
20:41:53:59:4E:FF : -AsyncMac-[00000010] RAS Async Adapter

unknown : -CVirtA-[00000011] Cisco Systems VPN Adapter
00:11:D8:E6:21:3A : --[00000012] Deterministic Network Enhancer Miniport
unknown : --[00000013] Deterministic Network Enhancer Miniport
unknown : -pppop-[00000014] PPPoP WAN Adapter

38:7D:20:52:41:53 : --[00000015] Deterministic Network Enhancer Miniport
38:7D:20:52:41:53 : --[00000016] Deterministic Network Enhancer Miniport
38:7D:20:52:41:53 : --[00000017] Deterministic Network Enhancer Miniport
unknown : -tunnel-[00000018] Microsoft ISATAP Adapter

unknown : -tunnel-[00000019] Microsoft Teredo Tunneling Adapter
00:FF:C0:8C:A0:85 : -dsNcAdpt-[00000021] Juniper Network Connect Virtual Adapter
unknown : -tunnel-[00000022] Microsoft ISATAP Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows 7 Enterprise

OS Architecture:

32-bit

OS Virtual Memory:

2256 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

10/8/2010 1:39:45 PM

PROPRIETARY & CONFIDENTIAL

PAGE 160 of 202




HillSouth E

i

Full Detail Report

outons. NETWORK ASSESSMENT
Computer Operating System | CPU RAM Analysis
Name
PAE Enabled:
False
PSIMPSON- Windows 8.1 AMD 6144 Last 5 System Error Msgs:
WIN764 Enterprise Phenom(tm) Il |MB 4-1-2014 10:00:00 AM 10016 The machine-default permission settings do not grant Local
X4 945 Activation permission for the COM Server application with CLSID {C2F03A33-21F5-47FA-
Processor B4BB-156362A2F239} and APPID {316CDED5-E4AE-4B15-9113-7055D84DCC97} to the user

NT AUTHORITY\LOCAL SERVICE SID (S-1-5-19) from address LocalHost (Using LRPC) running in
the application container Unavailable SID (Unavailable). This security permission can be
modified using the Component Services administrative tool.

4-1-2014 8:35:34 AM 3221232472 The NVIDIA Update Service Daemon service failed to start
due to the following error: The service did not start due to a logon failure.

4-1-2014 8:35:34 AM 3221232510 The nvUpdatusService service was unable to log on as
\UpdatusUser with the currently configured password due to the following error: The
password for this account has expired. To ensure that the service is configured properly, use
the Services snap-in in Microsoft Management Console (MMC).

4-1-2014 8:32:51 AM 41 The system has rebooted without cleanly shutting down first. This
error could be caused if the system stopped responding, crashed, or lost power
unexpectedly.

4-1-2014 8:33:15 AM 2147489656 The previous system shutdown at 8:18:37 AM on
4/1/2014 was unexpected.

Last 5 Application Error Msgs:

4-1-2014 10:09:48 AM 3238068302 Activation context generation failed for "C:\Program Files
(x86)\Adobe\Acrobat 9.0\Designer 8.2\FormDesigner.exe".Error in manifest or policy file ""
on line . A component version required by the application conflicts with another component
version already active. Conflicting components are:. Component 1:
C:\WINDOWS\WinSxS\manifests\amd64_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9600.16384 _none_62475f7becb72503.manifest.
Component 2: C:\WINDOWS\WinSxS\manifests\x86_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9600.16384_none_a9f4965301334e09.manifest.

4-1-2014 10:09:36 AM 2147483905 The volume Gateway (C:) was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

4-1-2014 10:05:44 AM 3238068302 Activation context generation failed for "C:\Program Files
(x86)\Adobe\Acrobat 9.0\Designer 8.2\FormDesigner.exe".Error in manifest or policy file ""
on line . A component version required by the application conflicts with another component
version already active. Conflicting components are:. Component 1:
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C:\WINDOWS\WinSxS\manifests\amd64_microsoft.windows.common-
controls_6595b64144ccfldf_6.0.9600.16384_none_62475f7becb72503.manifest.
Component 2: C:\WINDOWS\WinSxS\manifests\x86_microsoft.windows.common-
controls_6595b64144ccfldf 6.0.9600.16384 _none_a9f4965301334e09.manifest.
4-1-2014 8:36:19 AM 3238068257 Activation context generation failed for
"C:\WINDOWS\WinSxS\x86_microsoft.vc80.mfc_1fc8b3b9alel8e3b_8.0.50727.762_none_0
c178a139ee2a7ed\MFC80.DLL". Dependent Assembly
Microsoft.VC80.MFCLOC,processorArchitecture="x86",publickeyToken="1fc8b3b9alel8e3b"
,type="win32",version="8.0.50608.0" could not be found. Please use sxstrace.exe for detailed
diagnosis.

4-1-2014 7:40:38 AM 0

Scheduled Tasks:
G2MUpdateTask-S-1-5-21-356494474-603968661-3470298851-1114
GoogleUpdateTaskUserS-1-5-21-356494474-603968661-3470298851-1114Core
GoogleUpdateTaskUserS-1-5-21-356494474-603968661-3470298851-1114UA
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1114
User_Feed_Synchronization-{E5E4C2BD-0514-4E8E-8E76-60562208D10E}
{8COA4A52-47C3-4706-9B34-9C67E85153E7}
{A4F663C4-30DE-4C03-808F-25A0A0DD4056}

Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 913.35GB, 807.63 GB free, 11.57% used

CPU Count:

1

CPU Core Count:

4

Make and Model:

Gateway/DX4320

Memory Banks:

Memory BankO : DIMM-Synchronous-1024 Mb-533 Mhz

Memory Bankl : DIMM-Synchronous-1024 Mb-533 Mhz

Memory Bank2 : DIMM-Synchronous-2048 Mb-533 Mhz

Memory Bank3 : DIMM-Synchronous-2048 Mb-533 Mhz

CPUs:
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AMD Phenom(tm) Il X4 945 Processor : CPUO-4

System Slots:

System Slot0 : PCIE1-In Use-OK

System Slot1 : PCIE2-Available-OK

System Slot2 : PCIE3-Available-OK

System Slot3 : PCI1-Available-OK

NICs:

90:FB:A6:8A:9C:2B : 10.0.7.18;fe80::20dd:cdd2:c1bf:95dc-RTL8168-[00000000] Realtek PCle
GBE Family Controller

unknown : -kdnic-[00000001] Microsoft Kernel Debug Network Adapter
00:FF:20:5D:EC:02 : -dsNcAdpt-[00000002] Juniper Network Connect Virtual Adapter
unknown : -vpnva-[00000003] Cisco AnyConnect VPN Virtual Miniport Adapter for Windows
x64

unknown : -tunnel-[00000004] Microsoft ISATAP Adapter

unknown : -tunnel-[00000005] Microsoft ISATAP Adapter

unknown : -tunnel-[00000012] Microsoft 6to4 Adapter

unknown : -AsyncMac-[00000023] RAS Async Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows 8.1 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

12272 MB

OS System Directory:

C:\WINDOWS\system32

OS Windows Directory:

C:\WINDOWS

OS Install Date:

11/21/2013 1:32:55 PM
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Active Anti-virus: N/A
Active Anti-spyware: N/A
Active Firewall: Windows Firewall
PSIMPSON- Windows 7 Intel(R) 4096 Last 5 System Error Msgs:
WIN7ZTEST Professional Xeon(R) CPU |MB 3-17-2014 5:51:34 PM 5783 The session setup to the Windows NT or Windows 2000 Domain
L5639 @ Controller \\UTILO1.Corp.MyCo.com for the domain PIT is not responsive. The current RPC
2.13GHz call from Netlogon on \\PSIMPSON-WIN7TEST to \\UTILO1.Corp.MyCo.com has been

cancelled.

3-4-2014 5:50:05 PM 1110 The processing of Group Policy failed. Windows could not
determine if the user and computer accounts are in the same forest. Ensure the user domain
name matches the name of a trusted domain that resides in the same forest as the computer
account.

3-4-2014 5:15:06 PM 3221880888 The Terminal Server security layer detected an error in the
protocol stream and has disconnected the client. Client IP: 10.0.7.46.

3-4-2014 5:15:06 PM 36888 The following fatal alert was generated: 40. The internal error
state is 1205.

3-4-2014 5:15:06 PM 36874 An TLS 1.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported
by the server. The SSL connection request has failed.

Last 5 Application Error Msgs:

3-24-2014 9:16:44 AM 3221233680 Acquisition of genuine ticket failed (hr=0xC004C532) for
template Id 66c92734-d682-4d71-983e-d6ec3f16059f

3-24-2014 9:16:44 AM 3221233672 License acquisition failure details. hr=0xC004C532
3-4-2014 5:13:08 PM 3221229477 The Windows logon process has unexpectedly terminated.
Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 126.9 GB, 99.45 GB free, 21.63% used

Service Tag:

8428-4849-4455-1029-6692-6441-66

CPU Count:

1

CPU Core Count:

2

Make and Model:
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Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-3968 Mb-unknown Mhz
Memory Bank1 : Unknown-Unknown-128 Mb-unknown Mhz
CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-2

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)
unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IPv6)
unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)
00:15:5D:01:DF:0E : 10.0.7.82;fe80::709c:ed91:d52d:e11b-dc21x4VM-[00000007] Intel
21140-Based PCI Fast Ethernet Adapter (Emulated)

unknown : -NdisWan-[00000008] WAN Miniport (IP)

unknown : -tunnel-[00000009] Microsoft ISATAP Adapter
20:41:53:59:4E:FF : -AsyncMac-[00000010] RAS Async Adapter
unknown : -tunnel-[00000011] Microsoft Teredo Tunneling Adapter
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows 7 Professional

OS Architecture:

64-bit

OS Virtual Memory:

8192 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:
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Name
C:\Windows
OS Install Date:
9/23/2013 6:11:36 AM
Active Anti-virus: N/A
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall
RANCOR Windows 8 Intel(R) 8192 Last 5 System Error Msgs:
Enterprise Core(TM)i7- |MB 4-1-2014 2:19:51 PM 10116 The device SPH-L710 (location (unknown)) is offline due to a
4770K CPU @ user-mode driver crash. Windows will attempt to restart the device in the shared process 1
3.50GHz more times before moving the device in its own process. Please contact the device

manufacturer for more information about this problem.

4-1-2014 2:19:51 PM 10110 A problem has occurred with one or more user-mode drivers and
the hosting process has been terminated. This may temporarily interrupt your ability to
access the devices.

4-1-2014 2:18:10 PM 10116 The device SPH-L710 (location (unknown)) is offline due to a
user-mode driver crash. Windows will attempt to restart the device in the shared process 1
more times before moving the device in its own process. Please contact the device
manufacturer for more information about this problem.

4-1-2014 2:18:10 PM 10110 A problem has occurred with one or more user-mode drivers and
the hosting process has been terminated. This may temporarily interrupt your ability to
access the devices.

4-1-2014 2:14:00 PM 10116 The device SPH-L710 (location (unknown)) is offline due to a
user-mode driver crash. Windows will attempt to restart the device in the shared process 1
more times before moving the device in its own process. Please contact the device
manufacturer for more information about this problem.

Last 5 Application Error Msgs:

4-1-2014 3:27:18 AM 8193 Failed to create restore point (Process =
C:\Windows\system32\srtasks.exe ExecuteScheduledSPPCreation; Description = Scheduled
Checkpoint; Error = 0x80070422).

4-1-2014 3:01:01 AM 3238068257 Activation context generation failed for "c:\program files
(x86)\microsoft visual studio 10.0\Common7\IDE\remote debugger\ia64\msvsmon.exe".
Dependent Assembly Microsoft.Windows.Common-
Controls,language="&#x2a;",processorArchitecture="ia64",publicKeyToken="6595b64144ccf
1df",type="win32",version="6.0.0.0" could not be found. Please use sxstrace.exe for detailed
diagnosis.
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4-1-2014 3:00:07 AM 3238068257 Activation context generation failed for "c:\program files
(x86)\microsoft visual studio 10.0\Common7\IDE\remote debugger\ia64\msvsmon.exe".
Dependent Assembly Microsoft.Windows.Common-
Controls,language="&#x2a;",processorArchitecture="ia64",publicKeyToken="6595b64144ccf
1df",type="win32",version="6.0.0.0" could not be found. Please use sxstrace.exe for detailed
diagnosis.

3-31-2014 7:56:27 AM 8193 Failed to create restore point (Process =
C:\Windows\system32\srtasks.exe ExecuteScheduledSPPCreation; Description = Scheduled
Checkpoint; Error = 0x80070422).

3-31-2014 7:55:42 AM 3238068257 Activation context generation failed for "c:\program files
(x86)\microsoft visual studio 10.0\Common7\IDE\remote debugger\ia64\msvsmon.exe".
Dependent Assembly Microsoft.Windows.Common-
Controls,language="&#x2a;",processorArchitecture="ia64",publicKeyToken="6595b64144ccf
1df",type="win32",version="6.0.0.0" could not be found. Please use sxstrace.exe for detailed
diagnosis.

Scheduled Tasks:

Disable Expired Accounts

Final Media Player Update Checker

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA
GoogleUpdateTaskUserS-1-5-21-1802720233-3997214239-841641457-1000Core
GoogleUpdateTaskUserS-1-5-21-1802720233-3997214239-841641457-1000UA

Microsoft Office 15 Sync Maintenance for {1e866b94-3d94-4a73-ab42-d580605fd6el}
RANCOR.Corp.MyCo.com

Microsoft.Management.Services.HostProtection.FullScan

Network Detective Sales Report

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1182
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-17109
Process Decline Transactions

Sync Salesforce

Listening Ports:

FTP (21/TCP)

HTTP (80/TCP)

RDP (3389/TCP)
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Disk Capacity:
C: 232.49 GB, 90.61 GB free, 61.03% used

Service Tag:

To Be Filled By O.E.M.

CPU Count:
1

CPU Core Count:

4

Make and Model:

MSI/MS-7850

Memory Banks:

Memory Bank0 : DIMM-Synchronous-4096 Mb-1333 Mhz
Memory Bank1 : DIMM-Synchronous-4096 Mb-1333 Mhz

CPUs:

Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz : CPUO-4
System Slots:
System SlotO :
System Slot1 :
System Slot2 :
:J7B1-In Use-OK
System Slot4 :
System Slot5 :
System Slot6 :

System Slot3

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)

J6B2-In Use-OK
J6B1-In Use-OK
J6D1-In Use-OK

J8B4-In Use-OK
J8D1-In Use-OK
J8B3-In Use-OK

unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter

unknown : -AsyncMac-[00000009] RAS Async Adapter
unknown : -RTL8168-[00000010] Realtek PCle GBE Family Controller
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unknown : -tunnel-[00000011] Microsoft ISATAP Adapter
unknown : -tunnel-[00000012] Microsoft Teredo Tunneling Adapter
unknown : -tunnel-[00000013] Microsoft ISATAP Adapter

unknown : -vpnva-[00000014] Cisco AnyConnect VPN Virtual Miniport Adapter for Windows

x64

D4:3D:7E:F7:32:A4 : 10.0.7.57-RTL8168-[00000015] Realtek PCle GBE Family Controller

unknown : -netr28ux-[00000016] 802.11bgn 1T1R Wireless Adapter

unknown : -BthPan-[00000017] Bluetooth Device (Personal Area Network)
unknown : -vwifimp-[00000018] Microsoft Wi-Fi Direct Virtual Adapter
unknown : -AN983X64-[00000020] Infineon AN983B PCl Based Fast Ethernet Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Windows 8 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

16320 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

6/4/2013 12:52:58 PM

Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: N/A

REMOTE

Windows 2000
Server

Listening Ports:
SMTP (25/TCP)

DNS (53/TCP)
SQlServer (1433/TCP)
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RDP (3389/TCP)
REX Windows 7 Intel(R) 8192 Last 5 System Error Msgs:
Enterprise Core(TM)i7- |MB 4-1-2014 1:15:44 PM 3221235481 DCOM was unable to communicate with the computer

4770K CPU @ 10.0.1.1 using any of the configured protocols.
3.50GHz 4-1-2014 1:13:47 PM 3221235481 DCOM was unable to communicate with the computer

storage01.pit.com using any of the configured protocols.

4-1-2014 1:13:47 PM 3221235481 DCOM was unable to communicate with the computer
hv2012-1.corp.MyCo.com using any of the configured protocols.

3-31-2014 1:27:09 PM 3221227489 The server was unable to allocate from the system
nonpaged pool because the server reached the configured limit for nonpaged pool
allocations.

3-31-2014 1:26:09 PM 3221227489 The server was unable to allocate from the system
nonpaged pool because the server reached the configured limit for nonpaged pool
allocations.

Last 5 Application Error Msgs:

3-31-2014 1:14:49 PM 1000 Faulting application name: 7zFM.exe, version: 9.20.0.0, time
stamp: Ox4ce55007 Faulting module name: 7z.dll, version: 9.20.0.0, time stamp: Ox4ce55332
Exception code: 0xc0000005 Fault offset: 0x000000000009890e Faulting process id: 0x33f4
Faulting application start time: 0x01cf4d04b0df34a2 Faulting application path: C:\Program
Files\7-Zip\7zFM.exe Faulting module path: C:\Program Files\7-Zip\7z.dll Report Id:
f6d6c3b2-b8f7-11e3-9e84-d43d7ef731cc

3-27-2014 12:40:47 PM 1000

3-27-2014 12:40:14 PM 1000

3-25-2014 5:39:55 PM 1023 .NET Runtime version 2.0.50727.5456 - Fatal Execution Engine
Error (000007FEF76E7916) (80131506)

3-21-2014 1:28:01 PM 1002 The program NetworkDetectiveManagementTool.vshost.exe
version 0.0.0.0 stopped interacting with Windows and was closed. To see if more information
about the problem is available, check the problem history in the Action Center control panel.
Process ID: 21a4 Start Time: 01cf452abe75f15e Termination Time: 4 Application Path:
X:\NetworkDetective\NetworkDetectiveManagementTool\bin\Debug\NetworkDetectiveMan
agementTool.vshost.exe Report Id: 254a449f-b11e-11e3-9e84-d43d7ef731cc

Scheduled Tasks:

Adobe Flash Player Updater

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA
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SidebarExecute

{2555F7B9-89A8-41A8-94C2-1163B7051C61}

Listening Ports:
RDP (3389/TCP)

Disk Capacity:

C: 232.88 GB, 111.4 GB free, 52.16% used
D: 443.23 GB, 406.83 GB free, 8.21% used
F: 0.1 GB, 0.07 GB free, 30% used

G: 488.18 GB, 394.28 GB free, 19.23% used

Service Tag:

To Be Filled By O.E.M.

CPU Count:
1

CPU Core Count:

4

Make and Model:

MSI/MS-7850

Memory Banks:

Memory BankO : DIMM-Synchronous-4096 Mb-1333 Mhz
Memory Bankl : DIMM-Synchronous-4096 Mb-1333 Mhz

CPUs:

Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz : CPUO-4
System Slots:
System SlotO :
System Slot1 :
:J6D1-In Use-OK
:J7B1-In Use-OK

System Slot2
System Slot3

System Slot4 :
:J8D1-In Use-OK

System Slot5

System Slot6 :

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)
unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

J6B2-In Use-OK
J6B1-In Use-OK

J8B4-In Use-OK

J8B3-In Use-OK
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unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IPv6)

unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)

unknown : -RTL8167-[00000007] Realtek PCle GBE Family Controller

unknown : -NdisWan-[00000008] WAN Miniport (IP)

unknown : -tunnel-[00000009] Microsoft ISATAP Adapter

20:41:53:59:4E:FF : -AsyncMac-[00000010] RAS Async Adapter

unknown : -tunnel-[00000011] Microsoft Teredo Tunneling Adapter

unknown : -RTL8192su-[00000012] D-Link DWA-131 Wireless N Nano USB Adapter
00:FF:20:9D:1C:07 : -dsNcAdpt-[00000013] Juniper Network Connect Virtual Adapter
unknown : -tunnel-[00000014] Microsoft ISATAP Adapter

unknown : -tunnel-[00000015] Microsoft 6to4 Adapter

94:DB:C9:96:74:A3 : -BthPan-[00000017] Bluetooth Device (Personal Area Network)
D4:3D:7E:F7:31:CC: 10.0.7.47-RTL8167-[00000018] Realtek PCle GBE Family Controller
unknown : -tunnel-[00000019] Microsoft ISATAP Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows 7 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

22880 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

2/2/2011 8:35:26 AM

Active Anti-virus: Microsoft Security Essentials

Active Anti-spyware: Microsoft Security Essentials
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Active Firewall: N/A
SE-DAVIS Windows 7 AMD 3072 Last 5 System Error Msgs:
Professional Athlon(tm) Il |MB 4-1-2014 6:00:13 PM 3221268501 Display is not active
X2 260 3-31-2014 5:28:48 PM 3221268501 Display is not active
Processor 3-28-2014 5:13:35 PM 3221268501 Display is not active

3-28-2014 5:12:50 PM 3221235482 The server {DO85A4AB-CAB1-4729-9DF8-FCEEDDBD19E4}
did not register with DCOM within the required timeout.

3-27-2014 5:54:38 PM 3221268501 Display is not active

Last 5 Application Error Msgs:

4-1-2014 9:09:40 AM 1073744955 {tid=1A34:usr=tholmes} Failure on Desktop Configuration
Server request to URL {rtsp://appv-mgmt-srv.pit.com:554/} with header {Host: appv-mgmt-
srv.pit.com Content-Type: text/xml AppV-Op: Refresh } (rc 19D01D2A-00002AF9).

4-1-2014 9:06:40 AM 1073744955 {tid=1838:usr=tholmes} Failure on Desktop Configuration
Server request to URL {rtsp://appv-mgmt-srv.pit.com:554/} with header {Host: appv-mgmt-
srv.pit.com Content-Type: text/xml AppV-Op: Refresh } (rc 19D01D2A-00002AF9).

4-1-2014 9:03:40 AM 1073744955 {tid=53C:usr=tholmes} Failure on Desktop Configuration
Server request to URL {rtsp://appv-mgmt-srv.pit.com:554/} with header {Host: appv-mgmt-
srv.pit.com Content-Type: text/xml AppV-Op: Refresh } (rc 19D01D2A-00002AF9).

4-1-2014 9:00:40 AM 1073744955 {tid=53C:usr=tholmes} Failure on Desktop Configuration
Server request to URL {rtsp://appv-mgmt-srv.pit.com:554/} with header {Host: appv-mgmt-
srv.pit.com Content-Type: text/xml AppV-Op: Refresh } (rc 19D01D2A-00002AF9).

4-1-2014 12:01:00 AM 1125 G:\PLSMAIN Process folder exception: Unable to synchronize
with directory contents

Scheduled Tasks:

0

4925

AdobeAAMUpdater-1.0-MYCO-byellin

AdobeAAMUpdater-1.0-MYCO-JDAVIS

AVG-Secure-Search-Update_JUNE2013_TB_rmv

DealPly

EPUpdater

Express FilesUpdate

GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA
GoogleUpdateTaskUserS-1-5-21-356494474-603968661-3470298851-1167Core
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GoogleUpdateTaskUserS-1-5-21-356494474-603968661-3470298851-1167UA

MySQLNotifierTask

Task 1

Task 2

{804AC87A-CA56-4954-B82B-0A83D7EOQ60FE}
{C53A512B-642F-4C65-90C6-4F837595D0E8}
{E3E2DA4B-006F-4847-B758-E727491B43A5}
{EB158C6A-CBD0-4125-84BF-0399F4491FEE}
Listening Ports:

HTTP (80/TCP)

RDP (3389/TCP)

Disk Capacity:

C: 685.64 GB, 559.72 GB free, 18.37% used

D: 12.9GB, 1.58 GB free, 87.75% used

CPU Count:

1

CPU Core Count:

2

Make and Model:

Hewlett-Packard/s5710f

Memory Banks:

Memory BankO : DIMM-Synchronous-1024 Mb-1333 Mhz
Memory Bank1 : DIMM-Synchronous-2048 Mb-1333 Mhz
CPUs:

AMD Athlon(tm) Il X2 260 Processor : CPUO-2

System Slots:

System SlotO : PCI-E x1-Available-OK

System Slot1 : PCI-E x1-Available-OK

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)

unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IPv6)
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unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)
78:AC:C0:A9:BB:F9 : 10.0.7.20-RTL8167-[00000007] Realtek PCle FE Family Controller
unknown : -NdisWan-[00000008] WAN Miniport (IP)

unknown : -tunnel-[00000009] Microsoft ISATAP Adapter

20:41:53:59:4E:FF : -AsyncMac-[00000010] RAS Async Adapter

unknown : -tunnel-[00000011] Microsoft Teredo Tunneling Adapter
78:AC:C0:A9:BB:F9 : --[00000012] Deterministic Network Enhancer Miniport
70:4B:20:52:41:53 : --[00000013] Deterministic Network Enhancer Miniport
70:4B:20:52:41:53 : --[00000014] Deterministic Network Enhancer Miniport
unknown : -CVirtA-[00000015] Cisco Systems VPN Adapter for 64-bit Windows
unknown : --[00000016] Deterministic Network Enhancer Miniport

unknown : -tunnel-[00000017] Microsoft ISATAP Adapter

unknown : -tunnel-[00000018] Microsoft ISATAP Adapter

unknown : -pppop-[00000019] PPPoP WAN Adapter

unknown : -RTL8192su-[00000020] D-Link DWA-130 Wireless N USB Adapter
unknown : --[00000021] VirtualBox Bridged Networking Driver Miniport
78:AC:C0:A9:BB:F9 : --[00000022] VirtualBox Bridged Networking Driver Miniport
08:00:27:00:58:1A : 192.168.56.1;fe80::1de9:b256:9ele:5e4e-VBoxNetAdp-[00000023]
VirtualBox Host-Only Ethernet Adapter

08:00:27:00:58:1A : --[00000024] Deterministic Network Enhancer Miniport
00:FF:20:6D:12:04 : -dsNcAdpt-[00000025] Juniper Network Connect Virtual Adapter
00:FF:20:6D:12:04 : --[00000026] Deterministic Network Enhancer Miniport
unknown : -tunnel-[00000027] Microsoft 6to4 Adapter

unknown : -vpnva-[00000028] Cisco AnyConnect VPN Virtual Miniport Adapter for Windows
x64

unknown : --[00000029] VirtualBox Bridged Networking Driver Miniport

unknown : --[00000030] Deterministic Network Enhancer Miniport

unknown : --[00000031] VirtualBox Bridged Networking Driver Miniport

unknown : --[00000032] Deterministic Network Enhancer Miniport

unknown : -tunnel-[00000033] Microsoft ISATAP Adapter

unknown : -tunnel-[00000034] Microsoft ISATAP Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation
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Name

OS Version:

6.1.7601 Service Pack 1 (Build 7601)
OS Caption:

Microsoft Windows 7 Professional
OS Architecture:

64-bit

OS Virtual Memory:

5632 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:
C:\Windows

OS Install Date:

8/3/2011 2:42:28 PM

Active Anti-virus: N/A

Active Anti-spyware: N/A

Active Firewall: Windows Firewall

SHAREPOINT-01 | Windows Server Intel(R) 1024 Last 5 System Error Msgs:

2012 Datacenter Xeon(R) CPU |MB 4-1-2014 12:51:45 AM 10016 The application-specific permission settings do not grant Local
L5639 @ Activation permission for the COM Server application with CLSID {61738644-F196-11D0-
2.13GHz 9953-00C04FD919C1} and APPID {61738644-F196-11D0-9953-00C04FD919C1} to the user
PIT\SharePointSQL SID (S-1-5-21-356494474-603968661-3470298851-18611) from address
LocalHost (Using LRPC) running in the application container Unavailable SID (Unavailable).
This security permission can be modified using the Component Services administrative tool.
4-1-2014 12:51:45 AM 10016 The application-specific permission settings do not grant Local
Activation permission for the COM Server application with CLSID {61738644-F196-11D0-
9953-00C04FD919C1} and APPID {61738644-F196-11D0-9953-00C04FD919C1} to the user
PIT\SharePointSQL SID (S-1-5-21-356494474-603968661-3470298851-18611) from address
LocalHost (Using LRPC) running in the application container Unavailable SID (Unavailable).
This security permission can be modified using the Component Services administrative tool.
4-1-2014 12:51:45 AM 10016 The application-specific permission settings do not grant Local
Activation permission for the COM Server application with CLSID {61738644-F196-11D0-
9953-00C04FD919C1} and APPID {61738644-F196-11D0-9953-00C04FD919C1} to the user
PIT\SharePointSQL SID (S-1-5-21-356494474-603968661-3470298851-18611) from address
LocalHost (Using LRPC) running in the application container Unavailable SID (Unavailable).
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This security permission can be modified using the Component Services administrative tool.
4-1-2014 12:51:44 AM 10016 The application-specific permission settings do not grant Local
Activation permission for the COM Server application with CLSID {61738644-F196-11D0-
9953-00C04FD919C1} and APPID {61738644-F196-11D0-9953-00C04FD919C1} to the user
PIT\SharePointSQL SID (S-1-5-21-356494474-603968661-3470298851-18611) from address
LocalHost (Using LRPC) running in the application container Unavailable SID (Unavailable).
This security permission can be modified using the Component Services administrative tool.
4-1-2014 12:51:44 AM 10016 The application-specific permission settings do not grant Local
Activation permission for the COM Server application with CLSID {61738644-F196-11D0-
9953-00C04FD919C1} and APPID {61738644-F196-11D0-9953-00C04FD919C1} to the user
PIT\SharePointSQL SID (S-1-5-21-356494474-603968661-3470298851-18611) from address
LocalHost (Using LRPC) running in the application container Unavailable SID (Unavailable).
This security permission can be modified using the Component Services administrative tool.
Last 5 Application Error Msgs:

4-1-2014 4:50:00 PM 6398 The Execute method of job definition
Microsoft.Office.Server.UserProfiles.LMTRepopulationJob (ID 29810ea9-3948-44a5-b0b5-
6bab6ea55450) threw an exception. More information is included below. Unexpected
exception in FeedCacheService.IsRepopulationNeeded: Connection to the server
terminated,check if the cache host(s) is running .

4-1-2014 9:25:00 AM 6398 The Execute method of job definition
Microsoft.Office.Server.UserProfiles.LMTRepopulationJob (ID 29810ea9-3948-44a5-b0b5-
6bab6ea55450) threw an exception. More information is included below. Unexpected
exception in FeedCacheService.IsRepopulationNeeded: Cache cluster is down, restart the
cache cluster and Retry.

4-1-2014 6:50:00 AM 6398 The Execute method of job definition
Microsoft.Office.Server.UserProfiles.LMTRepopulationJob (ID 29810ea9-3948-44a5-b0b5-
6bab6ea55450) threw an exception. More information is included below. Unexpected
exception in FeedCacheService.IsRepopulationNeeded: Cache cluster is down, restart the
cache cluster and Retry.

4-1-2014 6:10:33 AM 6398 The Execute method of job definition
Microsoft.SharePoint.Administration.SPTimerRecycleJobDefinition (ID 28be1740-c7db-47bb-
bffb-9bc2c9eebabf) threw an exception. More information is included below. The timer
service was not recycled because the following Joel were still running: Crawl Log Cleanup for
Search Application Search Service Application., Rebalance crawl store partitions for Search
Service Application, User Profile Service Application - Activity Feed Cleanup Job, User Profile
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Service Application - User Profile Language Synchronization Job, Health Analysis Job (Weekly,
User Profile Service, Any Server), User Profile Service Application - Social Data Maintenance
Job, User Profile Service Application - Activity Feed Job , User Profile Service Application - My
Site Suggestions Email Job, User Profile Service Application - Social Rating Synchronization
Job, My Site Cleanup Job

4-1-2014 5:35:00 AM 6398 The Execute method of job definition
Microsoft.Office.Server.UserProfiles.LMTRepopulationJob (ID 29810ea9-3948-44a5-b0b5-
6bab6ea55450) threw an exception. More information is included below. Unexpected
exception in FeedCacheService.IsRepopulationNeeded: Cache cluster is down, restart the
cache cluster and Retry.

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230

Disk Capacity:

C: 126.66 GB, 103.23 GB free, 18.5% used

E: 126.87 GB, 126.6 GB free, 0.21% used

Service Tag:

9367-8943-5063-0457-2045-1142-08

CPU Count:

1

CPU Core Count:

4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-1024 Mb-unknown Mhz

1 <slot available>

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)
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unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
unknown : -AsyncMac-[00000009] RAS Async Adapter
00:15:5D:01:DF:2A : 10.0.1.71;fe80::45ee:1d9e:d192:de0a-netvsc-[00000010] Microsoft
Hyper-V Network Adapter

unknown : -tunnel-[00000011] Microsoft ISATAP Adapter

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Windows Server 2012 Datacenter

OS Architecture:

64-bit

OS Virtual Memory:

10240 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

2/11/2014 12:06:31 PM

Active Anti-virus: N/A

Active Anti-spyware: N/A

Active Firewall: Windows Firewall

SLOWE-WIN8

Windows 8
Enterprise

AMD A8-5500
APU with
Radeon(tm)
HD Graphics

8192
MB

Last 5 System Error Msgs:

3-28-2014 5:13:03 PM 6 An I/O operation initiated by the Registry failed unrecoverably.The
Registry could not flush hive (file): ".

3-28-2014 3:56:28 PM 10016 The application-specific permission settings do not grant Local
Activation permission for the COM Server application with CLSID {D3DCB472-7261-43CE-
924B-0704BD730D5F} and APPID {D3DCB472-7261-43CE-924B-0704BD730D5F} to the user
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PIT\slowe SID (S-1-5-21-356494474-603968661-3470298851-17115) from address LocalHost
(Using LRPC) running in the application container Unavailable SID (Unavailable). This security
permission can be modified using the Component Services administrative tool.

3-28-2014 3:56:28 PM 10016 The application-specific permission settings do not grant Local
Activation permission for the COM Server application with CLSID {145B4335-FE2A-4927-
A040-7C35AD3180EF} and APPID {145B4335-FE2A-4927-A040-7C35AD3180EF} to the user
PIT\slowe SID (5-1-5-21-356494474-603968661-3470298851-17115) from address LocalHost
(Using LRPC) running in the application container Unavailable SID (Unavailable). This security
permission can be modified using the Component Services administrative tool.

3-28-2014 12:06:54 PM 10016 The application-specific permission settings do not grant Local
Activation permission for the COM Server application with CLSID {D3DCB472-7261-43CE-
924B-0704BD730D5F} and APPID {D3DCB472-7261-43CE-924B-0704BD730D5F} to the user
PIT\slowe SID (S-1-5-21-356494474-603968661-3470298851-17115) from address LocalHost
(Using LRPC) running in the application container Unavailable SID (Unavailable). This security
permission can be modified using the Component Services administrative tool.

3-28-2014 12:06:54 PM 10016 The application-specific permission settings do not grant Local
Activation permission for the COM Server application with CLSID {145B4335-FE2A-4927-
A040-7C35AD3180EF} and APPID {145B4335-FE2A-4927-A040-7C35AD3180EF} to the user
PIT\slowe SID (S-1-5-21-356494474-603968661-3470298851-17115) from address LocalHost
(Using LRPC) running in the application container Unavailable SID (Unavailable). This security
permission can be modified using the Component Services administrative tool.

Last 5 Application Error Msgs:

4-1-2014 7:41:54 PM 1000 Faulting application name: DIIHost.exe, version: 6.2.9200.16384,
time stamp: 0x50108850 Faulting module name: tsccvid64.dll, version: 3.0.0.0, time stamp:
0x4c44a8a8 Exception code: 0xc0000005 Fault offset: 0x0000000000005def Faulting process
id: Oxf54 Faulting application start time: 0x01cf4e03f5b4e5de Faulting application path:
C:\Windows\system32\DIIHost.exe Faulting module path:
C:\Windows\SysWOW64\tsccvid64.dll Report Id: 34600b9c-b9f7-11e3-be8d-78e3b5bcd82e
Faulting package full name: Faulting package-relative application ID:

4-1-2014 2:56:15 AM 0

3-31-2014 7:42:16 AM O

3-31-2014 3:03:10 AM 3238068257 Activation context generation failed for "C:\Program Files
(x86)\Common Files\Adobe\OOBE\PDApp\DWA\resources\libraries\ARKCmdFS.dlI".
Dependent Assembly
Microsoft.VC90.CRT,processorArchitecture="x86",type="win32",version="9.0.30729.1" could
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not be found. Please use sxstrace.exe for detailed diagnosis.

3-31-2014 3:03:10 AM 3238068257 Activation context generation failed for "C:\Program Files
(x86)\Common Files\Adobe\OOBE\PDApp\DWA\resources\libraries\ARKCmdDefrag.dll".
Dependent Assembly
Microsoft.VC90.CRT,processorArchitecture="x86",type="win32",version="9.0.30729.1" could
not be found. Please use sxstrace.exe for detailed diagnosis.

Scheduled Tasks:

AdobeAAMUpdater-1.0-MYCO-gHAMMOND

AdobeAAMUpdater-1.0-MYCO-slowe

AdobeAAMUpdater-1.0-MYCO-smurray

CCleanerSkipUAC
G2MUpdateTask-S-1-5-21-356494474-603968661-3470298851-17115
GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA
GoogleUpdateTaskUserS-1-5-21-356494474-603968661-3470298851-5612Core
GoogleUpdateTaskUserS-1-5-21-356494474-603968661-3470298851-5612UA
HPCustParticipation HP Officejet Pro 8600

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-17112
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-17115
Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-5612
Disk Capacity:

C: 931.17 GB, 819.34 GB free, 12.01% used

CPU Count:

1

CPU Core Count:

2

Make and Model:

Hewlett-Packard/p7-1587c¢

Memory Banks:

Memory BankO : DIMM-Synchronous-8192 Mb-1600 Mhz

<slot available>

CPUs:

AMD A8-5500 APU with Radeon(tm) HD Graphics : CPUO-2

System Slots:

System SlotO : PCIE x16-Available-OK
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System Slot1 : PCIE x1-Available-OK

System Slot2 : PCIE x1-Available-OK

System Slot3 : PCIE x1-Available-OK

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)

unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)

unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter

20:41:53:59:4E:FF : -AsyncMac-[00000009] RAS Async Adapter

78:E3:B5:BC:D8:2E : 10.0.6.0;fe80::4cdc:6159:6101:2739-L1C-[00000010] Qualcomm Atheros
AR8161 PCI-E Gigabit Ethernet Controller (NDIS 6.30)

unknown : -tunnel-[00000011] Microsoft ISATAP Adapter

F4:B7:E2:BF:D1:90 : -netr28x-[00000012] Ralink RT5390R 802.11bgn Wi-Fi Adapter
F4:B7:E2:BF:D1:92 : -vwifimp-[00000013] Microsoft Wi-Fi Direct Virtual Adapter

unknown : -tunnel-[00000014] Microsoft ISATAP Adapter

unknown : -RTL8192su-[00000015] D-Link DWA-130 Wireless N USB Adapter

unknown : -tunnel-[00000016] Microsoft ISATAP Adapter

unknown : -tunnel-[00000017] Microsoft Teredo Tunneling Adapter

unknown : -SBFWIMCLMP-[00000018] GFI Software Firewall NDIS IM Filter Miniport
F4:B7:E2:BF:D1:92 : -SBFWIMCLMP-[00000019] GFI Software Firewall NDIS IM Filter Miniport
F4:B7:E2:BF:D1:90 : -SBFWIMCLMP-[00000020] GFI Software Firewall NDIS IM Filter Miniport
78:E3:B5:BC:D8:2E : -SBFWIMCLMP-[00000021] GFI Software Firewall NDIS IM Filter Miniport
unknown : -SBFWIMCLMP-[00000022] GFI Software Firewall NDIS IM Filter Miniport
00:00:00:00:00:00 : -SBFWIMCLMP-[00000023] GFI Software Firewall NDIS IM Filter Miniport
00:00:00:00:00:00 : -SBFWIMCLMP-[00000024] GFI Software Firewall NDIS IM Filter Miniport
00:00:00:00:00:00 : -SBFWIMCLMP-[00000025] GFI Software Firewall NDIS IM Filter Miniport
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation
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OS Version:

6.2.9200 unknown (Build 9200)

OS Caption:

Microsoft Windows 8 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

15264 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

4/15/2013 5:44:27 PM

Active Anti-virus: GFl Languard, GFI Software VIPRE
Active Anti-spyware: GF| Languard, GFl Software VIPRE
Active Firewall: Windows Firewall

SPIELOAU Windows 8 Intel(R) 4096  Last 5 System Error Msgs:

Enterprise Xeon(R) CPU |MB 15.05.2014 13:30:05 10010 Der Server

L5639 @ "Microsoft.WindowsLive.Platform.Service.RemoteProcess" konnte innerhalb des

2.13GHz angegebenen Zeitabschnitts mit DCOM nicht registriert werden.

15.05.2014 07:16:06 3221232495 Der Dienst "Netzwerklistendienst" wurde mit folgendem
Fehler beendet: Das Gerét ist nicht bereit.

15.05.2014 07:16:04 3221232495 Der Dienst "IP-Hilfsdienst" wurde mit folgendem Fehler
beendet: Der angegebene Dienst kann nicht gestartet werden. Er ist deaktiviert oder nicht
mit aktivierten Gerdten verbunden.

15.05.2014 07:15:19 3221487662 Die Initialisierung des Speicherabbildes ist fehlgeschlagen.
Last 5 Application Error Msgs:

15.05.2014 13:42:14 3221233670 Fehler bei der Lizenzaktivierung (slui.exe). Fehlercode:
hr=0x8007232B Befehlszeilenargumente: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=458elbec-837a-45f6-b9d5-
925ed5d299de;Notificationinterval=1440;Trigger=UserLogon;Sessionld=1

15.05.2014 13:41:31 3221233670 Fehler bei der Lizenzaktivierung (slui.exe). Fehlercode:
hr=0x8007232B Befehlszeilenargumente: Ruleld=eebal977-569e-4571-b639-
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7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=458elbec-837a-45f6-b9d5-
925ed5d299de;NotificationInterval=1440;Trigger=NetworkAvailable
15.05.2014 13:27:19 3221233670 Fehler bei der Lizenzaktivierung (slui.exe). Fehlercode:
hr=0x8007232B Befehlszeilenargumente: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=458elbec-837a-45f6-b9d5-
925ed5d299de;Notificationinterval=1440;Trigger=UserLogon;Sessionld=1
15.05.2014 13:20:33 3221233670 Fehler bei der Lizenzaktivierung (slui.exe). Fehlercode:
hr=0x8007232B Befehlszeilenargumente: Ruleld=eebal977-569e-4571-b639-
7623d8bfeccO;Action=AutoActivate;Appld=55c92734-d682-4d71-983e-
d6ec3f16059f;Skuld=458elbec-837a-45f6-b9d5-
925ed5d299de;NotificationInterval=1440;Trigger=TimerEvent

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-2502341155-354269189-3263347470-1001
Disk Capacity:

C: 126 GB, 114 GB free, 9.52% used

Service Tag:

1097-4959-0019-5135-0642-1586-01

CPU Count:

1

CPU Core Count:

1

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-3968 Mb-unknown Mhz

Memory Bankl : Unknown-Unknown-128 Mb-unknown Mhz

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-1

NICs:

unknown : -Rasl2tp-[00000000] WAN-Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN-Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN-Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN-Miniport (PPTP)
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unknown : -RasPppoe-[00000004] WAN-Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN-Miniport (IP)
unknown : -NdisWan-[00000006] WAN-Miniport (IPv6)
unknown : -NdisWan-[00000007] WAN-Miniport (Netzwerkmonitor)
unknown : -kdnic-[00000008] Microsoft Kerneldebugger-Netzwerkadapter
unknown : -AsyncMac-[00000009] Asynchroner RAS-Adapter
00:15:5D:01:E0:32 : 10.0.7.34,fe80::7d9e:1371:31b5:b8fb-netvsc-[00000010] Microsoft
Hyper-V-Netzwerkadapter
unknown : -tunnel-[00000011] Microsoft-ISATAP-Adapter
DEP:
On for essential Windows programs and services only
OS Manufacturer:
Microsoft Corporation
OS Version:
6.2.9200 unknown (Build 9200)
OS Caption:
Microsoft Windows 8 Enterprise
OS Architecture:
64-Bit
OS Virtual Memory:
7680 MB
OS System Directory:
C:\Windows\system32
OS Windows Directory:
C:\Windows
OS Install Date:
5/15/2014 1:27:11 PM
PAE Enabled:
True
Active Anti-virus: Windows Defender
Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

SQL2012-01 Windows Server Intel(R) 4096 Last 5 Application Error Msgs:

2012 R2 Datacenter |Xeon(R) CPU |MB 3-28-2014 2:08:08 AM 2147483905 The volume Recovery was not optimized because an
L5639 @ error was encountered: The parameter is incorrect. (0x80070057)
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2.13GHz

3-27-2014 2:03:11 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-21-2014 5:33:54 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-20-2014 2:22:46 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

3-14-2014 3:38:23 AM 2147483905 The volume Recovery was not optimized because an
error was encountered: The parameter is incorrect. (0x80070057)

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230
Disk Capacity:

C: 126.48 GB, 104.86 GB free, 17.09% used

E: 126.87 GB, 119.32 GB free, 5.95% used

Service Tag:

8661-1451-5638-7616-8853-5720-99

CPU Count:

1

CPU Core Count:

4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-3968 Mb-unknown Mhz

Memory Bank1 : Unknown-Unknown-128 Mb-unknown Mhz

Memory Bank2 : Unknown-Unknown-0 Mb-unknown Mhz

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)

unknown : -RasSstp-[00000001] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IP)

unknown : -NdisWan-[00000006] WAN Miniport (IPv6)
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unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
00:15:5D:07:1C:0B : 10.0.1.61;fe80::f0bd:e6a3:9216:2384-netvsc-[00000010] Microsoft
Hyper-V Network Adapter

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows Server 2012 R2 Datacenter

OS Architecture:

64-bit

OS Virtual Memory:

5504 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

2/9/2014 10:13:49 PM

Active Anti-virus: N/A

Active Anti-spyware: N/A

Active Firewall: Windows Firewall

STORAGEO1

Windows Server
2008 R2 Enterprise

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

1536
MB

Last 5 System Error Msgs:

4-1-2014 9:05:00 PM 1073741828 The Kerberos client received a KRB_AP_ERR_MODIFIED
error from the server MYCOPATCHS. The target name used was
cifs/MYCOPATCH.Corp.MyCo.com. This indicates that the target server failed to decrypt the
ticket provided by the client. This can occur when the target server principal name (SPN) is
registered on an account other than the account the target service is using. Please ensure
that the target SPN is registered on, and only registered on, the account used by the server.
This error can also happen when the target service is using a different password for the
target service account than what the Kerberos Key Distribution Center (KDC) has for the
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target service account. Please ensure that the service on the server and the KDC are both
updated to use the current password. If the server name is not fully qualified, and the target
domain (CORP.MyCo.COM) is different from the client domain (CORP.MyCo.COM), check if
there are identically named server accounts in these two domains, or use the fully-qualified
name to identify the server.

4-1-2014 9:05:00 PM 3221235481 DCOM was unable to communicate with the computer
MYCOPATCH using any of the configured protocols.

4-1-2014 9:05:00 PM 1073741828 The Kerberos client received a KRB_AP_ERR_MODIFIED
error from the server MYCOPATCHS. The target name used was
RPCSS/MYCOPATCH.Corp.MyCo.com. This indicates that the target server failed to decrypt
the ticket provided by the client. This can occur when the target server principal name (SPN)
is registered on an account other than the account the target service is using. Please ensure
that the target SPN is registered on, and only registered on, the account used by the server.
This error can also happen when the target service is using a different password for the
target service account than what the Kerberos Key Distribution Center (KDC) has for the
target service account. Please ensure that the service on the server and the KDC are both
updated to use the current password. If the server name is not fully qualified, and the target
domain (CORP.MyCo.COM) is different from the client domain (CORP.MyCo.COM), check if
there are identically named server accounts in these two domains, or use the fully-qualified
name to identify the server.

4-1-2014 8:04:41 PM 1073741828 The Kerberos client received a KRB_AP_ERR_MODIFIED
error from the server MYCOPATCHS. The target name used was
cifs/MYCOPATCH.Corp.MyCo.com. This indicates that the target server failed to decrypt the
ticket provided by the client. This can occur when the target server principal name (SPN) is
registered on an account other than the account the target service is using. Please ensure
that the target SPN is registered on, and only registered on, the account used by the server.
This error can also happen when the target service is using a different password for the
target service account than what the Kerberos Key Distribution Center (KDC) has for the
target service account. Please ensure that the service on the server and the KDC are both
updated to use the current password. If the server name is not fully qualified, and the target
domain (CORP.MyCo.COM) is different from the client domain (CORP.MyCo.COM), check if
there are identically named server accounts in these two domains, or use the fully-qualified
name to identify the server.

4-1-2014 8:04:41 PM 3221235481 DCOM was unable to communicate with the computer
MYCOPATCH using any of the configured protocols.
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Last 5 Application Error Msgs:

4-1-2014 12:00:00 PM 7001 VssAdmin: Unable to create a shadow copy: Either the specified
volume was not found or it is not a local volume. Command-line:
'C:\Windows\system32\vssadmin.exe Create Shadow /AutoRetry=15
/For=\\?\Volume{205c2efc-34c0-11e0-a3bc-0019b9e4ba92}\'.

4-1-2014 7:00:00 AM 7001 VssAdmin: Unable to create a shadow copy: Either the specified
volume was not found or it is not a local volume. Command-line:
'C:\Windows\system32\vssadmin.exe Create Shadow /AutoRetry=15
/For=\\?\Volume{205c2efc-34c0-11e0-a3bc-0019b9e4ba92}\'.

3-31-2014 12:00:13 PM 7001 VssAdmin: Unable to create a shadow copy: Either the specified
volume was not found or it is not a local volume. Command-line:
'C:\Windows\system32\vssadmin.exe Create Shadow /AutoRetry=15
/For=\\?\Volume{205c2efc-34c0-11e0-a3bc-0019b9e4ba92}\'.

3-31-2014 7:00:12 AM 7001 VssAdmin: Unable to create a shadow copy: Either the specified
volume was not found or it is not a local volume. Command-line:
'C:\Windows\system32\vssadmin.exe Create Shadow /AutoRetry=15
/For=\\?\Volume{205c2efc-34c0-11e0-a3bc-0019b9e4ba92}\'.

3-28-2014 12:00:00 PM 7001 VssAdmin: Unable to create a shadow copy: Either the specified
volume was not found or it is not a local volume. Command-line:
'C:\Windows\system32\vssadmin.exe Create Shadow /AutoRetry=15
/For=\\?\Volume{205c2efc-34c0-11e0-a3bc-0019b9e4ba92}\'.

Scheduled Tasks:

ShadowCopyVolume{205c2efc-34c0-11e0-a3bc-0019b9e4ba92}
ShadowCopyVolume{badce0b0-2b26-11e0-ac4e-806e6f6e6963}

Disk Capacity:

C: 123.92 GB, 97.59 GB free, 21.25% used

D: 1738.99 GB, 1119.77 GB free, 35.61% used

E: 512 GB, 231.89 GB free, 54.71% used

Service Tag:

0404-0609-9916-1850-3963-0316-93

CPU Count:

1

CPU Core Count:

4

Make and Model:
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Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-1536 Mb-unknown Mhz

1 <slot available>

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)

unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IPv6)

unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)

unknown : -I12nd-[00000007] Broadcom BCM5708C NetXtreme Il GigE (NDIS VBD Client)
unknown : -tunnel-[00000008] Microsoft ISATAP Adapter

unknown : -NdisWan-[00000009] WAN Miniport (IP)

unknown : -12nd-[00000010] Broadcom BCM5708C NetXtreme Il Gigk (NDIS VBD Client)
20:41:53:59:4E:FF : -AsyncMac-[00000011] RAS Async Adapter

00:15:5D:07:1C:02 : 10.0.1.69;fe80::e496:7bee:65d8:ad85-netvsc-[00000012] Microsoft
Hyper-V Network Adapter

unknown : -tunnel-[00000014] Microsoft ISATAP Adapter

unknown : -I2nd-[00000015] Broadcom BCM5708C NetXtreme Il GigE (NDIS VBD Client)
unknown : -I2nd-[00000016] Broadcom BCM5708C NetXtreme Il GigE (NDIS VBD Client)
unknown : -tunnel-[00000017] Microsoft ISATAP Adapter

02:19:B9:E4:BA:92 : -Netft-[00000019] Microsoft Failover Cluster Virtual Adapter
unknown : -tunnel-[00000020] Microsoft ISATAP Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows Server 2008 R2 Enterprise
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OS Architecture:

64-bit

OS Virtual Memory:
5392 MB

OS System Directory:
C:\Windows\system32
OS Windows Directory:
C:\Windows

OS Install Date:
1/28/2011 4:42:28 PM

TANDEM

Windows 7
Enterprise

Intel(R)
Core(TM) i7-
4770K CPU @
3.50GHz

8192
MB

Last 5 System Error Msgs:

3-17-2014 1:57:13 AM 1129 The processing of Group Policy failed because of lack of network
connectivity to a domain controller. This may be a transient condition. A success message
would be generated once the machine gets connected to the domain controller and Group
Policy has succesfully processed. If you do not see a success message for several hours, then
contact your administrator.

Last 5 Application Error Msgs:

4-1-2014 12:00:00 AM 8193 Failed to create restore point (Process =
C:\Windows\system32\rundll32.exe /d srrstr.dll,ExecuteScheduledSPPCreation; Description =
Scheduled Checkpoint; Error = 0x80070422).

3-31-2014 12:00:02 AM 8193 Failed to create restore point (Process =
C:\Windows\system32\rundll32.exe /d srrstr.dll,ExecuteScheduledSPPCreation; Description =
Scheduled Checkpoint; Error = 0x80070422).

3-30-2014 12:00:01 AM 8193 Failed to create restore point (Process =
C:\Windows\system32\rundll32.exe /d srrstr.dll,ExecuteScheduledSPPCreation; Description =
Scheduled Checkpoint; Error = 0x80070422).

3-29-2014 12:00:00 AM 8193 Failed to create restore point (Process =
C:\Windows\system32\rundll32.exe /d srrstr.dll,ExecuteScheduledSPPCreation; Description =
Scheduled Checkpoint; Error = 0x80070422).

3-28-2014 12:00:01 AM 8193 Failed to create restore point (Process =
C:\Windows\system32\rundll32.exe /d srrstr.dll,ExecuteScheduledSPPCreation; Description =
Scheduled Checkpoint; Error = 0x80070422).

Scheduled Tasks:

BackgroundContainer Startup Task
G2MUpdateTask-S-1-5-21-356494474-603968661-3470298851-1115
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GoogleUpdateTaskMachineCore
GoogleUpdateTaskMachineUA

GoogleUpdateTaskUserS-1-5-21-356494474-603968661-3470298851-1115UA
User_Feed_Synchronization-{83E23BEB-4F89-4923-848A-EC5F60A297F0}

{5BF3AC51-59F8-427F-B04D-82AD11D121F6}
Listening Ports:

RDP (3389/TCP)

Disk Capacity:

C: 232.88 GB, 43.95 GB free, 81.13% used

E: 1863.01 GB, 1828.76 GB free, 1.84% used

Service Tag:

To Be Filled By O.E.M.

CPU Count:

1

CPU Core Count:

4

Make and Model:

MSI/MS-7850

Memory Banks:

Memory Bank0 : DIMM-Synchronous-4096 Mb-1333 Mhz
Memory Bank1 : DIMM-Synchronous-4096 Mb-1333 Mhz
CPUs:

Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz : CPUO-4
System Slots:

System SlotO : J6B2-In Use-OK

System Slot1 : J6B1-In Use-OK

System Slot2 : J6D1-In Use-OK

System Slot3 : J7B1-In Use-OK

System Slot4 : J8B4-In Use-OK

System Slot5 : J8D1-In Use-OK

System Slot6 : J8B3-In Use-OK

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)
unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)
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unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IPv6)

unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)
unknown : -RTL8167-[00000007] Realtek PCle GBE Family Controller
unknown : -NdisWan-[00000008] WAN Miniport (IP)

unknown : -tunnel-[00000009] Microsoft ISATAP Adapter

20:41:53:59:4E:FF : -AsyncMac-[00000010] RAS Async Adapter

unknown : -netr28x-[00000011] 802.11n Wireless LAN Card

unknown : -tunnel-[00000012] Microsoft ISATAP Adapter

unknown : --[00000013] Deterministic Network Enhancer Miniport
unknown : --[00000014] Deterministic Network Enhancer Miniport
F0:D6:20:52:41:53 : --[00000015] Deterministic Network Enhancer Miniport
F0:D6:20:52:41:53 : --[00000016] Deterministic Network Enhancer Miniport
unknown : -CVirtA-[00000017] Cisco Systems VPN Adapter for 64-bit Windows
unknown : --[00000018] Deterministic Network Enhancer Miniport
unknown : -tunnel-[00000019] Microsoft ISATAP Adapter

unknown : -tunnel-[00000020] Microsoft ISATAP Adapter

unknown : -vwifimp-[00000021] Microsoft Virtual WiFi Miniport Adapter
unknown : --[00000022] Deterministic Network Enhancer Miniport
unknown : -tunnel-[00000023] Microsoft Teredo Tunneling Adapter
94:DB:C9:96:5B:29 : -BthPan-[00000024] Bluetooth Device (Personal Area Network)
D4:3D:7E:F7:32:B1 : 10.0.7.28;fe80::242f:6b98:cbb:fb22-RTL8167-[00000026] Realtek PCle
GBE Family Controller

D4:3D:7E:F7:32:B1 : --[00000027] Deterministic Network Enhancer Miniport
DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows 7 Enterprise

OS Architecture:

64-bit
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OS Virtual Memory:

16240 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:
C:\Windows

OS Install Date:

8/3/2011 3:06:22 PM

PAE Enabled:

True

Active Anti-virus: N/A

Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

THRASH2

Windows 2000
Server

USER-PC23

Windows 7
Enterprise

UTILO1

Windows Server
2008 R2 Datacenter

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

2048
MB

Last 5 System Error Msgs:

4-1-2014 7:55:31 PM 5719 This computer was not able to set up a secure session with a
domain controller in domain SUPPORT due to the following: There are currently no logon
servers available to service the logon request. This may lead to authentication problems.
Make sure that this computer is connected to the network. If the problem persists, please
contact your domain administrator. ADDITIONAL INFO If this computer is a domain controller
for the specified domain, it sets up the secure session to the primary domain controller
emulator in the specified domain. Otherwise, this computer sets up the secure session to any
domain controller in the specified domain.

4-1-2014 6:20:24 PM 5722 The session setup from the computer MYCOPATCH failed to
authenticate. The name(s) of the account(s) referenced in the security database is
MYCOPATCHS. The following error occurred: Access is denied.

4-1-2014 3:54:18 PM 5719 This computer was not able to set up a secure session with a
domain controller in domain SUPPORT due to the following: There are currently no logon
servers available to service the logon request. This may lead to authentication problems.
Make sure that this computer is connected to the network. If the problem persists, please
contact your domain administrator. ADDITIONAL INFO If this computer is a domain controller
for the specified domain, it sets up the secure session to the primary domain controller
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emulator in the specified domain. Otherwise, this computer sets up the secure session to any
domain controller in the specified domain.

4-1-2014 2:00:50 PM 36888 The following fatal alert was generated: 40. The internal error
state is 1205.

4-1-2014 2:00:50 PM 36874 An SSL 3.0 connection request was received from a remote client
application, but none of the cipher suites supported by the client application are supported
by the server. The SSL connection request has failed.

Disk Capacity:

C: 126.9 GB, 77.5 GB free, 38.93% used

Service Tag:

7083-1462-7335-3546-2604-6995-46

CPU Count:

1

CPU Core Count:

2

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory BankO : Unknown-Unknown-2048 Mb-unknown Mhz

1 <slot available>

CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-2

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)

unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)

unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)

unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)

unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)

unknown : -NdisWan-[00000005] WAN Miniport (IPv6)

unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)

unknown : -dc21x4VM-[00000007] Intel 21140-Based PCl Fast Ethernet Adapter (Emulated)
unknown : -tunnel-[00000008] Microsoft ISATAP Adapter

unknown : -NdisWan-[00000009] WAN Miniport (IP)

unknown : -netvsc-[00000010] Microsoft Virtual Machine Bus Network Adapter
20:41:53:59:4E:FF : -AsyncMac-[00000011] RAS Async Adapter
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unknown : -tunnel-[00000012] Microsoft Teredo Tunneling Adapter
unknown : -netvsc-[00000013] Microsoft Virtual Machine Bus Network Adapter
unknown : -tunnel-[00000014] Microsoft ISATAP Adapter
00:15:5D:01:DF:1E : 172.20.0.5;10.0.1.5;fe80::c142:8a53:a79c:c36¢c-netvsc-[00000015]
Microsoft Hyper-V Network Adapter

DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)

OS Caption:

Microsoft Windows Server 2008 R2 Datacenter

OS Architecture:

64-bit

OS Virtual Memory:

4096 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows

OS Install Date:

2/10/2011 11:34:39 AM

UTIL12

Windows Server
2012 R2 Standard

Intel(R)
Xeon(R) CPU
L5639 @
2.13GHz

1024
MB

Last 5 System Error Msgs:

3-27-2014 6:15:21 AM 36888 A fatal alert was generated and sent to the remote endpoint.
This may result in termination of the connection. The TLS protocol defined fatal error code is
40. The Windows SChannel error state is 1205.

3-27-2014 6:15:21 AM 36874 An TLS 1.2 connection request was received from a remote
client application, but none of the cipher suites supported by the client application are
supported by the server. The SSL connection request has failed.

3-24-2014 7:48:39 AM 36888 A fatal alert was generated and sent to the remote endpoint.
This may result in termination of the connection. The TLS protocol defined fatal error code is
10. The Windows SChannel error state is 1203.

3-24-2014 7:48:36 AM 36888 A fatal alert was generated and sent to the remote endpoint.
This may result in termination of the connection. The TLS protocol defined fatal error code is
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10. The Windows SChannel error state is 1203.

3-6-2014 5:23:18 PM 36888 A fatal alert was generated and sent to the remote endpoint.
This may result in termination of the connection. The TLS protocol defined fatal error code is
40. The Windows SChannel error state is 1205.

Last 5 Application Error Msgs:

3-4-2014 10:03:24 PM 455 svchost (5092) Error -1032 (Oxfffffbf8) occurred while opening
logfile C:\Windows\system32\LogFiles\Sum\Api.log.

3-4-2014 10:03:24 PM 489 svchost (5092) An attempt to open the file
"C:\Windows\system32\LogFiles\Sum\Api.log" for read only access failed with system error 5
(0x00000005): "Access is denied. ". The open file operation will fail with error -1032
(Oxfffffbf8).

3-4-2014 10:03:14 PM 455 svchost (5092) Error -1032 (Oxfffffbf8) occurred while opening
logfile C:\Windows\system32\LogFiles\Sum\Api.log.

3-4-2014 10:03:14 PM 489 svchost (5092) An attempt to open the file
"C:\Windows\system32\LogFiles\Sum\Api.log" for read only access failed with system error 5
(0x00000005): "Access is denied. ". The open file operation will fail with error -1032
(Oxfffffbf8).

3-4-2014 10:03:04 PM 490 svchost (5092) An attempt to open the file
"C:\Windows\system32\LogFiles\Sum\Api.chk" for read / write access failed with system
error 5 (0x00000005): "Access is denied. ". The open file operation will fail with error -1032
(Oxfffffbf8).

Scheduled Tasks:

Optimize Start Menu Cache Files-S-1-5-21-356494474-603968661-3470298851-1230

Disk Capacity:

C: 126.48 GB, 115.48 GB free, 8.7% used

Service Tag:

4540-8574-1891-7758-5785-9003-87

CPU Count:

1

CPU Core Count:

4

Make and Model:

Microsoft Corporation/Virtual Machine

Memory Banks:

Memory Bank0 : Unknown-Unknown-1024 Mb-unknown Mhz
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Memory Bank1 : Unknown-Unknown-0 Mb-unknown Mhz
Memory Bank2 : Unknown-Unknown-0 Mb-unknown Mhz
CPUs:

Intel(R) Xeon(R) CPU L5639 @ 2.13GHz : CPUO-4

NICs:

unknown : -Rasl2tp-[00000000] WAN Miniport (L2TP)
unknown : -RasSstp-[00000001] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000002] WAN Miniport (IKEv2)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IP)
unknown : -NdisWan-[00000006] WAN Miniport (IPv6)
unknown : -NdisWan-[00000007] WAN Miniport (Network Monitor)
unknown : -kdnic-[00000008] Microsoft Kernel Debug Network Adapter
unknown : -AsyncMac-[00000009] RAS Async Adapter
00:15:5D:07:37:0E : 10.0.1.15;fe80::1d3e:7828:f6ff:ae26-netvsc-[00000010] Microsoft Hyper-
V Network Adapter

unknown : -tunnel-[00000011] Microsoft ISATAP Adapter
unknown : -tunnel-[00000012] Microsoft ISATAP Adapter
DEP:

On for All programs and services except those | select

OS Manufacturer:

Microsoft Corporation

OS Version:

6.3.9600 unknown (Build 9600)

OS Caption:

Microsoft Windows Server 2012 R2 Standard

OS Architecture:

64-bit

OS Virtual Memory:

4048 MB

OS System Directory:

C:\Windows\system32

OS Windows Directory:

C:\Windows
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Full Detail Report

NETWORK ASSESSMENT

Computer Operating System | CPU RAM Analysis
Name

OS Install Date:

3/4/2014 9:23:32 PM

Active Anti-virus: N/A

Active Anti-spyware: N/A

Active Firewall: Windows Firewall
No Domain
Computer Operating System | CPU RAM Analysis
Name
slowe- Windows 7 AMD E2-3200 6144 Last 5 System Error Msgs:
win7.corp.MyCo | Enterprise APU with MB 4-1-2014 2:41:20 PM 3221235488 The application-specific permission settings do not grant
.com Radeon(tm) Local Launch permission for the COM Server application with CLSID {C97FCC79-E628-407D-

HD Graphics AE68-A06AD6D8BAD1} and APPID {344ED43D-D086-4961-86A6-1106FAACAD9B} to the user

NT AUTHORITY\SYSTEM SID (S-1-5-18) from address LocalHost (Using LRPC). This security
permission can be modified using the Component Services administrative tool.

4-1-2014 2:40:21 PM 3221232506 The Excelsior Agent service terminated unexpectedly. It
has done this 1 time(s).

4-1-2014 2:39:50 PM 41 The system has rebooted without cleanly shutting down first. This
error could be caused if the system stopped responding, crashed, or lost power
unexpectedly.

4-1-2014 2:39:59 PM 2147489656 The previous system shutdown at 2:38:42 PM on 4/1/2014
was unexpected.

4-1-2014 2:30:49 PM 3221235477 DCOM got error "1053" attempting to start the service
gupdate with arguments "/comsvc" in order to run the server: {4EB61BAC-A3B6-4760-9581-
655041EF4D69}

Last 5 Application Error Msgs:

4-1-2014 2:40:41 PM 3221225482 Event filter with query "SELECT * FROM
__InstanceModificationEvent WITHIN 60 WHERE TargetInstance ISA "Win32_Processor" AND
Targetinstance.LoadPercentage > 99" could not be reactivated in namespace
"//./root/CIMV2" because of error 0x80041003. Events cannot be delivered through this
filter until the problem is corrected.

4-1-2014 12:30:56 AM 3238068287 Activation context generation failed for "C:\Program Files
(x86)\Common Files\Adobe AIR\Versions\1.0\Adobe AIR.dII".Error in manifest or policy file
"C:\Program Files (x86)\Common Files\Adobe AIR\Versions\1.0\Adobe AIR.dlI" on line 3. The
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Full Detail Report
NETWORK ASSESSMENT

Computer
Name

Operating System

CPU

RAM

Analysis

value
"MAJOR_VERSION.MINOR_VERSION.BUILD_NUMBER_MAJOR.BUILD_NUMBER_MINOR" of
attribute "version" in element "assemblyldentity" is invalid.

3-29-2014 12:30:13 AM 3238068287 Activation context generation failed for "C:\Program
Files (x86)\Common Files\Adobe AIR\Versions\1.0\Adobe AIR.dII".Error in manifest or policy
file "C:\Program Files (x86)\Common Files\Adobe AIR\Versions\1.0\Adobe AIR.dII" on line 3.
The value
"MAJOR_VERSION.MINOR_VERSION.BUILD_NUMBER_MAJOR.BUILD_NUMBER_MINOR" of
attribute "version" in element "assemblyldentity" is invalid.

3-28-2014 6:39:44 PM 3238068287 Activation context generation failed for "C:\Program Files
(x86)\Common Files\Adobe AIR\Versions\1.0\Adobe AIR.dII".Error in manifest or policy file
"C:\Program Files (x86)\Common Files\Adobe AIR\Versions\1.0\Adobe AIR.dII" on line 3. The
value
"MAJOR_VERSION.MINOR_VERSION.BUILD_NUMBER_MAJOR.BUILD_NUMBER_MINOR" of
attribute "version" in element "assemblyldentity" is invalid.

3-26-2014 6:31:51 PM 3238068287 Activation context generation failed for "C:\Program Files
(x86)\Common Files\Adobe AIR\Versions\1.0\Adobe AIR.dII".Error in manifest or policy file
"C:\Program Files (x86)\Common Files\Adobe AIR\Versions\1.0\Adobe AIR.dII" on line 3. The
value
"MAJOR_VERSION.MINOR_VERSION.BUILD_NUMBER_MAJOR.BUILD_NUMBER_MINOR" of
attribute "version" in element "assemblyldentity" is invalid.

Scheduled Tasks:

Adobe Flash Player Updater

AdobeAAMUpdater-1.0-MYCO-eHAMMOND

AdobeAAMUpdater-1.0-MYCO-jcosten

AdobeAAMUpdater-1.0-MYCO-rtaylor

AdobeAAMUpdater-1.0-MYCO-slowe
G2MUpdateTask-S-1-5-21-356494474-603968661-3470298851-17115
GoogleUpdateTaskMachineCore

GoogleUpdateTaskMachineUA

hpUtility.exe_{C47FACAD-BB7E-4B28-AB70-35114F8FAE30}

SoftUpdateDaily

SoftUpdateLogon

{DO8F8028-FF3C-40C1-B68C-D91A8E9FB297}

Listening Ports:
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Full Detail Report

NETWORK ASSESSMENT
Computer Operating System | CPU RAM Analysis
Name
RDP (3389/TCP)
Disk Capacity:

C: 914.65 GB, 805.96 GB free, 11.88% used

D: 16.76 GB, 2.1 GB free, 87.47% used

CPU Count:

1

CPU Core Count:

2

Make and Model:

Hewlett-Packard/p6-2108p

Memory Banks:

Memory Bank0 : DIMM-Synchronous-2048 Mb-1333 Mhz
Memory Bank1 : DIMM-Synchronous-4096 Mb-1333 Mhz
CPUs:

AMD E2-3200 APU with Radeon(tm) HD Graphics : CPUO-2
System Slots:

System SlotO : PCI-E x16-Available-OK

System Slot1 : PCI-E x1-Available-OK

System Slot2 : PCI-E x1-Available-OK

System Slot3 : PCI-E x1-Available-OK

NICs:

unknown : -RasSstp-[00000000] WAN Miniport (SSTP)
unknown : -RasAgileVpn-[00000001] WAN Miniport (IKEv2)
unknown : -Rasl2tp-[00000002] WAN Miniport (L2TP)
unknown : -PptpMiniport-[00000003] WAN Miniport (PPTP)
unknown : -RasPppoe-[00000004] WAN Miniport (PPPOE)
unknown : -NdisWan-[00000005] WAN Miniport (IPv6)
unknown : -NdisWan-[00000006] WAN Miniport (Network Monitor)
unknown : -tunnel-[00000007] Microsoft ISATAP Adapter
unknown : -NdisWan-[00000008] WAN Miniport (IP)
E8:40:F2:96:95:E7 : 10.0.7.19;fe80::69a0:4e74:250:c17c-RTL8167-[00000009] Realtek PCle
GBE Family Controller

20:41:53:59:4E:FF : -AsyncMac-[00000010] RAS Async Adapter
unknown : -tunnel-[00000011] Microsoft ISATAP Adapter
00:FF:40:CB:28:07 : -dsNcAdpt-[00000012] Juniper Network Connect Virtual Adapter
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Full Detail Report
NETWORK ASSESSMENT

Computer Operating System
Name

CPU

RAM

Analysis

unknown : -tunnel-[00000013] Microsoft 6to4 Adapter

unknown : -vpnva-[00000015] Cisco AnyConnect VPN Virtual Miniport Adapter for Windows

x64

unknown : -RTL8192su-[00000016] D-Link DWA-130 Wireless N USB Adapter
unknown : -vwifimp-[00000017] Microsoft Virtual WiFi Miniport Adapter

DEP:

On for essential Windows programs and services only

OS Manufacturer:

Microsoft Corporation

OS Version:

6.1.7601 Service Pack 1 (Build 7601)
OS Caption:

Microsoft Windows 7 Enterprise

OS Architecture:

64-bit

OS Virtual Memory:

5648 MB

OS System Directory:
C:\Windows\system32

OS Windows Directory:
C:\Windows

OS Install Date:

6/17/2013 1:32:32 PM

Active Anti-virus: N/A

Active Anti-spyware: Windows Defender
Active Firewall: Windows Firewall

PROPRIETARY & CONFIDENTIAL

PAGE 202 of 202



HillSouth

iT solutions.

CONFIDENTIALITY NOTE: The information contained in this report document
is for the exclusive use of the client specified above and may contain
confidential, privileged and non-disclosable information. If the recipient of this
report is not the client or addressee, such recipient is strictly prohibited from
reading, photocopying, distributing or otherwise using this report or its contents
in any way.

Scan Date: 4/1/2014



HillSouth @ Network Management Plan

iT solutions.

Management Plan

The Management Plan ranks individual issues based upon their potential risk to the network while
providing guidance on which issues to address by priority. Fixing issues with lower Risk Scores will not
lower the global Risk Score, but will reduce the global Issue Score. To mitigate global risk and improve
the health of the network, address issues with higher Risk Scores first.

= homm

Risk

Score Recommendation Severity  Probability
100 |We recommend placing adequate password strength requirements m-

in place and remediate the immediate password issues on the

identified systems.

O PIT\PSIMPSON1\pablo
O PIT\JIM-WIN7\jim

97  |Upgrade or replace computers with operating systems that are no r r
longer supported.

MYCOPATCH /10.0.7.55 / Windows 2000 Server
ISA1/10.0.1.6 / Windows Server 2003

REMOTE / 10.0.7.68 / Windows 2000 Server

JAGA /10.0.7.67 / Windows Server 2003

PABUILD / 10.0.7.60 / Windows Server 2003
DAVIS-XP / 10.0.7.10 / Windows XP Professional
THRASH?2 / 10.0.1.33 / Windows 2000 Server
MYCO-ATL-CORE /10.0.1.17 / Windows Server 2003
DEVWIKI/10.0.7.62 / Windows Server 2003
MYCO30DEV / 10.0.7.65 / Windows 2000 Server

oooooooooo

94 | To prevent both security and productivity issues, we strongly r r
recommend assuring anti-virus is deployed to all possible
endpoints.

0 JAGA/10.0.7.67 / Windows Server 2003

[0 STORAGEO1/10.0.1.69 / Windows Server 2008 R2
Enterprise

[0 PABUILD /10.0.7.60 / Windows Server 2003

[0 MYCO-ATL-CORE /10.0.1.17 / Windows Server 2003

0 DEVWIKI/ 10.0.7.62 / Windows Server 2003

[0 TANDEM / fe80::242f:6b98:cbb:fb22%28,10.0.7.28 /
Windows 7 Enterprise

[J UTIL12/10.0.1.15 / Windows Server 2012 R2 Standard

0 slowe-win7.corp.MyCo.com / 10.0.7.19 / Windows 7
Enterprise

[0 MYCO30DEV /10.0.7.65 / Windows 2000 Server

[J HV05/10.0.7.61 / Windows Server 2012 R2 Standard
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iT solutions.

Risk
Score Recommendation Severity  Probability

JIM-WIN7 / 10.0.7.63 / Windows 7 Enterprise
MmayhemON1 / 10.0.7.31 / Windows Vista Business
HV02 /10.0.7.27 / Windows Server 2012 R2 Standard
HV01/10.0.1.111 / Windows Server 2012 R2 Standard
MARKETING-1/10.0.7.29 / Windows 7 Enterprise
HV04/10.0.1.141,10.0.1.149,10.0.1.142,10.0.1.145 /
Windows Server 2012 Standard

0 MYCOROOTAUTH /10.0.1.44 / Windows Server 2012 R2
Datacenter

OO0 PSIMPSON-WIN7TEST / 10.0.7.82 / Windows 7
Professional

J HV03/10.0.1.139,10.0.1.131,10.0.1.135,10.0.1.132 /
Windows Server 2012 Standard

[0 FILE2012-1/10.0.1.41 / Windows Server 2012 R2 Standard

[0 DEVTFS/10.0.7.69 / Windows Server 2012 Standard

[0 SQL2012-01/10.0.1.61 / Windows Server 2012 R2
Datacenter

[0 DEV_2012-CORE/10.0.7.53 / Hyper-V Server 2012

[0 SE-DAVIS/10.0.7.20 / Windows 7 Professional

[J DCO1/fe80::c479:f74:16d0:1a95%16,172.20.1.3,10.0.1.3 /
Windows Server 2012 Standard

0 UTILO1/172.20.0.5,10.0.1.5,10.0.7.89 / Windows Server
2008 R2 Datacenter

[0 SHAREPOINT-01/10.0.1.71 / Windows Server 2012
Datacenter

[0 PSIMPSONL1 /10.0.7.32 / Windows 7 Enterprise

[0 DC03/172.20.0.23 / Windows Server 2012 R2 Datacenter

0 DC02/172.20.0.4,10.0.1.4 / Windows Server 2012 R2
Datacenter

Ooooooo

94 | To prevent both security and productivity issues, we strongly r r
recommend assuring anti-spyware is deployed to all possible
endpoints.

0 JAGA/10.0.7.67 / Windows Server 2003

[J STORAGEO1/10.0.1.69 / Windows Server 2008 R2
Enterprise
PABUILD / 10.0.7.60 / Windows Server 2003
MYCO-ATL-CORE /10.0.1.17 / Windows Server 2003
DEVWIKI/10.0.7.62 / Windows Server 2003
UTIL12/10.0.1.15/ Windows Server 2012 R2 Standard
MYCO30DEV / 10.0.7.65 / Windows 2000 Server
HV05/10.0.7.61 / Windows Server 2012 R2 Standard
HVO02 /10.0.7.27 / Windows Server 2012 R2 Standard
HV01/10.0.1.111 / Windows Server 2012 R2 Standard
HV04/10.0.1.141,10.0.1.149,10.0.1.142,10.0.1.145 /
Windows Server 2012 Standard

0 MYCOROOTAUTH/10.0.1.44 / Windows Server 2012 R2
Datacenter

Ooooooooono
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iT solutions.

Risk
Score Recommendation Severity  Probability
(J Hv03/10.0.1.139,10.0.1.131,10.0.1.135,10.0.1.132 /
Windows Server 2012 Standard
0 FILE2012-1/10.0.1.41 / Windows Server 2012 R2 Standard
0 DEVTFS/10.0.7.69 / Windows Server 2012 Standard
[J SQL2012-01/10.0.1.61 / Windows Server 2012 R2
Datacenter
0 DEV_2012-CORE/10.0.7.53 / Hyper-V Server 2012
[0 DCO1/fe80::c479:f74:16d0:1a95%16,172.20.1.3,10.0.1.3 /
Windows Server 2012 Standard
(J UTILO1/172.20.0.5,10.0.1.5,10.0.7.89 / Windows Server
2008 R2 Datacenter
0 SHAREPOINT-01/10.0.1.71 / Windows Server 2012
Datacenter
0 PSIMPSONL1 /10.0.7.32 / Windows 7 Enterprise
0 DCO03/172.20.0.23 / Windows Server 2012 R2 Datacenter
J DC02/172.20.0.4,10.0.1.4 / Windows Server 2012 R2
Datacenter
92 | Determine if anti-virus is enabled properly. r r
0 PSIMPSON-WIN764 /10.0.7.18 / Windows 8.1 Enterprise
90  Address patching on computers with missing security patches. r r
0 HV02/10.0.7.27 / Windows Server 2012 R2 Standard
0 MmayhemON1 /10.0.7.31 / Windows Vista Business
0 REX/10.0.7.47 / Windows 7 Enterprise
0 DEVWIKI/10.0.7.62 / Windows Server 2003
80 |Investigate all accounts with passwords set to never expire and r r
configure them to expire regularly.
0 Administrator / Administrator
[0 ASPNET / ASPNET
[0 BKRICKEY / Beth krickey
[J bvinings / Bob vinings
O bgelding / Beth gelding
[0 fthomas / Fred thomas
0 HJoel / Hank\ Joel
[0 IUSR_DCO02 / IUSR_DC02
[0 IUSR_STEINBRENNER / IUSR_STEINBRENNER
0 IWAM_DCO02 / IWAM_DCO02
[0 IWAM_STEINBRENNER / IWAM_STEINBRENNER
[0 JDAVIS / James DAVIS
[0 kglass / K glass
0 kmayheml / k mayhem1
[0 kjacobs / Kevin jacobs
0 kmayhem / Kevin mayhem
[0 mparish / marcusus parish
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iT solutions.

Risk
Score Recommendation Severity  Probability

MSUMMER / Mark SUMMER
MELKINS / Michael ELKINS
mmayhemON / Michael mayhemON
mDAVIS / michal DAVIS
NetScanner / Net Scanner - MyCo
netvendor / netvendor

pSIMPSON / Pablo SIMPSON
Pkrickey / Paul krickey

support / internal IT Support Team
PGK Testl / PGK Testl
QBDataServiceUser19 / Quickbooks Service Account
rjohnson / Ray Johnson

rphillis / Rita phillis

rtaylor / Rob Taylor

sRammond / Sam Rammond.
smurray / Sarah murray
SharePointSQL / SharePoint SQL
slowe / Sharlise Lowe

tholmes / Tameka Holmes
marcusustest / Test User

thughes / Tony hughes

wparson / wendell

OooooOoooooooooooooooooo

— Medium Risk

Risk
Score Recommendation Severity  Probability
68 |Free or add additional disk space for the specified drives. r

0 JAGA-C:: 0GB free
[0 REX-F::0.07 GB free

— Low Risk

Risk
Score Recommendation Severity  Probability
35 Evaluate the need to have more than 30% of users in the Domain E_
Administrator group and limit administrative access to the minimum
necessary.

O byellin / Ben yellin

[0 bpratt / Bryant pratt

[0 cepps / Chris epps

0 dbard / dennis bard

0 eHAMMOND / Elvin HAMMOND
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iT solutions.

Risk
Score Recommendation Severity  Probability

echristy / Ethan christy
fthomas / Fred thomas
gHAMMOND / Greg HAMMOND
HJoel / Hank\ Joel

JDAVIS / James DAVIS
jpane / Jim pane

jcosten / Joe Costen

kglass / K glass

kmayhem1 / k mayhem1
kjacobs / Kevin jacobs
kmayhem / Kevin mayhem
TWilliams / Terry Williams
MWEST / Madeleine WEST
mparish / marcusus parish
MSUMMER / Mark SUMMER
MELKINS / Michael ELKINS
mmayhemON / Michael mayhemON
pSIMPSON / Pablo SIMPSON
Pkrickey / Paul krickey

rphillis / Rita phillis

rtaylor / Rob Taylor
sRammond / Sam Rammond.
sboardroom / Steve boardroom
thughes / Tony hughes
wparson / wendell

ooooooOoooooooooooooooooooaon

20 | Upgrade computers that have operating systems in Extended LB LB
Support before end of life.

0 USER-PC23/10.0.7.96 / Windows 7 Enterprise

[0 STORAGEO01/10.0.1.69 / Windows Server 2008 R2
Enterprise
DHAROLD-PC /10.0.7.1 / Windows 7 Enterprise
EHAMMOND-WIN7 / / Windows 7 Enterprise
REX/10.0.7.47 | Windows 7 Enterprise
BKRICKEY-WIN7 /10.0.7.74 | Windows 7 Enterprise
MSUMMER-LT / 10.0.7.34 / Windows 7 Enterprise
TANDEM / fe80::242f:6b98:cbb:fb22%28,10.0.7.28 /
Windows 7 Enterprise

0 slowe-win7.corp.MyCo.com / 10.0.7.19 / Windows 7
Enterprise

0 JIM-WIN7 / 10.0.7.63 / Windows 7 Enterprise

0 MmayhemON1 /10.0.7.31 / Windows Vista Business

0 MARKETING-1/10.0.7.29 / Windows 7 Enterprise

0 PSIMPSON-WIN7TEST /10.0.7.82 / Windows 7
Professional

[0 SE-DAVIS/10.0.7.20 / Windows 7 Professional

(J UTILO1/172.20.0.5,10.0.1.5,10.0.7.89 / Windows Server
2008 R2 Datacenter

Oooooono

PROPRIETARY & CONFIDENTIAL PAGE 6 of 10



HillSouth §

Risk

iT solutions.

Score Recommendation

Severity

Network Management Plan

Probability

15

O

PSIMPSON1 /10.0.7.32 / Windows 7 Enterprise

Investigate the list of inactive computers and determine if they
should be removed from Active Directory, rejoined to the network,
or powered on.

R2

oooooooo o oo o0 o0 0mbobob b0 oD DD oo oooooo

MEGATRON / / Windows Server 2003

MYCONMS-BDF / / Windows Server 2003

VM-WIN7-2 / [ Windows 7 Enterprise

TESTSERVER1 / / Windows Server 2008 R2 Standard

SHAREPOINT1 / / Windows Server 2003

pkrickeyl / / Windows 7 Professional

STARSCREAM / / Windows Server 2003

VM-WIN2003 / / Windows Server 2003

VM2-2003 / / Windows Server 2003

MYCO-ATL-HPV01 / / Windows Server 2008 Enterprise

WIN2008 / / Windows Server 2008 Standard

VM1-WIN2003 / / Windows Server 2003

Dwilliams2 / / Windows XP Professional

PKWIN7ENT / 10.0.7.60 / Windows 7 Enterprise

VM-WIN7 /10.0.7.68 / Windows 7 Enterprise

PITWS-PK / / Windows 7 Enterprise

VM-JDAVIS-WIN7 /10.0.7.52 / Windows 7 Enterprise

MYCODEMO / 10.0.7.67,10.0.7.61 / Windows Server 2008
nterprise

APPV-MGMT-SRV / / Windows Server 2008 R2 Enterprise

WIN2008R2 / / Windows Server 2008 R2 Enterprise

PS01/10.0.1.18 / Windows Server 2008 R2 Enterprise

HJoel-WIN764 / 10.0.7.66 / Windows 7 Enterprise

VM-WIN8SBETA / / Windows 8 Consumer Preview

Ben / / Windows 7 Enterprise

VM-WIN7-3/ / Windows 7 Enterprise

DEMOS5 / / Windows Server 2003

HPO02 / / Windows Server 2008 R2 Enterprise

HPO1 / / Windows Server 2008 R2 Enterprise

W2012TEST / / Windows Server 2012 Datacenter

myco / 10.0.7.77 / Windows Server 2008 R2 Standard

ATLDCO01/ / Windows Server 2008 R2 Standard

wmathersl/ / Windows 7 Ultimate

WIN7ULT / / Windows 7 Ultimate

USAL9K49RH1 / / Windows XP Professional

TESTXPO1 / / Windows XP Professional

PSIMPSON-WIN7 / / Windows 7 Enterprise

SBLAPTOP / / Windows XP Professional

ROBERT-PC / / Windows 7 Professional

PITMS-LT1/ / Windows 7 Enterprise

MYCO-SCB-LTP / / Windows XP Professional

MYCO-ATL-RJILLTP / / Windows XP Professional
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Risk
Score Recommendation

Network Management Plan

Severity  Probability

MYCO-ATL-WSO01 / / Windows XP Professional
PERSHING-PIT / / Windows 7 Enterprise
MyCohq / /
PERFORMA-HLI4PQ / / Windows XP Professional
PEACH / / Windows XP Professional
NETSCANO1 / / Windows 7 Enterprise
NAGATEWAY / / Windows Server 2008 R2 Enterprise
MSUMMERLAPTOP / / Windows XP Professional
MSUMMER / / Windows XP Professional
MSHELLY1 / / Windows XP Professional
Mshoals / / Windows XP Professional
MIGTEST /10.0.1.90 / Windows 7 Enterprise
HJoel-VM-WIN764 / 10.0.1.215 / Windows 7 Enterprise
HYPERV-03/10.0.1.90 / Windows Server 2008 R2
Enterprise

0 MmayhemON / / Windows XP Professional

[0 RS01/54.208.211.135 / Windows Server 2008 R2
Enterprise

ooooooooooooood

LEE / / Windows 7 Enterprise
Kmayhem1 / / Windows XP Professional
FTDESKTOPWORK / / Windows XP Professional
HYPERVO1/ /
ERPI-MYCO-01 / / Windows 7 Ultimate
HV2012-1/10.0.1.62 / Windows Server 2012 Standard
ENGINEERS / 10.0.1.50 / Windows 2000 Server
DAVIS /| / Windows XP Professional
DIALTONE / / Windows XP Professional
WIN-HNQ8GOO1RAI / 10.0.7.49 / Windows Server 2008 R2
Standard
DEONNE / / Windows XP Professional
DELL_OFFICE / / Windows XP Professional
D620-8BCJVD1 / / Windows 7 Enterprise
D620-5PO9WO0C1 / / Windows 7 Enterprise
CONFERENCEL / / Windows XP Professional
CONFERENCEROOM / / Windows 7 Enterprise
CLUSTHVO01/ / Windows Server 2012 Standard
Bhanks-LTV / / Windows 7 Ultimate
AGENTO003-PC / / Windows 7 Enterprise
1RB11D1/ / Windows 7 Enterprise
STARTEAM / / Windows 2000 Server
HYPERV / / Windows Server 2008 R2 Enterprise
QB02/10.0.7.10 / Windows Server 2008 R2 Standard
JAMIE-PC / 10.0.7.53 / Windows 7 Enterprise
HYPERV-02 / 10.0.1.90 / Windows Server 2008 R2
Enterprise

[0 FTDELLLAPTOP /10.0.1.109 / Windows 7 Enterprise

[0 DELL120720/10.0.7.78 / Windows 7 Enterprise

Oooooooooood

Oooooooooooooooo
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iT solutions.

Risk
Score Recommendation Severity

Probability

DAVIS-XP /10.0.7.10 / Windows XP Professional
COSTEN-SG /10.0.7.24 / Windows 7 Enterprise
HPVO00 / 10.0.1.60 / Windows Server 2008 R2 Enterprise
SHREDDER /10.0.1.11 / Windows Server 2003
SHELDON / / Windows 8 Enterprise

EXCHANGE2013/ 10.0.7.53 / Windows Server 2008 R2
Standard

RS02 / / Windows Server 2012 Standard
WINDESKTOP / 10.0.7.59 / Windows Vista Ultimate
WINXP32 /10.0.3.24 / Windows XP Professional
WINXP64 / 10.0.7.49 / Windows XP Professional
MYCO-INSPIRON1 /10.0.7.49 / Windows 7 Enterprise
SALESO01/10.0.3.11 / Windows 8 Enterprise
SHARLISE-WIN8 / 10.0.6.28 / Windows 8 Enterprise
ENTCERTS /10.0.1.43 / Windows Server 2012 R2
Datacenter

Ooooooo

ooooooon

13 Disable or remove user accounts for users that have not logged in u
in 30 days.

ASPNET / ASPNET

bvinings / Bob vinings

bgelding / Beth gelding

bminor / Brad Minor

DEV$ / DEV$

HJoel / Hank\ Joel

IUSR_DCO02 / IUSR_DCO02
IUSR_STEINBRENNER / [IUSR_STEINBRENNER
IWAM_DCO02 / IWAM_DCO02
IWAM_STEINBRENNER / IWAM_STEINBRENNER
jcosten / Joe Costen

kglass / K glass

kmayhem1 / k mayhem1

MWEST / Madeleine WEST

NetScanner / Net Scanner - MyCo

netvendor / netvendor

hr / internal IT HR

partners / internal IT Managed Services Partners
info / internal IT PR

prsales / internal IT Sales

support / internal IT Support Team

PGK Testl / PGK Testl

QBDataServiceUser19 / Quickbooks Service Account
rtaylor / Rob Taylor

smurray / Sarah murray

SUPPORT$ / SUPPORT$

marcusustest / Test User

0 T A A O
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iT solutions.

Risk
Score Recommendation Severity  Probability

10 There may be a legitimate business need, but these risks should E_
be assessed individually. Certain protocols are inherently insecure

since they typically lack encryption. Inside the network, their use

should be minimized as much as possible to prevent the spread of
malicious software. Of course, there can be reasons these

services are needed and other means to protect systems which

listen on those ports. We recommend reviewing the programs

listening on the network to ensure their necessity and security.

RANCOR.Corp.MyCo.com (10.0.7.57)
MYCO30dev.Corp.MyCo.com (10.0.7.65)
ISA1.Corp.MyCo.com (10.0.7.43)
pitmacmini.corp.MyCo.com (10.0.7.45)
10.0.7.64

hp2100-ops.corp.MyCo.com (10.0.7.76)
10.0.7.70

Oooooood

10  Remove or populate empty Organizational Units. L B L B

O test hash / OU=test
hash,0U=PIT_Users,DC=Corp,DC=MyCo,DC=com
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distributing or otherwise using this report or its contents in any way.
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About this Report

On April 8, 2014, Microsoft will end its support of the Windows XP operating system. This report is
designed to help you identify and determine which systems are incompatible and must be replaced, or
ready for migration from Windows XP to Windows 8.1. The move to Windows 8.1 is the preferred
upgrade path from Microsoft, but you may opt for other solutions.

To be ready for Windows 8.1, an XP box must meet the Minimum System Requirements for Windows
8.1. To ensure full compatibility, application and driver compatibility should be evaluated or, at least,
minimally documented. While it is expected that Microsoft will support its drivers compatibility moving
forward, there is no guarantee that any other application or device vendor will ensure the same. The
lists are provided as a convenient way to assemble the information for review and further evaluation.

The XP Migration Readiness Analysis is based on information gathered by the Network Detective Data
Collector. On Active Directory domains, only currently active computers that have connected to the
domain at least once within the last 30 days are scanned. Readiness is determined by comparing the
collected information to the minimum system requirements for Windows 8.1 established by Microsoft.
Even when meeting the minimum requirements, other factors can lead to incompatibility. For this
reason, the report should be used as a preliminary guide in classifying computers for possible upgrade
and further evaluation may be required.

In the report you may receive a “?” or “-“ for the overall assessment or for an individual component. A
“-“indicates that the automated scan detected an XP computer, but was unable to read any data from
the machine. A “?” indicates that an accurate assessment could not be made because some information
needed for the assessment was not available. Factors preventing a full scan include personal firewalls,
WMI turned off or restricted, as well as certain hardware components that are unable to provide
required information. To enrich the report output, you may want to consider checking some of these
issues and making changes to system and computer settings when possible.
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Readiness Summary

# XP Computers Upgrade Candidates 0
(Very Good / Excellent Candidates)

Total XP Computers Discovered 0
Total Computers Discovered 52
Unable to Scan (# computers) 0

XP Computer Upgrade Readiness (0)

@roor @ Fair OGood OVery Good @ cxcellent
Computer Name IP OS Version  Non-Windows Readiness
Address(es) Applications

No Windows XP computers detected
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Upgrade Readiness Detail

No Windows XP computers detected
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Application Compatibility
The following is a list of non-Windows applications that should be investigated for Windows 8.1
compatibility. Only non-Microsoft applications are listed.

Application Version Impact
No Windows XP computers detected
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Driver Compatibility

XP Migration Readiness Analysis
NETWORK ASSESSMENT

The following is a list of drivers that should be investigated for Windows 8.1 compatibility. Only non-
Microsoft drivers are listed.

Device Device Type Driver Driver Date Driver Version | Impact
Provider

No Windows XP computers detected
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